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Abstract—We consider the problem of quickest detection of an
intrusion using a sensor network, keeping only a minimal number
of sensors active. By using a minimal number of sensor devices,
we ensure that the energy expenditure for sensing, computation
and communication is minimized (and the lifetime of the network
is maximized). We model the intrusion detection (or change
detection) problem as a Markov decision process (MDP). Based
on the theory of MDP, we develop the following closed loop
sleep/wake scheduling algorithms:

1) optimal control of M), the number of sensors in the

wake state in time slot k& + 1,
2) optimal control of gi1, the probability of a sensor in the
wake state in time slot k& + 1,
and an open loop sleep/wake scheduling algorithm which
3) computes g, the optimal probability of a sensor in the wake
state (which does not vary with time),
based on the sensor observations obtained until time slot &.

Our results show that an optimum closed loop control on M, ;
significantly decreases the cost compared to keeping any number
of sensors active all the time. Also, among the three algorithms
described, we observe that the total cost is minimum for the
optimum control on M, and is maximum for the optimum
open loop control on q.

Keywords: Bayesian change detection, intrusion detection,
quickest change detection with observation cost

I. INTRODUCTION

Sensor networks are application specific networks that com-
prise a large number of tiny, energy limited, low—powered
smart sensor devices. A sensor can be in one of the two
states, the sleep state or the wake state. In the wake state,
the sensor makes measurements, performs some computation
and then communicates information to the fusion center. The
fusion center acts as a decision maker and may even act
as a controller. The sensors being energy limited, impose
stringent requirements on the energy—efficiency of the algo-
rithms employed in the fusion center. In intrusion detection
applications, the intrusions are typically rare events and hence
sensor nodes spend a majority of their time in the pre—
intrusion period which reduces the lifetime and the utility of
the sensor network. Thus, it is essential to have an energy—
efficient sleep/wake scheduling algorithm.

We are interested in quickest detection of intrusion which
apparently requires the sensors to be in the wake state all the
time. We thus have conflicting objectives (i) minimizing the
energy consumption of the network (or equivalently, maxi-
mizing the lifetime of the network) and (ii) minimizing the
detection delay.

Related literature: The problem of energy—efficient quick-
est change detection has been studied in various contexts.
Appadwedula et al. [1] study a binary hypothesis testing
problem. They minimize the probability of making an incorrect
decision subject to energy constraints. Appadwedula et al. [1]
and Rago et al. [6] study a censoring scheme, in which the
uninformative observations are not sent to the fusion center.
Note that [6] also considers a binary hypothesis testing prob-
lem. In [9], Wu et al. study sleep/wake scheduling for low duty
cycle multi-hop sensor networks (employed for continuous
monitoring applications) with synchronization errors. They
maximize the lifetime of a sensor network that guarantees a
data delivery performance. In [10], Zacharias and Sundaresan
study a centralized detection problem based on physical layer
fusion with power control at the sensors for energy efficiency.
In our work, we achieve energy—efficiency by keeping only a
minimal number of sensors active.

Our work differs from [1] and [6] in the following ways:

« We consider a sequential change—detection problem
whereas [1] and [6] consider a simple binary hypothesis
testing problem. [1] and [6] consider a static optimization
problem whereas our work involves dynamic optimiza-
tion.

o In [6], Rago et al. propose a censoring algorithm which
makes a decision on whether to fransmit an observation
or not based on the information content of the obser-
vation and the communication—cost. Note that censoring
runs at each of the sensors and does not take into
account the sensing, sampling, and computation costs. [1]
also uses the censoring scheme described above. In our
work, we control the sleep/wake activity of the sensors
thereby taking into account the energy required for sens-
ing/computation. In our work, all sensor—observations are
transmitted to the fusion center.

Summary of contributions: We summarize the main con-
tributions of this paper below.

(i) We model the problem of quickest change (intrusion)
detection by using a minimal number of observations in
the Bayesian framework as a Markov decision process
(MDP) that captures 1) the cost due to false alarm, 2)
the cost due to the detection delay, and 3) the cost per
observation per sensor in the network.

(i) We derive the following closed loop scheduling algorithm
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(iii)

(iv)

to control the number of sensors in the wake state, when
there is feedback between the fusion center and the
Sensors.

At time slot k, the fusion center receives an observation
vector, X,(CM"") = (X£1)7X,£2), e ,X,gM’“)) € RMr and
computes the posterior probability of change, II;. The
fusion center then chooses a control from the set of avail-

able controls, A = { stop, Ume{o.1 ) (continue, m) ¢.

The control u;, = (continue, m) means that the detection
process is continued at time slot £+ 1 with m sensors in
the wake state. We observe that {II;} forms a controlled
Markov chain. Based on the theory of MDP, we derive
the optimal policy p* which gives

1) The stopping rule:

Stop at time slot 7% = inf {k > 0:1; > T},
where T" € [0, 1] is a threshold, and

The control policy for M q:

From the optimal policy, we can infer that there
exists amap M * : [0, 1] — Z such that the optimal
number of sensors in the wake state in time slot k+1
is given by My = M*(I1y).

We provide some structural results for the optimal policy.
We also derive another closed loop scheduling algorithm
to control ¢x+1, the probability that a sensor is in the
wake state at time slot k + 1.

At time slot k, the fusion center receives an observation
vector X,(CM’“) and computes 11, the posterior probability
of change. The fusion center then chooses a control u;, €
A = {stop, Ugero.n (continue,q)}. If ur = (0,qrt1)
is the control chosen by the fusion center, then Mj
is Bernoulli distributed with parameters (n,qg+1). We
observe that {(IIx, M)}, k¥ € N forms a controlled
Markov chain. Based on the theory of MDP, we derive
the optimal policy p* which gives

2)

1) The stopping rule:

Stop at time slot 7* = inf {k > 0:1I; > T},
where I" € [0, 1] is a threshold, and

The control policy for g 1:

From the optimal policy, we can infer that there
exists amap ¢* : [0,1] — [0, 1] such that the optimal
probability that a sensor is in the wake state in time
slot &+ 1 is given by g1 = ¢*(Ix).

2)

We show some structural results for the optimal policy.
We also derive the following open loop scheduling algo-
rithm to control the sleep/wake activity of the sensors
when the feedback between the fusion center and the
sensors is not available. At time slot k&, each sensor
chooses to be in the wake state with probability ¢,
independent of the state of other sensors. The fusion
center receives a vector of observations, XéM’“) (M, ~
Bernoulli(n, ¢)), and computes the posterior probability
of change II;. The fusion center then decides whether
to “stop” the decision process or “continue” sampling.
We observe that {(IIx, M)} process forms a controlled

Markov chain. Based on the theory of MDP, we obtain
1) The stopping rule:
Stop at time slot 7* = inf {k > 0:1II; > T},
where I" € [0, 1] is a threshold.
Note that ¢ is constant over time and we choose ¢ that
minimizes the Bayesian cost given in Eqn. 8.

Note: For all closed/open loop policies My41(:) = 0,Vk > 7*.

Outline of the paper: The rest of the paper is organized as
follows. In Section II, we formulate the sleep/wake scheduling
problem for quickest change detection. In Section III, we solve
the optimal sleep/wake scheduling problem that minimizes the
detection delay when there is a feedback from the controller
to the sensors. In Section IV, we discuss an optimal open
loop sleep/wake scheduler that minimizes the detection delay.
Finally, we summarize the paper in Section V.

II. PROBLEM FORMULATION

In this section, we describe the quickest intrusion detection
problem with a minimal number of observations and set up the
model. We consider a sensor network comprising n (acoustic
or vibration or magnetic or a combination of these) sensors
deployed in a region A for an intrusion detection application.
The sensors are collocated, i.e., the region A is covered by the
sensing coverage of each of the sensors. An intrusion happens
at a random time. The problem is to detect the intrusion as
early as possible using a minimal number of observations
subject to a false alarm constraint.

We consider a discrete time system and the basic unit
of time is one slot. We assume that the sensor network is
time synchronized. An event (“intruder” in a security system)
happens at a random time 7". The distribution of 7" (the time
slot at which the intrusion/change/event happens) is given by

o

if £ <0,
PAT =k} = { (1 - m0)(1 - p)*~p

if &> 0.
where 0 < p < 1 and 0 < mg < 1 represents the
probability that the change (“intrusion’) happened even before
the observations are made (k < 0). We model the intrusion
by a change in the probability law of the sensor observations
at a random time 7'. Note that the observations are obtained
sequentially starting from time slot £ = 1 onwards. We say
that the state of nature, S} is O before the occurrence of the
event (i.e., S, = 0 for k < T') and 1 after the occurrence of the
event (i.e., Sy = 1 for k > T). Before the event takes place,
ie, for 1 < k < T, sensor i observes X,gl) ~ fél)(.) and
after the event takes place, i.e., for k > T, sensor ¢ observes
x" () (because the sensors are collocated), where
£ and £ are probability density functions (pdfs). Note that

0 £1) for all 4. Conditioned on the state of the nature,
the observations are independent across sensors and across
time (the event and the observation models are essentially
the same as in [8]). The observations are transmitted to a
fusion center (the communication between the sensors and
the fusion center is assumed to be error—free as the channel
noise could be thought of as captured in the sensors itself)
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through parallel communication channels, [5]. At each time
slot &k, the fusion center receives a vector of observation
X;M"') = (X]gl),XIE,Q), e ,XIEM’“)). At time slot k, based on
the observations so far, XgM‘),t =1,2,--- ,k}, T, the

distribution of T, féi)(-)s and fl(i)(-)s, the fusion center

1) makes a decision on whether to raise an alarm or to
continue sampling, and

2) controls the number of sensors in the wake state at time
slot k£ + 1.

The costs involved here are i) A, the cost due to
(sampling 4+ computation + communication) per observation
per sensor, ii) Ay, the cost of false alarm, and iii) the detection
delay where the detection delay is defined as the delay between
the occurrence of the event and the detection. Note that A,
can also be considered as energy consumption per observation
per sensor. We are interested in finding the quickest detection
procedure with a minimal number of observations that mini-
mizes the detection delay subject to a false alarm constraint,
PFA < «, where PFA is the probability of false alarm. Note
that the optimal detection procedure should give i) the optimal
stopping time 7* and ii) the optimal control on M}, the number
of sensors in the wake state at time slot k. We thus have a
constrained optimization problem,

min
7, M1,Mz,-+ M-

E (T—T)++)\SZM]€} 1)
k=1

subject to PFA <«

where 7 is a stopping time. Note that the above problem could
be considered as a quickest change detection problem with
energy constraint and A, as a Lagrange multiplier that relaxes
the energy constraint.

Let 11, be the posterior probability of the event happening
at or before time slot k. Il is given by

I, = E {1{T§k} Xng) "' Xl(sMk)] 2)
and hence, EIl;, = EE [I{Tgk} X(1M1) . X,(CM")]
= ]El{Tgk} 3)

The Lagrangian relaxation of the problem defined in Eqn.1 is

R(r) = ]E[)‘fl{r<T} + (T =T lgery + A Y Mk}
k=1

~ T—1 T

= EMLpary + D Lirapy + A Mk}
) k=0 k=1
_ T—1 T

= E[NO-1L)+ Y 1, +>\SZM4
) k=0 k=1
_ T—1

= EN(1-1L) + Z (I, + AsMk+1)] “4)
) k=0

Refer Eqn. 3 and [7] for the justification of the steps in Eqn. 4.
The Lagrange multiplier Ay is chosen such that the false alarm

constraint is satisfied with equality, i.e., PFA = « (refer [7]).
Thus, the constrained optimization problem defined in Eqn. 1
can be viewed as
min R(7)
T,J\41,M2,--- ,]\/IT

= min

T—1
M1, Ma,-- M, E|Ar(1—=11-) + 1;) (I + >\sMk>+1)} (®)]

We consider the following possibilities for the problem defined
in Eqn. 5.

1) Closed loop control on M i: At time slot k, the
fusion center makes a decision on My, 1, the number
of sensors in the wake state in time slot £ + 1, based
on the information available (at the fusion center) up to
time slot k. The decision is then fed back to the sensors
via a feedback channel. Thus, the problem becomes

* * * * :
T M7, M5, --- M7 = ar min
P A2 T gr,]b[k+1,k:071,2,--~ =1

T—1
E[A (- T) + > (M + A M) ©

2) Closed loop control on gi1: At time slot k, the fusion
center makes a decision on ¢x41, the probability that a
sensor is in the wake state at time slot k+1. g1 is then
broadcast via a feedback channel to the sensors. Thus, it
is easy to see that the number of sensors in the wake state
Mj+1, at time slot k + 1, is Bernoulli distributed with
parameters (n, gx+1). Also note that EMy 1 = ngp41.
Thus, the problem defined in Eqn. 5 becomes

min

%k
y 4« = arg
T T\ qit1,k=0,1,2,- ;7 —1

* k%
T 41,42,

T—1
E[A(1=T) + 7 (M + Anagi) | @)
k=0
3) Open loop control on g: At time slot k, each sensor
node is in the wake state with probability ¢g. Note that
M., the number of sensors in the wake state at time
slot &k is Bernoulli distributed with parameters (n,q).
Also note that { My} process is i.i.d. over time and that
EM} = nq. Note that the probability q is constant over

time. Thus, the problem defined in Eqn. 5 becomes
7* = argmin

T—1
]E[)\f(l —1II,;) + Z (I, + Asngq)
k=0

Here, ¢ is chosen such that it minimizes the above cost.

®)

Note that the first two scenarios require a feedback channel
between the fusion center and the sensors whereas the last
scenario does not require a feedback channel.

In Section III, we formulate the optimization problem
defined in Eqns. 6 and 7 in the framework of MDP and
study the optimal policy. We formulate the open loop control
optimization problem defined in Eqn. 8 in the MDP framework
and obtain optimal policy in Section IV.
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ITII. QUICKEST CHANGE DETECTION WITH FEEDBACK

In this section, we study the sleep/wake scheduling problem
when there is a feedback channel from the controller to the
Sensors.

At time slot k, the fusion center receives X,(CM’“)
putes ITx. Recall that [T, = P{T < k ’ Xng),
is the posterior probability of the event having occurred at
or before time slot k. For the change detection problem, a
sufficient statistic [4] for the sensor observations up to time
slot k, is given by {IIy, ITy, - - - , I }. When an alarm is raised
the system enters into an absorbing state ‘a’. Thus, the state
space of the {II} process is S = {[0,1] U {a}} (we always
work with the Borel space, (S, %(S)) ). Note that IIj is also
called the information state of the system.

In the rest of the section, we explain the closed loop
control techniques used to obtain the sleep/wake scheduling
algorithms.

and com-
, XI(cM k)

A. Control on My, the number of sensors in the wake state
at time slot k + 1

The fusion center on receiving X(KM’“) computes Iy, the
posterior probability of the event. It then makes a decision Dy
on “stop”ping or to “continue” sampling. Note that D, = 0
means that the sampling (and the detection process) is contin-
ued and D, = 1 means that an alarm is raised. If D, = 0, the
controller chooses M1 = m, the number of sensors to be in
the wake state at time slot k+1. Thus the set of controls at time

slot k is given by A = < stop, UmE{O,l,m,
= {1, (0,0),(0,1),---, (O,n)}.
When the control u; = (0,m) is chosen, the information

state at time slot k£ 4+ 1, Il 1 can be computed recursively
using the map ¢ : S x A — S as

ny (continue, m)

ﬁk¢1 (Xl(£+)1)
iy = @(Hk, (O,m)) = — )]
¢2 (Xk+17 )
where
I, = I+ (1-1IL)yp (10)
X’(;n) — (Xlgl)’ XIEQ)’ . Xlgm)),
¢1 (ngm)) = H fl ’
=1
a(X{ M) o= H A +a-m [T " e
i=1 i=1
and when the control uy = 1 is chosen, Il is given as
Hk+1 = @(1—[}€7 ) = a Wpl (11)
Note: II;, = EII; before X(J)rl is observed and {II;} forms

a controlled Markov chain. From Eqn. 6, we see that when the
(state, action) pair is (7, u), the single stage cost function is

Ap(l—m), mel0,1,u=1
e(mu) = T+ Asm, 7w [0,1],u = (0,m)
0, T=a

Therefore, the optimization problem defined in Eqn. 6 can be
stated as

J*(mp) = min E ZC(Hk,uk) Iy = 7o
uoun Uz, | L

We use the theory of MDP to solve the above optimization
problem. From [2], it is clear that we can find a stationary
optimal policy which solves the above optimization problem.
Let 1 : S — A be a stationary policy and p* : S — A be the
optimal stationary policy. Then, we have

J;L(TFO) = K [Z C(Hkhu(Hk)) ‘ HO = 7"-0‘|
k=0
and J*(mg) = min lz (g, p(Ilg)) | o = 770]
k=0
= E lz (I, p (1)) | o = 7701
k=0

Note that the optimal stationary policy p* is independent of
the initial state I[Iy = my [2]. By Bellman’s equation, we have

iy {200+ 5o (000 )| .

Note: The notation E, x(m),7) [-] means that the expectation is
taken with respect to the pdf ¢o(x("™);7)!. Since J*(a) = 0,
the above equation can be written as

J(r) = min{A; - (1—7),7+A;(7)}.

where the function A~ : [0,1] — Ry is defined as

s, (oo (G ) o

JH(r) =

(12)

Ay () =min

Note that J* gives the cost defined in Eqn. 6. Thus,
the optimal policy p* that achieves J* gives 7° and
M, k = 1,2,--- 7% The existence of the optimal policy
is shown in the following theorem.

Theorem 1: As the state space is a Borel space, the action
space is compact, the transition kernel is strongly continuous,
and the single stage and terminal cost functions are bounded
continuous functions, an optimal policy exists.

Proof: See Chap. 3, Vol. II of [2] and [3]. |

We now prove some properties of the minimum total cost
function J*.

Theorem 2: The total cost function J* is concave.

Proof: See Appendix 1. |

Theorem 3: The optimal stopping rule for the quickest
change-detection problem with a dynamic control on Mj 1,
the number of sensors in the wake state at time slot k& + 1
is a threshold based rule, where the threshold is on posterior
probability of change.

Proof: See Appendix II. |

Unless explicitly stated, all the expectations are taken with respect to the
pdf ¢ (x(™); 7).
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Posterior probability, ©

Fig. 1. Optimum number of sensors in the wake state M* for n = 10
sensors, Ay = 100.0, As = 0.5, fo ~ N(0,1) and f1 ~ N(1,1). Note
that I' = 0.9 corresponds to the threshold.

Note that Theorem 3 addresses only the stopping time part
of the optimal policy p*. We now explore the structure of the
optimal closed loop control policy for M* : [0,1] — Z, the
optimal number of sensors in the wake state in the next time
slot. We choose M1 = M, = M*(Il;). We define the

(™). 10,1 — Ry and AY™ : [0,1] — R, as

functions Bj.” :
L (TP (X))
B |7 Gtz )|
Aem + B (7).

BIM () =
(m)=y ._
and Ay (7) =

Theorem 4: For any 7 € [0,1], the cost-to-go function
BST) (7) monotonically decreases with m.

Proof: See Appendix III. |
Note that BST)(ﬁ) can be thought of as the cost-to—go func-
tion for sensors used in the next slot. Thus, Theorem 4 states
that the cost-to—go reduces as the number of observations
increases. The intuition behind this is that BL(,T)(fr) represents
the uncertainty about the event left at the end of the current
time slot and more sensors resolve the uncertainty in a better
way.

Numerical Results: We consider the following scenario: the
change-time T' ~ geometric(0.01), 7o = 0, f(g’) ~ N(0,1)
and fll) ~ N (1,1). We set the cost per observation per sensor,
As t0 0.5 and the cost of false alarm, Ay to 100.0 (this sets
PFA to 0.04). We consider n = 10 sensors. We compute M *
(from the optimal policy p* given by Eqn.12) by the value
iteration algorithm [2],[3] and plot in Fig. 1. We note that
in any time slot, it is not economical to use more than 3
sensors (though we have 10 sensors). Also, from Fig. 1, it
is clear that M™* increases monotonically for 7 < 0.6 and
then decreases monotonically for 7 > 0.6. Also note that,
the region 7 € [0.5, 0.82] requires many sensors for optimal
detection whereas the region [0.0, 0.3]U[0.9, 1.0] requires the
least number of sensors. This is due to the fact that uncertainty
is more in the region = € [0.5, 0.82] whereas it is less in the
region [0.0, 0.3] U [0.9, 1.0].

In our numerical experiment, the event occurs at 7' = 152.
When My 1(m) = M*(w) (taken from Fig. 1), we see that

9 -
. 7
|
Z yz*\i\x/n(\\’"}m yxyx\#.
= A -0 ®
3 oot S
s ,o’o":‘i?\/ g e [\
) R R »
s VR Ny PR 8
S WAV [
5 Vot N
Z 5 \ \\II
o B
—— Optimum M
——a-—- M=10
—e— M=3
80 120 160

Time slot, k

Fig. 2. A sample run of event detection with n = 10 sensors, /\f = 100.0,

Xs = 0.5, fo ~ N(0,1) and f1 ~ N (1,1).

100 ¢ -
e Optimum M
'\. ---e--- M=10

80 > Ve _ M=3
— B e M=2
e o
B 60 koo e M=
g S B SR .
T 40 [ Tt T S
o =< .

20 .

0
0 0.2 0.4 0.6 0.8 r 1

Posterior probability, ©

Fig. 3. Total cost J(m) for n = 10 sensors, Ay = 100.0, As = 0.5,
fo ~ N(0,1) and f1 ~ N(1,1). Note that the threshold corresponding to
M =11is 0.895, for M = 2 is 0.870, for M = 3 is 0.825, and for M* is
I'=0.9.

the detection happens at 7p/« = 161. When My q(7w) = 10
sensors (no sleep scheduling), we find the detection epoch to
be 119 = 153. When M1 = 3 sensors (we chose 3 because
M* < 3), the stopping happens at 73 = 156. From the above
stopping times, it is clear that the detection delay does not vary
significantly in the above three cases. We plot the trajectory of
a sample path of II; versus the time slot k£ in Fig. 2. A close
look at the Fig. 2 shows that all the three strategies follow
almost the same trend. Also, we see from Fig. 2, that the 7
trajectory corresponding to My (7) = 10 (and Myy1(7) =
3) gives more reliable information about the event than the 7y,
trajectory corresponding to My 1(7) = M*. We also plot the
total cost function J(7) for the above cases in Fig. 3. Though
the detection delays do not vary much, the total cost varies
significantly. This is because the event happens at time slot
T = 152. In the case of My, = M*, it is clear from Figs. 1
and 2 that only one sensor is used for the first 158 time slots.
This reduces the cost by 10 times compared to the case of
M. +1 = 10 (in this sample path) and about 3 times compared
to the case of My = 3 (in this sample path). We note from
Fig. 3, that it is better to keep 3 sensors active all the time than
keeping 10 sensors active all the time. Note that My ; =1
achieves a small cost but a large detection delay.

Authorized licensed use limited to: IEEE Xplore. Downloaded on February 21, 2009 at 03:31 from IEEE Xplore. Restrictions apply.

This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the IEEE INFOCOM 2008 proceedings.

2078



This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the IEEE INFOCOM 2008 proceedings.

Define the differential cost d : {1,2,--- ;n} — Ry as

dim;w) = B V(&) - BI (%) (14)

Recall that 7 = 7 + (1 — m)p. Note that d is bounded,
continuous, and d(- ;1) = 0. We are interested in d(m; )
for 7 € [0, T'). In Fig. 4, we plot the differential cost
function d(m;-) given in Eqn. 14 for m = 1,2 and 3. We
observe that d(m;m) monotonically decreases in m, for each

€ [0,T) (e, d(1;m) > d(2;7) > d(3;7)). We observe
this monotonicity property for different sets of experiments
for the case when f;; and f; belong to the Gaussian class of
distributions. We hypothesize this monotonicity property of d
and state the following theorem which gives a structure for
M*, the optimal number of sensors in the wake state.

Theorem 5: If for each = € [0,'), d(m;m) decreases
monotonically in m, then the optimal number of sensors in
the wake state, M* : [0,1] — {0,1,--- ,n} is given by

M*(r) = max{m:d(m;m) > A}
Proof: Eqn. 13 and the monotone property of d(m;.)
proves the theorem. |

The above theorem is evident from Fig. 4.

B. Control on qi41, the probability that a sensor is in the
wake state at time slot k + 1

Here, we consider the scenario, where at time slot k,
the fusion center (controller) upon receiving XECM"') makes a
decision Dy, on stopping (D = 1) or to continue sampling
(Dy = 0). If Dy, = 0, the fusion center computes the optimal
gr+1 € [0, 1], the probability of a sensor node being awake at
slot k£ + 1. Thus the set of controls at time slot k is given by

A = = 1,Uq€[0’1](0,q) .

When the control ux = (0,qxr1) is chosen, My, the
number of sensors in the wake state at time slot k + 1 is
Bernoulli distributed with parameters (7, gx+1)- Let v, (qr+1)
be the probability that m sensors are in the wake state at time
slot k£ + 1. v, (gr+1) is given by

stop, Ugeo,17(continue, q)

Ym(Qr+1) = <;>Q?+1(1qk+1)”m (15)

The information state at time slot k£ 4+ 1 can be computed
recursively as

Meon (X(15)

— (16)
P2 (ng'{'“); Hk)

My = @<Hk, (07Mk+1)> =

where Tlj, X,(fm), gbl(XECm)), gbg(X,(cm);ﬁ) are the same as
those defined in Eqn. 10. When the control u; = 1 is chosen,
1141 is given as

Mjqq := (T, 1) :=a wp.l 17

From Eqns. 16, 17, it is clear that the {(IIx, M)} process is
a controlled Markov chain, the state space of the chain being

d(1;m)
12 b —=——- d(2;m)
= — = d(3;m) /\
T ——
3 o8 — .
8 / /’f” ~ N
= - N
§ 7\‘5 ------------------------ o '// R S = ..\..<\
D - .-
= 0.4 > s
[} T
0
o} 0.2 0.4 0.6 08 T

Posterior probability, ©

Fig. 4. Differential costs d(-; ), for n = 10 sensors, Ay = 100.0, As = 0.5,
fo NN(Ovl) and f1 NN(L 1)

Sx{0,1,---,n}. From Eqn. 7, it is clear that the single stage
cost when the information state is 7 and the action is wu, is

Af(l=m), me0,1},u=1
c(mu) = T+ Asng, 7€ [0,1],u=(0,q)
0, T=a

Therefore, the optimization problem defined in Eqn. 7 can be
stated as

J*(mp) = min E Zc(Hk,uk) H0:7TO‘|
UQ,UL, U2, k=0

We use the theory of MDP to solve the above optimization
problem. From [2], it is clear that we can find a stationary
optimal policy which solves the above optimization problem.
Recall that the state space of the MDP is S x {0,1,--- ,n}.
Since, given I, and ug, (j41, My41) is independent of M,
it is easy to see that the optimal stationary policy does not
depend on M. Let 4 : S — A be a stationary policy and
w* S — A be the optimal stationary policy. Hence, we have

Ju(mo) = E lzc(nk,u(nk)) l Iy = WO]
k=0
and J*(mg) = min B lz (Mg, p(Ilg)) | o = Wo]
k=0

E [Z (I, p* (M) | Ty = m)]

k=0
Note that the optimal stationary policy p* is independent of
the initial state 11y = 7 [2]. By Bellman’s equation, we have

i {etr) + 3 @7 (2.0 ) |
Since J*(a) = 0, the above equation can be written as
J(r) = min{\; - (1—7),7+A;(7)}.

where the function A« : [0,1] — Ry is defined as

. - (T (x™)
A = {W - 2w | (G )| } |

J () =

(18)
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Fig. 6. Optimum probability of a sensor in the wake state, ¢* () for n = 10
sensors, Ay = 100.0, As = 0.5, fo ~ N(0,1) and f1 ~ N (1,1).

Note that J* gives the cost defined in Eqn. 7. Thus, the optimal
policy p* that achieves J* gives 7* and ¢}, k = 1,2,--- ,7%.
The existence of the optimal policy and its structure is shown
in the following theorems.

Theorem 6: As the state space is a Borel space, the action
space is compact, the transition kernel is strongly continuous,
and the single stage and terminal cost functions are bounded
continuous functions, an optimal policy exists.

Proof: See Chap. 3, Vol. II of [2] and [3]. [ |

Theorem 7: The total cost function J* is concave.

Proof: Follows from Appendix 1. |

Theorem 8: The optimal stopping rule for the quickest
change-detection problem with a dynamic control on ¢y 1,
the probability that a sensor is in the wake state at time slot
k + 1 is a threshold based rule, where the threshold is on
posterior probability of change.

Proof: See Appendix II. |
Numerical Results: We consider the same scenario as in the
case of control on My, 1. We plot the total cost J* () in Fig. 5.
We also plot the optimum probability of a sensor in the wake
state, ¢*(m) in Fig. 5. We observe that ¢*() is concave in 7.
This agrees well with the intuition for the control on My 1.

IV. QUICKEST CHANGE DETECTION WITHOUT FEEDBACK

In this section, we study the sleep/wake scheduling problem
defined in Eqn. 8. Open loop control is applicable to the
systems in which there is no feedback channel from the fusion
center (controller) to the sensors. Here, at any time slot k,
a sensor chooses to be in the wake state with probability g
independent of other sensors. Hence, { M}, the number of
sensors in the wake state at time slot k is i.i.d. Bernoulli
distributed with parameters (n,q). Let 7,, be the probability
that m sensors are in the wake state. ,, is given by

(")

We can choose ¢ that minimizes the Bayesian cost given by
Eqn. 8.

At time slot k, the fusion center receives a vector of observa-
tion X,EM’“) and computes ITj. Recall that {ITy, ITy, - - - , I} } is
a sufficient statistic for the sensor observations up to time slot
k [4]. In the open loop scenario, the state space is S = {[07 1JU
{a}} (we always work with the Borel space, (S, %(S)) ). The
set of actions is given by A = {stop, continue} = {1,0}
where ‘1’ represents sfop and ‘O’ represents continue.

Note that given a control wg, IIx4; can be recursively
computed in the same way as shown in Eqns. 16, 17. Thus,
{(IIx, M)}, k € Z, is a controlled Markov chain. From
Eqn. 8, it is clear that when the information state is 7, and
the action is u, then the single stage cost ¢(m,u) is given by

Ym = 19)

Af(l—m), me[0,1,u=1
e(mou) = T+ Asng, we0,1,u=0
0, T=a

Therefore, the optimization problem defined in Eqn. 8 can be
stated as

J*(m) = uoglli}}g E Zc(ﬂk,uk) H0:7T0‘|
Y k=0

We use the theory of MDP to solve the above optimization
problem. From [2], it is clear that we can find a stationary opti-
mal policy which solves the above optimization problem. Note
that the state space of the MDP is S x {0,1,--- ,n}. Since,
{M}} is an i.i.d. process, given I} and wuy, (ITxy1, Myg41) is
independent of Mj. Hence, the optimal stationary policy does
not depend on M. Let ;1 : S — A be a stationary policy and
w* S — A be the optimal stationary policy. Hence, we have
oo
J;A(TFO) = E lz C(Hk,/l(Hk)) ‘ Iy = 7"-0‘|

k=0

and J*(my) = min lz (Mg, p(Ilg)) | o = FO]

k=0

- E [icmk,u*(nk»

H() = 7T0]
k=0

By Bellman’s equation, we have

min {cw,u) £k {J : (é(”’“)ﬂ }

m=0

JH(r) =
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Since J*(a) = 0, the above equation can be written as

J*(r) = min{)\f~(177r),7r+AJ*(7~r)}. (20)

where the function A~ : [0,1] — Ry is defined as

—\ong + va [J* (M)} '

Note that J* gives the cost defined in Eqn. 8. Thus, the optimal
policy p* that achieves J* gives 7*.

Ay (7

Theorem 9: As the state space is a Borel space, the action
space is compact, the transition kernel is strongly continuous,
and the single stage and terminal cost functions are bounded
continuous functions, an optimal policy exists.

Proof: See Chap. 3, Vol. II of [2] and [3]. [ |

We now prove some properties of the optimal policy.

Theorem 10: The total cost function J* is concave.

Proof: Follows from Appendix 1. |

Theorem 11: The optimal stopping rule for the quickest
change-detection problem with the open loop control on the
number of sensors in the wake state is a threshold based rule,
where the threshold is on posterior probability of change.

Proof: See Appendix IL |

Numerical Results: We consider a sensor network of
n = 10 nodes. We considgr the following models, T ~
geometric(0.01), mo = 0, féz) ~ N(0,1) and fl(l) ~ N(1,1).
We set Ay to 100.0 (this sets the PFA to 0.04, approximately).
This is the same scenario as before. We obtain J*(0) for
various values of ¢ and plotted in the Fig. 7. We obtain the
plot for Ay = 0.5 and for A; = 0.0. Note that when A; > 0,
for low values of ¢, the detection delay cost dominates over
the observation costs in J*(0) and for high values of ¢, the
observation costs dominate over the detection delay cost. Thus,
there is a trade—off between the detection delay cost and the
observation costs as ¢ varies. This is captured in the Fig. 7.
Note that the Bayesian cost is optimal at ¢ = 0.15. When
As = 0, as ¢ increases the detection delay decreases. Hence,
we see the monotonically decreasing trend for A; = 0.0.

V. SUMMARY

In this paper, we formulated the problem of sleep/wake
scheduling in a sensor network that minimizes the detection
delay by optimal use of sensing/communication resources.
Recall that we have set out to solve the problem in Eqn. 5. We
have derived the optimal control for three approaches using the
theory of MDP. We showed the existence of the optimal policy
and obtained some structural results.

From Figs. 3, 5, and 7, we note that the total cost J(m)
is the least for optimal control on M} ;. Also, we note that
in the open loop control case, the least total cost J*(0) =
55 is achieved when the attempt probability, ¢ is 0.15 (this
corresponds to an average duty cycle of 0.15). It is to be noted
that this cost is larger than that achieved by the optimal closed
loop policies (J*(0) = 50 for the closed loop control on g1
and J*(0) = 38 for the closed loop control on Mj;). From
Figs. 2 and 1, we see that when My 1(m) = M*(n), the
switching of the sensors between sleep and wake states happen
only in 2 slots out of 161 slots.

We formulated the problem and showed the optimal policy
in the context of centralized detection. It is easy to extend our
results to a decentralized detection setting, [8]. As a future
work, we also plan to provide some simple heuristic policies.

APPENDIX - |
Proof of Theorem 2

We use the following Lemma to prove Theorem 2.
Lemma 1: TIf f : [0,1] — R is concave, then the function
h:]0,1] — R defined by

_ yor1(x(™)
) = x|/ (e 210 = o)
is concave for any m, where ¢, (x(™)) and ¢o(x(™)) are pdfs

on X, 0 <y <1, and ¢2(x;y) = yé(x) + (1 -
Proof: Define the function hy : [0,1] — R as

) yo1(x) < _ <
m) =1 (it oy ) (19109 0 =)

As T:= [ dx is a linear operator and h(y) = Thy(y;x),
it is sufficient to show that hq(y;x) is concave in y. If f(y)
is concave then

Y)o(x).

inf

fly) = ot

where I = {(a,b) € R? : ay +b > f(y),y € [0,1]}. Hence,
ha(y; %)

{aiy + bl}

y¢1(x) x(m) _ x(m)
YL ) [5r )+ (= g0 <)

y¢1 (%)

(y¢1 (x) +

= inf
(a;,b;)ET

~ (asts )eI {al (ydn y)¢0(x))
Ao

1 (%) + b [y¢1(x) + 1= 9)éa0)] |

= inf
(a1 b;)erl

A (@i 00100 = bi609 ) + bivnt0 }

This implies that &1 (y; x(™)) is concave in y. [ ]
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In the value iteration, the finite K-horizon cost-to—go func-
tion, JE (m) = Ay - (1 — m) is concave. Hence, by lemma
1, we see that the cost-to-go functions JE (), JE_,(n),

, J& () are concave. Hence for 0 < A\ < 1,
N K
Jo(m) = lim I (m)

T 4 (1= \ma) = Jim Jf ()\771 +(1- )\)772>

> lim ME (m1) + Jim (1 ) I3 (72)
= AJ*(m) + (1 — X)J*(m2)
It follows that J*(7) is concave. |

APPENDIX - II
Proof of Theorems 3, 8 and 11

Define the maps C : [0,1] — R and H : [0,1] — Ry, as
C(m) =X~ (1 =)
H(m) :=7m+ Ay (7T)

Note that C(1) = 0, H(1) = 1, C(0) = Ay and H(0) =
Ay« (p). In Theorem 3, we have

Ay(p)
= Og}bgn {)\sm + IE¢>2(X<m>;p) {‘] <¢2(}((m)7p

min {)\ m+ J* (p)}

—_ | ==

D)

0<m<n
= J"(p)
< A (1-p)
and in Theorems 8 and 11, we have
Ay (p)

)

n ¢
= mz::o'%n]E¢2(X(m);p) |:J (p( 1((m)7p))
)
)

< g_:ova* <]E¢2<X<m>;p> {((D
_ zn:%J* (p)

= 7;*:(()29)

< Ap-(1-p)

The inequality in the second step is justified using Jensen’s
inequality and the inequality in the last step follows from the
definition of J*.

Note that H(1) — C(1) > 0 and H(0) — C(0) < 0. As the
function H(w) — C(m) is concave, by the intermediate value
theorem, there exists T' € [0,1] such that H(I') = C(T"). This
T is unique as H(w) = C(x) for at most two values of 7. If in
the interval [0, 1], there are two distinct values of 7 for which
H(m) = C(m), then the signs of H(0)—C(0) and H(1)—C(1)

should be the same. Hence, the optimal stopping rule is given
by

=inf{k: I >T}
where the threshold I" is given by
L+ Ay (T) =X (1-1) n

APPENDIX - III

Proof of Theorem 4
Define
¢;(x™) = [[£ED), j=0,1
i=1
() (:v(l),x(Q), .. 7gc(m),g,j(erl)’ ... 7gc(l)>
u = (x(l)’x(2)7... 71-(777’))
v o= (gD gmd2) o g0y
# _ 77'@51(11)
Té1(u) + (1 — 7)go(u)
Note that
)/~
BY)(7)

B / T (7:;2;515;:(;))) [¢2(x(l);7~r)] dx®

B /m /R, N <;¢i,( 73)> P2 (v;T) dva(u; ) du

?m J* </le m [¢2(V;7Ar)} dv) $2(u; 7) du
T (#) g2 (u; )du

IN

As J* is concave, the inequality in the second line follows
from Jensen’s inequality. Hence proved. ]
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