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Abstract—A set of terminals observe correlated data and
seek to compute functions of the data using interactive public
communication. At the same time, it is required that the value
of a private function of the data remains concealed from an
eavesdropper observing this communication. In general, the
private function and the functions computed by the nodes can
be all different. We show that a class of functions are securely
computable if and only if the conditional entropy of data given
the value of private function is greater than the least rate of
interactive communication required for a related multiterminal
source-coding task. A single-letter formula is provided for this
rate in special cases.

Index Terms—Balanced coloring lemma, distributed comput-
ing, function computation, omniscience, secure computation.

I. INTRODUCTION

We consider the following distributed function computation
problem with a confidentiality requirement. The terminals in
a set M = {1,...,m} observe correlated data, and wish to
compute functions g, ..., gm, respectively, of their collective
data. To this end, they communicate interactively over a
noiseless channel of unlimited capacity. It is required that this
communication must not reveal the value of a specified private
function gg of the data. If such a communication protocol
exists, the functions go,g1,...,gm are said to be securely
computable. We formulate a Shannon theoretic multiterminal
source model that addresses the basic question: When are the
functions go, g1, ..., 9m Securely computable?

Applications of this formulation include distributed com-
puting over public communication networks and function
computation over sensor networks in hostile environments.
In contrast to the classic notion of secure computing in
cryptography [21], we assume that the nodes are trustworthy
but their public communication network can be accessed by an
eavesdropper. We examine the feasibility of certain distributed
computing tasks without revealing a critical portion of the data
to the eavesdropper; the function g;, © = 1,...,m, denotes
the computation requirements of the ith terminal, while the
critical data is represented by the value of private function gg.
As an example, consider a data download problem in a sensor
network. The central server terminal 1 downloads binary data
from terminals 2, ..., m, while the latter terminals compute the
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symbolwise maxima. An observer of the communication must
not learn of the data of terminals 2, ..., m.

The answer to the general question above remains open.
The simplest case of interest when the terminals in a subset
A of M compute only the private function go and those
not in A perform no computation was introduced in [19].
The data download problem, upon dropping the computation
requirements for terminals 2, ..., m, reduces to this setting. It
was shown that if g¢ is securely computable (by the terminals
in A), then

H (Xpm|Go) = H (Xpm) — H (Go) 2 R, ()
and g is securely computable if
H (Xm|Go) > R, 2)

where R* has the operational significance of being the min-
imum overall rate of communication needed for a specific
multiterminal source-coding task that necessitates the recovery
of entire data at all the terminals in .A; this task does not
involve any security constraint (see Section II for a detailed
discussion). Loosely speaking, denoting the collective data
of the terminals by the random variable (rv) X and the
random value of the function gy by the rv Gy, the maximum
rate of randomness (in the data) that is independent of G| is
H (X a|Go). The conditions above imply, in effect, that gq is
securely computable if and only if this residual randomness
of rate H (X r(|Gp) contains an interactive communication, of
rate R*, for the mentioned source-coding task.

In this paper, for a broad class of settings involving the se-
cure computation of multiple functions, we establish necessary
and sufficient conditions for secure computation of the same
form as (1) and (2), respectively. The rate R* now corresponds
to, roughly, the minimum overall rate of communication that
allows each terminal to:

(1) accomplish its required computation task, and,
(ii) along with the private function value, recover the entire
data.

This characterization of secure computability is obtained via a
general heuristic principle that leads to new results and further
explains the results of [19] in a broader context.

Using the sufficient condition (2), we present a specific se-
cure computing protocol in Section IV with a communication
of rate R*. Under (2), the secure computing scheme in [19]
recovered the entire data, i.e., the collective observations of
all the terminals, at the (function seeking) terminals in A
using communication that is independent of Gg. In fact, we
observe that this is a special case of the following more general



principle: a terminal that computes the private function g,
may recover the entire data without affecting the conditions
for secure computability.

Unlike [19], we do not provide a single-letter formula for the
quantity R*, in general; nevertheless, conditions (1) and (2)
provide a structural characterization of securely computable
functions in a broader setting, generalizing the results in [19].
A general recipe for single-letter characterization is presented
which, in Example 1 and Corollary 4 below, yields single-letter
results that are new and cannot be obtained from the analysis
in [19]. To the best of our knowledge, the general analysis
presented here is the only known method to prove the necessity
of the single-letter conditions for secure computability in these
special cases. Furthermore, for the cases with single-letter
characterizations, the aforementioned heuristic interpretation
of R* is made precise (see the remark following Lemma 2
below).

The algorithms for exact function computation by multiple
parties, without secrecy requirements, were first considered in
[20], and have since been studied extensively (cf. e.g., [8], [9],
[10]). An information-theoretic version with asymptotically
accurate (in observation length) function computation was
considered in [16], [11]. The first instance of the exact function
computation problem with secrecy appears in [15]. A basic
version of the secure computation problem studied here was
introduced in [18], [19]; [3] gives an alternative proof of the
results in [18], [19].

The problem of secure computing for multiple functions
is formulated in the next section, followed by our results in
section III. The proofs are given in sections IV and V. The final
section discusses alternative forms of the necessary conditions.

Notation. The set {1,...,m} is denoted by M. For i < j,
denote by [i, j] the set {4, ..., j}. Let X1, ..., Xpn, m > 2, be rvs
taking values in finite sets X7y, ..., X,,, respectively, and with
a known probability mass function. Denote by X, the col-
lection of rvs (X1, ..., X)), and by X% = (Xaq,1, -, Xaan)
the n independent and identically distributed (i.i.d). repetitions
of the rv X . For a subset 4 of M, denote by X 4 the rvs
(X;,i € A). Given R; > 0, 1 < i < m, let R4 denote the
sum » ;. 4 R;. Denote the cardinality of the range-space of
an rv U by [|U]].

Finally, for 0 < € < 1, an rv U is e-recoverable from an rv
V if there exists a function g of V' such that Pr (U = ¢g(V)) >
1—e

II. PROBLEM FORMULATION

We consider a multiterminal source model for function
computation using public communication, with a confiden-
tiality requirement. This basic model was introduced in [6]
in a separate context of SK generation with public transac-
tion. Terminals 1,...,m observe, respectively, the sequences

..., X, of length n. For 0 < ¢ <m, let g; : Xpg — Vs

be given mappings, where the sets )); are finite. Further,
for 0 < 7 < m and n > 1, the (single-letter) mapping

gln . Xjf\l/l — yzn is defined by

g?(xrjt/[) = (gi(l“n, s axml)w .- agi($17L7~ .- axmn))7

= (xt,...,2) € Xy

For convenience, we shall denote the rv g}' (X,) by G}, n >
1, and, in particular, G} = g; (X ) simply by G;.

Each terminal ¢ € M wishes to compute the function
gl (x,), without revealing gg (z7,), ', € X'}4. To this end,
the terminals are allowed to communicate over a noiseless
public channel, possibly interactively in several rounds.

Definition 1. An r-rounds interactive communication protocol
consists of mappings

fll; ey flma ceeey frlv ey frma

where f;; denotes the communication sent by the jth node in
the ith round of the protocol; specifically, f;; is a function
of X7 and the communication sent in the previous rounds
{frr: 1 <k <i—1,1 € M}. Denote the rv corresponding to
the communication by

F= F117 "'7F1m7 -"'7F'r'17 "'7F7‘7n7

noting that F = F(™ (X7). The rate! of F is 1 log ||F||.

Definition 2. For ¢, > 0, n > 1, we say that functions’
Igm = (90,91,---,9m), With private function g, are €,-
securely computable (e,,- SC) from observations of length n,
and public communication F = F®)_if

(i) G? is €,- recoverable from (X[, F) for every i € M,
and
(i1) F satisfies the secrecy condition

1
—I (G ANF) <e,.
n (G§ ) <e

Remark. The definition of secrecy here corresponds to “weak
secrecy” [1], [13]. When our results have a single-letter form,
our achievability schemes for secure computing attain “strong
secrecy” in the sense of [14], [4], [6]. In fact, when we have
a single-letter form, our proof in section IV yields “strong
secrecy” upon minor modification.

By definition, for ¢,-SC functions g4, the private function
G| is effectively concealed from an eavesdropper with access
to the public communication F'.

Definition 3. For private function gy, we say that functions
gm are securely computable if gaq are €,- SC from obser-
vations of length n and public communication F = F(),
such that 1irlln €, = 0. Figure 1 shows the setup for secure

computing.

In this paper, we give necessary and sufficient conditions
for the secure computability of certain classes of functions
gm = (90,91, ---, gm)- The formulation in [19], in which the
terminals in a given subset A of M are required to compute

Al logarithms are with respect to the base 2.
2The abuse of notation g = (90,91, ---, gm ) simplifies our presentation.
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Fig. 1. Secure computation of g1, ..., gm With private function go

(only) go securely, is a special case with

90, (RS A7
9i =
constant,

otherwise.
It was shown in [19] that (1) and (2) constitute, respectively,
necessary and sufficient conditions for the functions above to
be securely computable, with R* being the minimum rate of
interactive communication F' that enables all the terminals
in M to attain omniscience (see [6]), i.e., recover all the
data X7, using F and the decoder side information Go
given to the terminals in M \ A. In fact, it was shown that
when condition (2) holds, it is possible to recover X'{, using
communication that is independent of G .
The guiding heuristic in this work is the following general
principle, which is also consistent with the results of [19]:
Conditions (1) and (2) constitute, respectively, the necessary

and sufficient conditions for functions gam = (9o, g1, -, Gm) 10
be securely computable, where R* is the infimum of the rates of
interactive communication ¥’ such that, for each 1 < i < m,
the following hold simultaneously:
(P1) G7 is ey-recoverable from (X', F'), and
(P2) X7} is €,-recoverable from (X', Gy, F'), i.e., terminals

attain omniscience, with G} as side information that is

used only for decoding (but is not used for the commu-

nication F’),

3)

where €, — 0 as n — oc.

Thus, (P1) and (P2) require any terminal computing gg to
become omniscient, an observation that was also made for
the special case in [19]. The first condition (P1) above is
straightforward and ensures the computability of the functions
G-y m, Dy the terminals 1, ..., m, respectively. The omni-
science condition (P2) facilitates the decomposition of total
entropy into mutually independent components that include
the random values of the private function Gj and the com-
munication F’. For the specific case in (3), R* above has a
single-letter formula. In general, a single-letter expression for
R* is not known.

Our results, described in section III, are obtained by simple
adaptations of this principle. Unlike [19], our conditions, in
general, are not of a single-letter form. Nevertheless, they
provide a structural characterization of secure computability.

As an application, our results provide simple conditions for
secure computability in the following illustrative example.

Example 1. We consider the case of m = 2 terminals that
observe binary symmetric sources (BSS) with underlying rvs
X1, X9 with joint pmf given by
1-9
PI‘(Xl = O,XQ = 0) = PI‘(Xl = 1,X2 = 1) = T,

PI‘(X1 =O7X2 = 1) ZPI‘(X1 = I,XQZO) =

N

9

where 0 < § < 1/2. The results of this paper will allow us
to provide conditions for the secure computability of the four
choices of gg, g1, g2 below; it will follow by Theorem 1 that
functions gg, g1, g2 are securely computable if

h(d) <,

and conversely, if the functions above are securely computable,
then
h(d) <,

where h(7) = —1log T — (1 —7)log(1 — 7), and the constant
7 = 7(0) depends on the choice of the function. These
characterizations are summarized in the next table. Denote the
AND and the OR of two random bits X; and X5 by X;.X5
and X; @ Xo, respectively.

90 g1 g2 T
X186 Xo X1 Xo X1 Xo 1/2
X1 DX, X1 ® X, ¢ 1
X182 Xo, X7.Xo | X1 Xo, X1.Xo | X71.X5 20/3
X168 Xy X1 8 X X1.X9 2/3

The results for the first two settings follow from [19]. The
third and fourth results are new. In these settings, terminal 1
is required to recover the private function; our results below
show that the conditions for the secure computability in these
cases remain unchanged even if this terminal is required to
attain omniscience. Note that since h(J) < 1 for all 0 <
§ < 1/2, there exists a communication protocol for securely
computing the functions in the second setting. By contrast, a
secure computing protocol for the functions in the third setting
does not exist for any 0 < 6 < 1/2, since h(d) > 2§/3. O

III. CHARACTERIZATION OF SECURELY COMPUTABLE
FUNCTIONS

In this section, we characterize securely computable func-
tions for three settings. Our necessary and sufficient conditions
entail the comparison of H (X(|Go) with a rate R*; the
specific choice of R* depends on the functions gnq. Below
we consider three different classes of functions gx¢. Although
the first class is a special case of the second, the two are
handled separately as the more restrictive case is amenable
to simpler analysis. Furthermore, for m = 2, the obtained
necessary and sufficient conditions for secure computability
take a single-letter form in the first case (see Corollary 4).

(1) In the first class we consider, values of all the functions



gi,-.-,gm must be kept secret. In addition, at least one of
the terminals must compute all the functions gy, ..., g,,. This
case arises in distributed function computation over a network
where all the computed values are collated at a single sink
node, and we are interested in securing the collated function
values. Alternatively, denoting the function computed at the
sink node by the private function gg, the computed functions
g1, ---, gm can be restricted to be functions of gg. Specifically,
for 0 < mg < m, and for private function g, let

gi = 9o,
=
gi (90)7

(2) The next case is a relaxation of the previous model in that
the restriction g; = g; (go) for @ € [mg + 1,m] is dropped.
For this general case, our analysis below implies roughly
that requiring the terminals [1,mg] that compute the private
function gg to recover the entire data X'}, does not change the
conditions for secure computability, which is a key observation
of this paper.

xS [1,m0],

4
ie[ngrl,m]. @)

(3) The last class of problems we study is an instance of secure
multiterminal source coding, which arises in the data download
problems in sensor networks where each node is interested
in downloading the data observed by a subset of nodes.
Specifically, we consider the situation where each terminal
wishes to recover some subset Xi, of the sources where

Mj, g M \ {Z}, i.e.,
9i (Xpm) = Xm,, ®)

This last case appears to be disconnected from the previous
two cases a priori. However, our characterizations of secure
computability below have the same form for all cases above.
Moreover, the same heuristic principle, highlighted in (P1) and
(P2), leads to a characterization of secure computability in all
three cases.

The necessary and sufficient conditions for secure com-
putability are stated in terms of quantities R} (gaq), ¢ = 1,2, 3,
which are defined next. The subscript ¢ corresponds to case
(¢) above. In particular, the quantity R* corresponds to the
minimum rate of communication needed for an appropriate
modification of the source-coding task in (P1), (P2). Below
we give specific expressions for R, i = 1,2, 3, along with
their operational roles (for a complete description of this role
see the sufficiency proof in Section IV).

Denote by R (ga) the closure of the (nonempty) set of

1€ M.

pairs®
1
(A 21 nm).
n
for all n > 1 and interactive communication F', where
1) 1 1 Ui
RY = —HF)+ - H(G?|X" F)+inf R 6
F n ()+TLZ+1 (7,|z7)+1n M7()
1=mo

with the infimum taken over the rates Ry, ...
the following constraints:

, Ry, satisfying

3The first term accounts for the rate of the communication and the second
term tracks the information about G} leaked by F (see (11)) below

(1a) VL C M, [1,mo] ¢ L.
1 n n .
Re = —H (X£|XM\£7F) ;
(1b) VL C M, [1,mo] C L.
1 n n n
Re> ~H (Xﬁ\XM\ﬁ,GmF) .

The quantity inf, g Rg ) corresponds to the solution of a
multiterminal source coding problem. Specifically, it is the
infimum of the rates of interactive communication that satisfy
(P1) and (P2) above (see [5, Theorem 13.15], [6]).

Next, let Rj (gaq) denote the closure of the set of pairs
1
(R 21y am).

for all n > 1 and interactive communication F, where

1 .
R® — ~H(F) + inf [R[M ] T RM} NG
with the infimum taken over the rates Ry,..., R, and

o1 - Ry, satisfying the following constraints:

(2a) VL C M, [1,mg] € L,
1 n n .
Re > ~H (X2|X 0. F)
(2b) for mg < j <m,

Ry> La(ap1xp m)

1

n

(2c) VL C M, [1,mg] C L, and L' C [mg + 1, m] with either
L#Mor L #[mg+1,m],

1
R+ Re > EH( %’7X2|Gﬁng+1,m]\£’>X}\L/l\£>G87F) :

The quantity inf, g Rg ) corresponds to the solution of a
multiterminal source coding problem, and is the infimum of
the rates of interactive communication F’ that satisfy (P1) and
(P2) above, and additionally satisfies:

(P3) X7, is e,-recoverable from (G?,GG,F’), mo<j<m.

This modification corresponds to the introduction of m — mg
dummy terminals, with the jth dummy terminal observing G,
mo < j < m (see section VI); the dummy terminals can be
realized by a terminal 7 in [1, ..., m¢] that recovers X%, from
(XI,F). The conditions (P2) and (P3) above correspond to
the omniscience at the terminals in the extended model, with

o provided as side information only for decoding.

Finally, denote by R% (gaq) the closure of the set of pairs

1
(R 21 am).
for all interactive communication F', where
1
RY = ~H(F) + inf R, (8)

with rates Ry, ..., R, satisfying the following constraints:
(3a) For 1 <i<m,VLC M; CM\{i},

1
Re> ~H (XZ\X}(AAE,X{L,F) :



G3b) VL C M,
1 n n n
Re> ~H (X£|XM\£, O,F) .

As before, the quantity inf,, g RS’ ) corresponds to the infimum
of the rates of interactive communication that satisfy (P1) and
(P2) above.

Our main result below characterizes securely computable
functions for the three settings above.

Theorem 1. For ¢ = 1,2, 3, with functions go, g1, ..., gm as in
the case (i) above, the functions gaq are securely computable
if the following condition holds:

H (X m|Go) > R} (gm) - )

Conversely, if the functions above are securely computable,
then

H (Xm|Go) > R (gm) (10)

where

R (gm) = (11)

inf T,

i=1,2,3.
(,0)€R; (ga1)

Remark. Although the first setting above is a special case
of the second, it is unclear if for gn¢ in (4) the quantities
Ri(gm) and R3(gaq) are identical (also, see Section VI).
In general, the multi-letter characterizations of secure com-
putability of gaq above can have different forms. For case
(1) with m = 2, Corollary 4 below provides a single-letter
formula for R} (gaq). However, a similar single-letter formula
for R%(ga) is not known.

Theorem 1 affords the following heuristic interpretation.
The quantity H (X a|Go) represents the maximum rate of
randomness in X} that is (nearly) independent of G{}. On the
other hand, R} (gaq) is an appropriate rate of communication
for the computation of gn; we show that latter being less than
H (X pMm|Go) guarantees the secure computability of ga.

Although the characterization in Theorem 1 is not of a
single-letter form, the following result provides a sufficient
condition for obtaining such forms. Denote by Ré:,z,stam, 1=
1,2, 3, the quantity R%L) for F = constant.

Lemma 2. For case (i), i = 1,2,3, if for all n > 1 and
interactive communication F

RY > R s (12)

then R: (g/\/l) = Rgzzmam = infn’F Rg)

The proof is a simple consequence of the definition of
R} (gm) in (11). Note that Rﬁfj]smm has a single-letter form.

Remark. As mentioned before, the quantity inf,, g Rg) is the
infimum of the rates of interactive communication that satisfies
(P1), (P2) for ¢ = 1, 3, and satisfies (P1)-(P3) for ¢+ = 2. Thus,
when the conditions of Lemma 2 hold, we have from Theorem
1 that gnq are securely computable if

H (XM|G0) > Rgglstantu

and if g are securely computable then

H (XM|GO) 2 Rg)zmlantv

where Rgéilsmm is the minimum rate of communication that

satisfies (P1), (P2) for ¢ = 1,3, and satisfies (P1)-(P3) for
i=2.

As a consequence of Lemma 2, we obtain below a single-
letter characterization of securely computable functions, with
m = 2, in a special case; the following lemma, which is a
special case of [7, Lemma B.1] (see also [12, Theorem 1]), is
instrumental to our proof.

Lemma 3. Let m = 2. For an interactive communication F,
we have
H(F) > H (FIX}) + H (F|X3).

We next consider case (1) for two terminals.

Corollary 4. For m = 2, for functions go, g1, g2 with g1 = go
and gs = g2 (go), we have

R (gm) = H (X2|X1) + H (Go|X2) + H (X1| X2, Go) -
(13)

Proof: The constraints (la) and (1b) satisfied by rates
R1, Rs in the definition of R%l ) are

1
Ry > —H (X3[|XT,F),
n

1
Rl 2 EH (X{L|X§L» S,F),

which further yields

1 1 n n
Ry) = = [H (F) + H (G3|X}F)

+H (X3|XT,F) + H (X7'|X5,Gg, F)]. (14)

Thus, Rggsmm equals the term on the right side of (13). Upon

manipulating the expression for Rg ) above, we get

1 n noGn

—I(G3 AFIXP)] + R vt

Further, since H (G2|Go) = 0, it holds that
I(G3 NFIXY) < T (GG AFIX3),

5)

which along with (15) yields

constant

1
RY > —|H(F) - H (F|X{) - H (F|X}) | + R},
n

> R())

constant’

where the last inequality follows from Lemma 3. The result
then follows from Lemma 2. O

We next derive simple conditions for secure computability
for the BSS in Example 1

Example 2. Consider the setup of Example 1, with gg =
g1 = X5 & X9,X1.Xo and go = X;.Xs. By Corollary 4
and the observation H (G2|X2) = h(d)/2, we get R} (gm) =
3h(5)/2 Since H(Xl,XQ | Go) = H(Xl,XQ | X1 @XQ) -
H(X;.X5 | X1 @ X3) = 4, the characterization of secure



computability claimed in Example 1 follows from Theorem
1. O
Example 3. In the setup of Example 1, consider gy = g1 =
X1 @ X3 and go = X;.X5. This choice of gg, 91,92 is an
instance of case (2) above. For an interactive communication
F, the constraints (2a), (2b), (2¢) in the definition of R,
upon simplification, reduce to

1
Rlng(X?IXS, 0,Gy, F),

Ry

Y

1 n n
—H (XE|X],F),

1

Rl + R2 HH(X{L?XS‘Gga 37F)a

v

Ry

Y

1

—H(GY| XY, F).

L ayixg p
Therefore, inf[R; + Ry + R}] with Ry, Ro, R)
(2a), (2b), (2¢), is given by

1 n n n mn
e e o)

satisfying

| max {H (X3|G3. G5, F), H (X3 (X7, F))
+H<G3|X3,F>],

which further gives

2 1 n n mn n
R® — n[H(F)—i-H(Xl X5, G, Gy, F)

+max {H (X7|Gy, G5, F), H (X7 | XT,F)}

(G | (16
It follows from H (X7'| X%, GB,G%,F) = 0 that
R stant = H (Ga| X2)
+max {H (X5|Go, Ga) , H (X2|X1)}
- @ + max {3, h(8)} = gh(é), (17)

as h(d) > for 0 <6 < 1/2.
Next, note from (16) that for any interactive communication
F

RY > — [H(F) + H (X§| X}, F) + H (G3| X3, F)]
[H(F) + H (X5|X7)

—H (F|XT) + H (G5, F|X3') — H (F|X3)]

SIk3=

Y]
S|

[H(F) — H (F|XT) - H (F|X3)]

+ H (G2|X2) + H (X3|X1)

3

> H (G2 X2) + H (X5|X1) = gh(é), (18)

where the last inequality above follows from Lemma 3. The
characterization in Example 1 follows from (17), (18), and
H (X1,X32|Go) =1, using Lemma 2 and Theorem 1. O

IV. PROOF OF SUFFICIENCY IN THEOREM 1
Sufficiency of (9) for i = 1: We propose a two step protocol

for securely computing go,g1,..., gm. In the first step, for
sufficient large N, the terminals [1,mg] (go-seeking termi-
nals) attain omniscience, using an interactive communication
F” =F" (X},) that satisfies

(GY AF") <, (19)

1

—I

N
where ¢ > 0 is sufficiently small. Next, upon attaining
omniscience, one of the terminals in [1,mg] computes the

following for mg < j < mu
(i) Slepian-Wolf codewords F; = F; (G) of appropriate
rates R; for a recovery of Gé\’ by a decoder with the
knowledge of X ]N and previous communication F/, and
(ii) the rvs K; = K (X JN ) of rates R;» that satisfy:

1
‘NH(KJ)—R; <e (20)

1 (Kj AGY ", {Kl @ Fz}

¥ ) <e (21

mo<I<j—1
Note that K; @Fj denotes the encrypted version of the Slepian-
Wolf code Fj, encrypted with a one-time pad using the secret
key (SK) K. Thus, terminal j, with the knowledge of K}, can
recover Fj from K; @ Fj, and hence can recover GY. The
operation K; @© Fj is valid since the SK K; has size greater
than || F}||. Furthermore, we have from (19) and (21) that

1 N 1 ) nl
~I (GU AF ,{Kj @ Fj}m0<j<m>

1 .
<—1(GNnA {K- F} F’
=N (GO P9 mo<j<m | te

m

1 ~
< Y 5 leels e A
Jj=mo+1
—H(Kj@FjF”,{Ki@Fi} 7Gév>:|+6
mo<i<j—1
|
<Y gl
Jj=mo+1
_H(Kj@FjF”,{Ki@E} ,GéVHJrze
mo<i<j—1
1
- Y §|r
j=mo+1
—H(KJ \F”,{Kl@Fl} ,G{)V” 12 (22)
mo<i<j—1
< 3me

where the third inequality above uses (20) and the last inequal-
ity follows from (21). The equality in (22) follows from the
fact that F; = F; (GY) is a function of G¥', since G, is a
function of G. We note that this is the only place in the proof
where the functional relation between G; and G is used.

Thus, (F//,Kj@ﬁj,mo <j<m
constitutes the required secure computing protocol for gag.
It remains to show the existence of F” and K, my < j <m
that satisfy (19)-(21).

Specifically, when (9) holds for ¢ = 1, we have from

the communication



the definition of R} (gaq) in (11) that for all 0 < e < ¢
(ep to be specified later), there exists » > 1 and interactive
communication F = F (X7}) such that

—I(Gy AF) <e (23)

and c
1 *
R%) < Ri(gm) + >

where RS ) is as in (6). This further implies that there exist

Ry, ..., R, satisfying (1a) and (1b) (for F) such that
1 1 & N .
SH(F)+ ZHH(Gj | X", F) + Rp < R (gm) + €.
1=myo
(24)
Choosing

€0<H(XM|G0)

for some 6 < H (X | Go)
(24) upon simplification:

— R} (gm), we get from (23) and

H(GY | X]

i=mop+1

1
F)+ Ry +6 < —H (X} | Gg, F).

1
n
(25)

Next, for k& > 1, denote by F* = (Fy,...,Fy) the i.i.d. rvs
Fi = F(XM7n(i—1)+17"~7XM,ni)s 1 <1 < k. Further,
let N = nk. In Appendix A, we follow the approach in
the proof of [19, Theorem 5] and use (25) to show that for
sufficiently large k there exists an interactive communication
F' = £/ (X7) of overall rate Rxq + 6/2 that satisfies the
following:

X734 is erecoverable from (X, F* F’) for 1 < i < my,

and from (XiN,Fk, Gy, F') for mg <i<m,
(26)

and further,

1
NI(G(])V,F’“ AF') <e
The proposed communication F comprises F/, F¥, and con-
dition (19) follows from (23) and (27). Finally, we show the
existence of F and K;, mg < j < m, as above. From the
Slepian-Wolf theorem [17] there exist rvs Fj = F} (GY) of
rates

27)

R < ~H

o (28)
such that G;V is e-recoverable from (X JN ,Fk,Fj), mo <
7 < m, for k sufficiently large. Suppose the rvs
Kmgt1, Kimgy2, -, K of rates R, 1, R, 1o, ..., R}, re-
spectively, satisfy (20) and (21) for some j < m — 1. Denote
by F'(j) the communication (F’K S F,my <i< j) of

rate RUY) that satisfies

R<J><RM+— Z H(GYN | XN Fr)+6

1=mo+1

(29)

We have from (25)-(29) that

! —H (X} | GY,F¥*) — RY,

N

Heuristically, since X} is recoverable from (X[ ,, F* F'),
(30) gives
1
N
~ NH(X/]\VA | Gy, F*)

R, < (30)

H (X[, | GO FRF()))

1 .

1 .
> H (X3 | GY,FY) = RY)

/
> Rjp

Thus, a randomly chosen mapping K = KJH (XN,) of
rate R’ ; is almost jointly-independent of G, F* F/(j) (see
[4]). This argument is made rigorous using a version of the
“balanced coloring lemma” (see [2], [6]) given in Appendix
B. Specifically, in Lemma B1, set U = X%, U’ = Xﬁrl,
V =GY,F*, h = F'(j), and

UO{wf\VAEX/\A/IIZ

=ty @ @) P (530) |
for some mapping 1;1, where f’ (X2;) = F’ is as in (26).
By the definition of F’,

PI‘(UEUQ)Zl—G,

so that condition (B1)(i) preceding Lemma B1 is met. Con-
dition (B1)(ii), too, is met from the definition of iy, h and

V.
Upon choosing
né
d= k| H(XY|Gy,F)— —
]
in (B2), the hypotheses of Lemma B1 are satisfied for ap-
propriately chosen A, and for sufficiently large k. Then, by

Lemma B1, with
r=[exp(NRj,,)|, o= {exp (NR(j))] ,

and with K1 in the role of ¢, it follows from (B4) that there
exists rv K1 = K1 (Xj+1) that satisfies (20) and (21),
for k sufficiently large. The proof is completed upon repeating
this argument for my < j < m. O

Sufficiency of (9) for i = 2: The secure computing protocol
for this case also consists of two stages. In the first stage, as be-
fore, the terminals [1,mg] (go-seeking terminals) attain omni-
science, using an interactive communication F” = F” (X 7).
The second stage, too, is similar to the previous case and
involves one of the omniscience-attaining terminals in [1, 70]
transmitting communication ; = Fj (GV) to the terminals
7, for mg < j < m. However, the encryption-based scheme of
the previous case is not applicable here; in particular, (22) no
longer holds. Instead, the communication Fj now consists of
the Slepian-Wolf codewords for Gév given X JN , and previous
communication F”. We show below that if (9) holds, then



there exist communication F” and Fj, mg < j < m, of
appropriate rate such that the following holds:
1 . .
~! (Gév AF" Fooit, ...,Fm) <,
for sufficiently large N.

Specifically, when (9) holds for ¢ = 2, using similar manip-
ulations as in the previous case we get that for all 0 < € < ¢,
there exist interactive communication F = F (X7},), and rates
Ry,.... R, Ry, 11y - Ry, satisfying (2a)-(2¢) (for F) such
that 1

€
—I(GyAF) < =,
1(GyAF) < &
and

1
Rt + Ripnyrm) +0 < —H (X34 | G5, F), (D

with § < H (Xa | Go) — RS (gam) — €0; (31) replaces (25) in
the previous case.
Next, for N = nk consider 2m — myq correlated sources

X]N, 1 < j < m, and Gj—V, mo < j < m. Since
Ry, ... Ry, Ry, 11, Ry, satisty (22)-(2c), random  map-
pings FJ’ = Fj’ (XJN) of rates R;, 1 < j < m, and
Flimmy = Flim_m, (GY) of rates R, mg < j < m

satisfy the following with high probability, for %k sufficiently
large (see [5, Lemma 13.13 and Theorem 13.14]):

() for 1 < i < m, X% is erecoverable from
(F{,...,F,’H,Fk,ka);

@ii) for mg < j < m, G;»”“ is e-recoverable from
(Fj{-‘r'HL—T)’Lo’ Fk’ Xjnk)’

@ii) for mg < 7 < m, X}}/’f is e-recoverable from
(F’,Fk,X;‘k,ng) and from (F’,Fk,G?k,ng),

where F*¥ = (Fy,..,Fy) are iid. rvs F; =
F (Xm,n(i—1)+1,m,XM,m), 1 < ¢ < k. It follows
from (31) in a manner similar to the proof in Appendix A
that there exist communication F;, 1 <35 <2m—mg as
above such that

1 n
%I (GEF NFFF) <,

for sufficiently large k.

The first stage of the protocol entails transmission of
F*, followed by the transmission of FY, ..., F'  ie., F"’ =
(F*,F{,..., F},). The second stage of communication Fj is
given by F] for mp < j < m. O

+m—mg?

Sufficiency of (9) for i = 3: Using the definition of R (gaq)
and the manipulations above, the sufficiency condition (9)
implies that for all 0 < € < ¢y, there exist interactive
communication F = F (X7},), and rates Ry, ..., R,, satisfying
(3a), (3b) (for F') such that

1 ” €
nI (GoAF) < 5
and

1
Ruy+d< EH(X}Q | Gy, F), (32)

for 6 < H(Xpm | Go) — R% (gam) — €o. Denoting by FF =

(F1,... Fy) the iid. rvs Fy = F (X7i ). 1< <k,
it follows from (3a) and (3b) that for N = nk the random
mappings F = F] (X[*) of rates R;, 1 < i < m, satisfy the
following with high probability, for k sufficiently large (see
[5, Lemma 13.13 and Theorem 13.14]):

(1) for i € M, X}(,’fi is e-recoverable from (F', FF*, Xi”k);

(i) for 1 € M, X}\L/’f is e-recoverable from

(F/,F* X% GgF).
From (32), the approach of Appendix A implies that there
exist FZ’ , 1 € M, as above such that
il (GEF NFFF) <,

for sufficiently large k. The interactive communication
(F’ , Fk) constitutes the protocol for securely computing g4,
where g; (Xm) = Xm,,1 € M. O

V. PROOF OF NECESSITY IN THEOREM 1

Necessity of (10) for i = 1: If functions gpq are securely
computable then there exists an interactive communication F
such that G is e,-recoverable from (X', F), i € M, and

1
—I(Gy AF) < ep, (33)
n

where €, — 0 as n — oo. It follows from the Fano’s inequality
that*

1
%H (GT | X', F) < c1€n, ie M. 34)

Using an approach similar to that in [6], we have from (33):
1
—H (X}
—H (X})
1 mn 1 n n
= EH( 0. F)+ EH<XM | Gg, F)
1 1 1

> H(GY)+ H (F)+ H (X3 | G, F) — e, (39
= —H(G§)+ ~H (F) + ggH (X7 | X120, G F)
— e (36)

Next, for £ C M, with [1,mo] € £, we have

1 n n
—H (Xz: \ XM\uF)
1 n n n 1 n n
= —H (X} | Xjuy 2 G3.F) + —H (G5 | X3 . F)

1
<-H (X2 | Xooo GE.F) + cren,

where the last step follows from (34) and the assumption that
gi = go for i € [1, mg]. Continuing with the inequality above,
we get

1 n n
~H (X2 | X} 00 F)
1
< S [H(XP X GEF) vae], 67
=n ZEZL |: % | [1,i—1] 0 tcie (37

4The constants c1, ¢, c3, c4 depend only on log || X 4], m, mo (and not
on n).



Letting

1
Ri=—H (X7 | X1, G F) + cren, i€ M,

by (37) R,..., R, satisfy (la) and (1b) for F, whereby it
follows from (34) and (36) that
H (X m | Go)
1 1 &
>—-HF)+— H (G} | X' F)+ Ry — o6y
= n ( )+ n Z ( i | i )+ M Co€

i=mo+1

> R%l) — Co€p,

where F satisfies (33). Taking the limit n — oo, and using the
definition of R} (gaq) we get H (Xa | Go) > Ry (gm) . O

Necessity of (10) for i = 2: If g4 are securely computable,
the approach above implies that there exists an interactive
communication F' satisfying (33) and (34) such that, with

1H (X;L | Xﬁ_’ifl],Gg,F) teren, 1<i<mo,

R; =
1g (X? | Xﬁ,i_l],G%0+17i_l],Gg,F) + e,
mo <t < m,
R = cie,, mo<j<m,
we have by (35),
H (X | Go)
1 1
> ~H(F)+ —H (X} | G§,F) e
1 1 & o .
> “H(E)+ > H (X7 Xf i1, GO F)
=1
1 m
* n Z H (Xln | Xﬁai—l]’GFmo-i—l,i—l]avaF) —€n
i=mo+1

1
> EH(F)JFRM + R; (38)

[mo+1,m] — C3€n-

Furthermore, (34) and the assumption ¢g; = gg, 1 < 7 < my,
yield for [1,mo] € £ C M that

%H (X2 | X3 oo F)

< LH (XE| Xy o G, F) + erer

< ¥ [;H (X7 | Xp iy G F) + clen] +

€L, 1<mo

>

i€L,i>mo

:Rlla

1 n N . .
[nH (Xi | X[lvi—l]’G[mg—H,i—l]v G07F> + Clen:|

(39
and similarly, for [1,mo] C £ C M, L' C [mg + 1,m], with
either £ # M or L # [mg + 1, m] that

1 n n

il ( 2 X2 [m0+1,m]\z:'7X/T\L4\c7G6laF)

1 n n n n
el (XL|G[m0+1,m]\L/7XM\L7 O’F)

1 n n n
<_H (Xc | XAz 0>F)
< Re+ Ry, (40)

(39), (34) and (40) imply that Ry,..., R,
satisfy (2a)-(2c) for F, which along with (38)

Therefore,
R, RS R,

yields
H(Xp | Go) > RE — csep,

where R;f ) is as in (7), and F satisfies (33), which completes

the proof of necessity (10) for ¢+ = 2 upon taking the limit
n — oo. O]
Necessity of (10) for i = 3: If the functions g in (5) are
securely computable then, as above, there exists an interactive
communication F' that satisfies (33) and (34). Defining

1
R;, = EH (Xln | Xﬁ,i—l]’G87F) toen, €M,

similar manipulations as above yield
1
H(XM ‘ Go) > EH(F) + R — Ca€n. 41

Further, from (34) we get that Ry, ...
for F'. It follows from (41) that

, R, satisfy (3a) and (3b)

H(XM ‘ Go) Z R%g) — C4€p,

where Rg ) is as in (8), and F satisfies (33), which completes
the proof of necessity (10) for ¢ = 3 as above. O

VI. DISCUSSION: ALTERNATIVE NECESSARY CONDITIONS
FOR SECURE COMPUTABILITY

The necessary condition (10) for secure computing given in
section III is in terms of quantities Rg), i =1,2,3, defined in
(6), (7), (8), respectively. As remarked before, for 7 = 1, 3, the
quantity infg R%Z) is the infimum over the rates of interactive
communication that satisfy conditions (P1) and (P2). However,
this is not true for ¢ = 2. Furthermore, although 7 = 1 is
special case of ¢ = 2, it is not clear if the necessary condition
(10) for 7 = 2 reduces to that for ¢ = 1 upon imposing the
restriction in (4). In this section, we shed some light on this
baffling observation.

First, consider the functions g in (3). For this choice of
functions, denoting by R{ the minimum rate of interactive
communication that satisfies (P1) and (P2), the results in [19]
imply that (1) constitutes a necessary condition for secure
computability, with R* = Rj.

Next, consider an augmented model obtained by introducing
a new terminal m + 1 that observes rv X,, 11 = §(Xum)
and seeks to compute g,,+1 = 0. Further, the terminal does
not communicate, i.e., observation X , | is available only for
decoding. Clearly, secure computability in the original model
implies secure computability in the new model. It follows from
the approach of [19] that for the new model also, (1) consti-
tutes a necessary condition for secure computability, with R*
now being the minimum rate of interactive communication
that satisfies (P1) and (P2) when terminal m + 1 does not
communicate; this R* is given by

max{H (X | §(Xm),Go), Ry}



Note that the new necessary condition (1) is
H (X | Go) > Ry = max{H (Xnm | §(Xpm), Go) , R},
which is, surprisingly, same as the original condition
H (Xm | Go) > RS

Our necessary condition (10) for ¢+ = 2 is based on a
similar augmentation that entails introduction of m — mg new
terminals observing gmg+1 (Xam), .o, gm (Xaq) (to be used
only for decoding). Now, however, this modification may result
in a different necessary condition.

APPENDIX A
From (25), we have

5
R+ 5 < H (X3 | G5 F),

where R, ..., R,, satisfy conditions (1a) and (1b). For each
i and R; > 0, consider a (map-valued) rv J; that is uni-
formly distributed on the family 7; of all mappings X% —
{1,..., [exp(knR;)]}, i € M. The rvs Ji, ..., Jp, X} are
taken to be mutually independent.

Fix ¢,€¢/, with ¢ > me and € + ¢ < 1. It follows from
the proof of the general source network coding theorem [5,
Lemma 13.13 and Theorem 13.14] that for all sufficiently large
k,

Pr({ IME Tm: Xj\‘,’f is e-recoverable from

> 11—k,

(AL)

(X% e (X ) - 2F) i e M})

where, for 1 € M,
7k _ FF,  je[1,mo],
i (Fk, ng) ,
Below we shall establish that
1
Pr ({]M €Im: %I (Gm (X)) AGEFE FF) > e}) <,
(A2)

mo < j < m.

for all k sufficiently large, to which end it suffices to show
that

Pr({jM € Im:
1 vk nk ok - nk ¢
n—kI (gi(Xi ) AGEY FP G iy (XM\{i})> z m
/
< 6—, ieM, (A3)
m
since

(XR4) A GyF FF)

I(j

I (s (XI) AGERF® |y (XT5) i (X))

I
NgE <

@
Il
_

I (; (XT*) AGERF an iy (Xﬁ\{i})) '

L.

~
Il
—

Then it would follow from (A1), (A2), and definition of Z 4
that

Pr({ IME Tm: X}(ff is e-recoverable from
k ok - k .
(in aZi 7]/\/1\{1} (X_T/;L/l\{l})) ,1 € M, and
1
%I (Gm (X)) AGEEFF) < e}) >1—e—¢.

This shows the existence of a particular realization F’ of J
that satisfies (26) and (27).

It now remains to prove (A3). Defining

T = {j/\/l\{i} € Im\{i} : Xj’\‘,}f is e-recoverable from

(X{‘k,ZfJM\{i} (Xi’f\{i}) ) }

we have by (Al) that Pr (JM\{i} € Z) > 1 — e. It follows
that

Pr<{jM cIm:

1 . nk nk k- nk €
%I (.]i(Xi )ANGE FY iy (X./\/l\{i})) -
Set Y Pr(dangg =dmg) P Gangy) s
jM\{i}Gji,

since J; is independent of Juq (i}, Where p (jaq(i}) is
defined as

Pl”({ji €Ji:
il (j,;(Xi"k) NGGE F a1y (Xﬂ@\{i})) = ;})

Thus, (A3) will follow upon showing that

) e . ~
plirmgt) € ——¢6  Jmyiy €T (A4)

m

for all k sufficiently large. Fix jaq( € Ji. We take
recourse to Lemma B1 in Appendix B, and set U = Xj(,’f,
U = Xink7 V= (ng,Fk) ,h = j/\/l\{i}s and

Uy = {x}ﬁﬁ € X]\Lf : x’j/lk =1 (az?k,jM\{i} (x%f\{i}) ,
P (e3) 0 () Lo <i <) ) |
for some mapping ;. By the definition of T

PI‘(UEZ/{Q)Zl—G,

so that condition (B1)(i) preceding Lemma B1 is met. Con-
dition (B1)(ii), too, is met from the definition of iy, h and
V.

Upon choosing

d = exp {k (H (X7 G2, F) — g)} :

in (B2), the hypotheses of Lemma Bl are satisfied, for



appropriately chosen A, and for sufficiently large k. Then, by
Lemma B1, with

r = [exp (knR;)], r' = [exp (knRyi)],

and with J; in the role of ¢, (A4) follows from (B3) and
(B4). O

APPENDIX B

Our proof of sufficiency in Theorem 1 requires random map-
pings to satisfy certain “almost independence” and “almost
uniformity” properties. The following version of the “balanced
coloring lemma” given in [19] constitutes the key step in the
derivation of these properties.

Consider rvs U,U’,V with values in finite sets U, U’,V,
respectively, where U’ is a function of U, and a mapping
h:U — {1,...;r"}. For 0 < A < 1, let Uy be a subset
of U such that
() Pr(U elUy) >1—\?%

(ii) given the event {U € Uy, h(U) = 5, U" = v,V = v},
there exists u = u(u’) € Uy satisfying

Pr(U' =u' | nU) =35V =v,U€lU)

=Pr({U=u|hlU)=45V=0,Ucly), (Bl

for 1 <7 <7’ and v € V. Then the following holds.

Lemma B1. Let the rvs U,U’,V and the set Uy be as above.
Further, assume that

Pyy <{(u,v) Pr(U=u|V=0)> ;}) <A\ (B2

Then, a randomly selected mapping ¢ : U — {1,...,r} fails
to satisfy

> Pr(h(U) =4,V =) x

j=1lvey

”
1

S DD PrU = | h(U) =4,V =0v) - —| <14},
=1 | weu "

o(u')=i

(B3)

with probability less than 2rr'|V| exp (—%) for a constant

c> 0.

Remark. Denoting by s, the left side of (B3), it follows
from [6, Lemma 1] that

log 7 — H($(U)) + L(6(U) Ah(U), V) < 8,07 log ——.
Since the function f(z) = xzlog(r/z) is increasing for 0 <
x < re, it follows from (B3) that
logr — H(¢(U)) + I(¢(U) ANR(U), V) < 14X log %
(B4)
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