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Abstract

We study goodness-of-fit and independence testing of discrete distributions in a setting where samples
are distributed across multiple users. The users wish to preserve the privacy of their data while enabling
a central server to perform the tests. Under the notion of local differential privacy, we propose simple,
sample-optimal, and communication-efficient protocols for these two questions in the noninteractive
setting, where in addition users may or may not share a common random seed. In particular, we show
that the availability of shared (public) randomness greatly reduces the sample complexity. Underlying our
public-coin protocols are privacy-preserving mappings which, when applied to the samples, minimally

contract the distance between their respective probability distributions.
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I. INTRODUCTION

Inferring statistical properties of data sources while maintaining their privacy is a core problem in
privacy-preserving statistics. A widely established notion to achieve this is local differential privacy (LDP),
introduced in [36], [29]. The data samples are distributed across users (“players”), who do not trust the
centralized data curator, which can be e.g. corporate entities or government agencies. The data samples
are privatized via a noise addition mechanism that is locally differentially private (see Eq. (1)). This falls
under the general setting of statistical inference under local information constraints, namely constraints
on information that each player can reveal about its sample.

Recently, a subset of the authors have initiated a systematic study of such problems under general
constraints. In particular, [2] provides a framework for deriving lower bounds for such problems and [3]
provides sample-optimal algorithms for communication constraints. This paper, the third in this series,
focuses on local privacy constraints. Specifically, we consider two of the most fundamental goodness-
of-fit tasks, testing identity and independence of discrete distributions, and design sample-optimal LDP
mechanisms for these tasks. We lay special emphasis on the availability of public randomness at the

players (i.e., a common random seed shared by all parties) and seek to answer the following.

What is the sample complexity of testing identity and independence of discrete distributions under local

differential privacy? Does the sample complexity depend on whether public randomness is available?

The role of public randomness in the design and analysis of distributed statistical inference has hitherto
been largely overlooked. We fully resolve this question by providing tight bounds on the sample complexity
of identity testing and independence testing of discrete distributions under local differential privacy, both
with and without public randomness. Our results show that, for these two composite hypothesis testing
tasks, schemes which allow for public randomness can achieve significantly smaller sample complexity
than those who do not. Interestingly, this is in contrast with the seminal work of Tsitsiklis [43], which
established that public randomness provides no advantage in the context of distributed simple hypothesis

testing without local privacy constraints.

A. Results and techniques

We study two inference problems over discrete distributions, identity testing and independence testing
under p-LDP (at a high level, the privacy parameter p > 0 bounds the (worst-case) statistical leakage
of any player’s data, and smaller values imply stronger privacy guarantees; see Section II for formal

definitions). Our results are summarized in Table I; we outline and discuss them below.
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TABLE 1

SUMMARY OF OUR RESULTS AND PREVIOUS WORK.

This work Previous work
Private-Coin | Public-Coin Private-Coin Public-Coin
. . 3/2 2 3/2
Identity Testing 0} (’;27) O(ﬁ) 0(5157), 9(527) Q(#)
Independence Testing (C) (%) (C) (%) 0] (5’2“22 )
In the identity testing question, there is a known reference distribution q over [k] := {1,..., k}, and the

players’ samples are i.i.d. from an unknown distribution p. The goal is to test the hypotheses Hop : p = q
and #; : dpv(p,q) > € using p-LDP mechanisms. We seek to characterize the sample complexity of this
task, which is the minimum number of players to solve this problem with a (small) constant two-sided
error. Without privacy constraints, when the true samples of p are available to the central data curator
(“refereee”), the optimal sample complexity of identity testing is known to be @(k:l/ 2/e2).

There are two parts of the problem. The first is to design privacy-preserving mechanisms that the
players use to encode their data to be sent the server. The second is to design post-processing algorithms
that the server uses to decide the output of the test given the privatized messages.

We first consider the task of designing optimal algorithms for existing p-LDP mechanisms. This is of
interest in cases where the privatization mechanisms are in place, and changing them is impossible or
too expensive—for instance, when an organization has already deployed a data aggregation pipeline, and
seeks to add a statistical inference component to it without overhauling the entire system.

Arguably the simplest privatization scheme is k-randomized response (see [48]). Unfortunately, it
was shown in [42] that the sample complexity of any test relying on this scheme is @(kz5/ 2/e2p%),
far from optimal. Our first result considers the now well established privatization scheme RAPPOR
(see III-A1). In Theorem III.2, we design an identity testing algorithm that, given samples from the

RAPPOR mechanism, has sample complexity O( f;;i)-.a factor k& improvement over randomized

response.

The RAPPOR mechanism produces privatized messages with (k) bits of entropy, and as a result
those messages are k-bit long. Thus, RAPPOR requires a large communication bandwidth. We provide a
new mechanism based on the recently proposed Hadamard Response (HR) that produces only one-bit
messages, leading to an identity testing algorithm with the same sample complexity O( %) This result

is given in Theorem III.6.

All the schemes above require no publicly agreed upon randomness, which we refer to as private-coin
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mechanisms, and are highly desirable when it is too inefficient or infeasible to setup a common random
seed. However, in [2], it was established that any testing algorithm based on any private-coin p-LDP
mechanism must use {2 <%> players. Therefore, the algorithms we propose based on RAPPOR and
HR are the best possible, and more significantly, are optimal among all LDP schemes that do not use
public randomness.

This raises the question of building LDP mechanisms that do use public randomness, which we refer
to as public-coin mechanisms, with algorithms that require fewer samples. We emphasize that the public
randomness is used only for added utility and we require the same strong privacy guarantees. In this

context, we design a new public-coin p-LDP mechanism and a corresponding algorithm whose sample

_k_
e2p?

complexity is O( ), a factor v/k improvement over the best possible without using public randomness.
Furthermore, this is asymptotically optimal from the result of [2], and the mechanism only uses one bit
of communication from each player, making it as communication-efficient as possible. Our result relies
on a randomized one-bit isometry, where the players use the common random seed to randomly project
the original domain [k] to a binary domain and perform testing over this new domain. This result is given
in Theorem II1.10.

We then turn to the task of independence testing. Here, the underlying distribution p is over the product
domain [k] x [k], and the goal is to test whether the marginals of p are independent (i.e. if p is a product

distribution) or at least £ away from all product distributions. We design schemes without and with public

k3
e2p

randomness which achieve sample complexity O( 2) and O(%), respectively. These results are
given in Theorem IV.1 and Theorem IV.6. Interestingly, in the case where public randomness is available,
our protocol relies on a one-bit isometry similar to the one used in the identity testing case, but suitably
generalized to handle the product structure of the domain. Finally, we prove the optimality of both
these bounds, establishing matching lower bounds in Theorem IV.7. This is done by providing a formal
reduction from independence testing over [k] x [k] to the identity testing problem over [k2]. We believe
this general reduction, which is not specific to the locally private setting, to be of independent interest.

The conceptual takeaway message of our results is that, for composite hypothesis testing problems,
public randomness can prove very helpful, and its availability leads to significantly more sample-efficient
protocols.

We finally remark that although this work is concerned with noninteractive protocols, more complicated
adaptive LDP schemes are possible where the players sequentially choose their privatization schemes
upon observing the messages of all previous players and the available public randomness. Recent works
in this setting [16], [12], [5] show that, for identity testing, adaptivity does not allow for more efficient

protocols than public randomness, and by our reduction for independence testing this carries over to the
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independence testing problem as well.

B. Related prior work

Testing properties of distributions from their samples has a long history in statistics, which dates
back more than a century. Recently, this problem has gathered renewed interest in the computer science
community, with a particular focus on the study of discrete distributions in the finite-sample regime. In
this section, we will only focus on closely related papers and we refer an interested reader to surveys and
books [41], [20], [33], [13] for a comprehensive treatment.

Following a long line of work, the optimal sample complexity for identity testing has been established
as @(k:l/ 2 / 52) [40], [32], [45] under constant error probability. [34], [24] establish the optimal dependence
on the error probability. [45], [18] also study the “instance-optimal” variant of the problem, introduced
in [45]. The optimal sample complexity for the independence testing problem where both observations
are from the same set [k] was studied in [15], [39], and shown to be ©(k/e?) in [6], [25].

Distribution testing has also been studied under privacy constraints on the samples. Under the notion of
(global) differential privacy (DP) [27], identity testing has been considered in [19], [11], with a complete
characterization of the sample complexity derived in [8]. [22] focuses on the class of product distributions
in high dimensions, including product of Bernoulli’s and Gaussians with known variances. Both these
works show that, in certain parameter regimes, the sample complexity can match the sample complexity
of the non-private counterpart of the problem, which is in sharp contrast to the more stringent case of
local privacy (LDP) considered in this paper. Finally, [12] and [14] consider uniformity testing (a specific
case of identity testing) under the notions of pan-privacy and shuffle privacy, respectively, which provide
privacy guarantees in-between DP and LDP.

Independence testing under differentially privacy has been studied in [30], [38], [47] and the first
algorithm with finite sample guarantee was given in [10].

The works most closely related to ours are those that consider distribution testing under LDP
constraints [42], [31], [3], [1], [4], [12], [5], [16]. [42] considers both identity testing and independence
testing with private-coin, noninteractive schemes. Our results improve upon theirs by a factor of £ and
k2, respectively. [3] establishes lower bounds for identity testing using both private-coin and public-coin
noninteractive schemes, which match our bounds in both cases and imply the optimality of our results.
[4] considers noninteractive schemes where only a limited amount of public randomness is available,
and obtains the optimal sample complexity which interpolates smoothly between the private-coin and

public-coin cases. [12], [5], [16] consider identity testing using sequentially interactive schemes, which
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combined with our results prove that interactivity cannot lead to an improvement in the sample complexity
over public-coin noninteractive schemes.

Another class of problems of statistical inference, density estimation, requires learning the unknown
distribution up to a desired accuracy of ¢ in total variation distance. The optimal sample complexity of
locally private learning discrete k-ary distributions is known to be ©(k?/(2p?)); see [26], [28], [49], [35],
[9], [7]. The private-coin identity testing schemes in this paper are based on the same LDP randomization
schemes proposed in these papers at the user side. Specifically, RAPPOR was independently proposed
in [28], [26] and analyzed in [35]. Hadamard Response and its one-bit variant are proposed in [9], [7].
Moreover, our private-coin independence testing protocol also involves a step that learns both marginal

distributions, which relies on the scheme from [7].

C. Organization

The rest of the paper is organized as follows. In Sections III-A1 and III-A2 we provide two private-coin
LDP schemes for identity testing based on RAPPOR and Hadamard Response respectively, and analyze
their sample complexity. In Section III-B we establish an upper bound on the sample complexity of
public-coin protocols for identity testing. In Sections IV-A and IV-B we establish the upper bounds on
private-coin and public-coin independence testing, respectively. Finally, in Section IV-C we provide a
reduction between identity and independence testing and use it to prove the optimality of the proposed

independence tests both for private- and public-coin protocols.

II. THE SETUP: LOCAL PRIVACY AND INFERENCE PROTOCOLS
A. Notation

Throughout the paper, we denote by log the natural logarithm and log, the base 2 logarithm. We use
standard asymptotic notation O(-), Q(-), and O(-) for complexity orders.'

For a known and fixed discrete domain X let Ay be the set of probability distributions over X, i.e.,
Ax={p: X =[01]: |pl, =1},

where we identify a probability distribution to its probability mass function. We denote by uy the uniform

distribution on X and will omit the subscript when the domain is clear from context.

lNamely, for two non-negative sequences (an)n and (bn)n, we write a, = O(by) (resp., an = Q(by)) if there exist C' > 0
and N > 0 such that a,, < Cb,, (resp., a, > Cby,) for all n > N. Further, we write a, = ©(b,) when both a,, = O(b,) and
an = Q(by) hold.
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We will be mostly interested in k-ary discrete distributions, and assume without loss of generality
that X' = [k] := {1,2,...,k}. We use A and Ay interchangeably to denote the probability simplex
consisting of all distributions over [k].

The total variation distance between distributions p,q € Ay is

dr(p.q) = sup (p(S) ~ a(5)) = 5 3 [p(e) ~ a(o)].
= zeX

namely, drv (p, q) is equal to half of the ¢; distance of p and q. For a distance parameter ¢ € (0, 1],
we say that p,q € Ay are e-far if dpy(p,q) > €. Finally, for two distributions p; and p2 over X, we
denote by p; ® p2 the product distribution over X x X’ defined by (p1 ® p2)(z1,z2) = p1(z1) - p2(z2)

for all x1,z0 € X.

B. Local differential privacy and protocols

For a data domain X and some set ) (which denotes the message set), a channel W: X — ) is
p-locally differentially private (p-LDP) mechanism if [29], [27], [37]
Wy |z

max max ——— < ef. 1
VY o e Wy |z) — M

where W (-|z) is the output distribution for input x. Loosely speaking, no output message from a user
can reveal too much about their sample. Let WV, be the set of all p-LDP channels with output {0, 1}* the
set of all binary strings.

Our setup is depicted in Fig. 1. There are n independent samples X" := X7, ..., X,, from an unknown
distribution p distributed across n players, with player ¢ holding X;. Player ¢ passes X; through a
privatization channel W; € W, and the output Y; is their message. Note that once the channel W; is fixed
the output distribution of messages is only a function of X;. We now describe the various communication
protocols which restrict how the choice of W;s can be performed.

We restrict ourselves to simultaneous message passing (SMP) protocols of communication, i.e. nonin-
teractive LDP mechanisms, where the W;s are all selected simultaneously. Within SMP protocols, we
distinguish between the case where a common random seed (public randomness) is available across
players and can be used by them to select the IW;s, and the case there is no public randomness available
and they must choose the W;s independently. In both cases, however, the players are assumed to have
access to private randomness, which is needed to implement any privatization mechanism. We describe

these two cases in more detail below.

Definition II.1 (Private-coin SMP Protocols). Let Uy, ..., U, be independent random variables, which

are also independent jointly of (Xi,...,X,). U; is the private randomness available to player i. A
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Fig. 1. The locally private distributed model, where each Y; € ). In the private-coin setting the channels W1y,..., W, are
independent, while in the public-coin setting they are jointly randomized.
5 y
A A
X 1 X 2 o X n—1 X n

P i e i ----

1

| W Wa Whn—1 Wn |i

I I

p-LDP private-coin SMP protocol 7 consists of the following two steps: (a) Player ¢ selects their channel
Wi € W, (possibly as a function of U;), (b) and sends their message Y; € ), which is obtained by
passing X; through W;, to the referee. The referee receives the messages (Y1,...,Y,) := 7(X"). We
assume that the protocol is decided ahead of time, so that the distribution of the U; is known to the

referee, but not their instantiation.

Since the random variables X; and U; are independent across players, and the message Y; from player

i is a randomized function of (X;,U;) the messages (Y1,...,Y,) are all independent across players.

Definition I1.2 (Public-coin SMP Protocols). In addition to the private randomness Uy, ..., U, at the
players as above, let V' be a random variable jointly independent of the the random variables X; and U;,
which denotes the public randomness and is available to all players. A p-LDP public-coin SMP protocol
m consists of the following two steps: (a) Player i selects their channel W; € W, as a function of V' (and
possibly of U;), and (b) sends their messages Y; € ), by passing X; through W;, to the referee. The
referee receives the messages (Y7,...,Y,) := n(X™) and the public randomness V, but does not have

access to the private randomness (Uy, ..., U,) of the players.
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In contrast to private-coin protocols, in a public-coin SMP protocol, the message Y; from player ¢ is a
function of V' as well as (X;,U;), so the resulting messages Y; are not independent. They are, however,
independent conditioned on the shared randomness V.

We emphasize that private randomness is available even in the public-coin setting and, as previously
mentioned, is required in order for the protocol to satisfy local privacy (cf. Eq. (1)). This is because the
channels must satisfy the LDP condition even when all the information available to the referee, including

the public randomness V, is fully “leaked.”

C. Distributed inference protocols

We now provide the formal description of the distributed inference tasks considered in this work,
identity and independence testing.

a) Identity Testing: Let q € Ay be a known reference distribution. In the (k, ¢, 0)-identity testing
problem, we seek to use n i.i.d. samples from an unknown p € Ay to test if p equals q or if it is e-far
from q in total variation distance. A private-coin (resp., public-coin) p-LDP protocol for (k, e, d)-identity
testing then consists of a private-coin (resp. public-coin) p-LDP protocol 7 along with a (randomized)

mapping 7 : Y™ — {0, 1} such that

Pr [T(n(X™)=1]>1-4,if p=q,
Xn~pn

XPr [T(m(X™) =0]>1-29,if dpy(p,q) > e.
A opn

Namely, after running the protocol 7 on the independent samples X" held by the players, the referee
applies the mapping 7 to the resulting messages (Y1,...,Y,) = m(X™), which should “accept” with
high constant probability if the samples come from the reference distribution q and “reject” with high
constant probability if they come from a distribution significantly far from q. The special case of identity
testing for uy, is termed the (k, e, §)-uniformity testing problem.

The sample complexity of private-coin (resp. public-coin) p-LDP (k, , §)-identity testing is the minimum
n for which a p-LDP protocol for (k, e, d)-identity testing with n players exists for q. While this quantity
can depend on the reference distribution q, it is customary to consider sample complexity over the

worst-case q.”

>The sample complexity for a fixed ¢, without privacy constraints, has been studied under the “instance-optimal” setting
(see [46], [17]); and under local privacy constraints by [16]. See also Section III for a discussion of the relation between

worst-case and instance-optimal settings.
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b) Independence Testing: In the (k,e,d)-independence testing problem, we seek to use samples
from an unknown p € Ay x) (With unknown marginals p1, p2 € Ag) to test if p equals p1 ® p or if
it is e-far from every product distribution in total variation distance. A private-coin (resp., public-coin)
p-LDP protocol for (k,e,d)-independence testing then consists of a private-coin (resp. public-coin) p-LDP

protocol 7 along with a (randomized) mapping 7 : Y™ — {0, 1} such that

XPY [T(r(X")) =1]>1-0,if p=p1 @ p2,
o

Pr [T(n(X™)=0]>1-4if inf dpy(p.ai®az) > e.
Xn~pn q1,92€A,

The sample complexity of private-coin (resp. public-coin) p-LDP (k, e, §)-independence testing is the

minimum n for which a p-LDP protocol for (k, e, §)-independence testing with n players exists for q.

Remark 11.3. We note that the formulation above can be generalized to testing independence over [k1] x [k2]
for arbitrary ki, k2, or even over general discrete product spaces [k1] X -+ - X [kq]. Some of our protocols
may generalize to these more general settings, but for simplicity with focus on the simple and arguably

fundamental case of independence over [k] X [k].

ITI. LOCALLY PRIVATE IDENTITY TESTING

We begin by recalling lower bounds from [2] which show that for p € [0, 1), a private-coin protocol
p-LDP identity testing protocol requires at least Q(k:3/ 2/p?e?) players and a public-coin protocol requires
at least Q(k/p?c?) players. In this section, we propose both private- and public-coin protocols that attain
these bounds, establishing a strict separation between the sample complexity of private- and public-coin
protocols. In addition, we give protocols with optimal sample complexity for both settings that require
only 1 bit of communication per player.

We note that our upper bounds for identity are phrased in terms of the domain size k, or, equivalently,
as a worst-case among all possible reference distributions q. However, they immediately imply more
refined bounds parameterized by a functional of the reference q itself (i.e. “instance-optimal” bounds, to

follow [45]) via the reduction described in [3, Appendix D].

A. Private-coin protocols

We will now present private-coin protocols based on RAPPOR and Hadamard Response that are both

sample-optimal, with different communication requirements.
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1) A mechanism based on RAPPOR: We begin by describing the randomized aggregatable privacy-
preserving ordinal response (RAPPOR) mechanism, which is a p-LDP mechanism introduced in [28]. Its
simplest implementation, k-RAPPOR, maps X = [k] to )V = [2¥] in two steps. First, “one-hot encoding”
is applied to the input x € [k] to obtain the vector 3’ € {0, 1}’“ such that y; = 1y—j forall j € X.
The privatized output y € ) of k-RAPPOR is then a k-bit vector obtained by flipping each bit of ¢/’
independently with probability ﬁ

Note that if X is drawn from p € Ay, this leads to Y € {0, 1}k such that the coordinates are (correlated)
Bernoulli random variables, with Y distributed as Bern(a - p(j) + ), j € [k], with «, 8 defined as

ePl2 1 p 1 1
a.—m—Z—FO(P)v 5~—m—§+0(m- 2)

Given n independent samples from p, let the output of RAPPOR applied to these samples be denoted
by Y1,...,Y, € {0,1}*, where Y; = (Yi1, ..., Yix) for i € [n]. The following fact is a simple consequence
of the definition of RAPPOR.

Fact IIL.1. Let i,j € [n], and x,y € [k].

(ap(x) + B)(ap(y) + B), ifi#]
Pr[Yis = 1,Yjy = 1] = 4 (ap(z) + B)(ap(y) + B) — ?p(x)p(y), ifi=j, z#y
ozp(:v)+ﬂ, l]c’L:j,lt:y,

where o, 3 are defined as in (2). Note that vectors Y; and Y; are independent for distinct i,j € [n].

We now propose our testing mechanism based on RAPPOR, which, in essence, uses a privatized
version of a x2-type statistic of [23], [6], [45]. We note that our choice of using such a y2-type statistic
instead of a (perhaps more natural) “collision-based” unbiased estimator for ||pH§ stems from the fact the
latter suffers has a high variance, leading to a suboptimal sample complexity. For x € [k], let the number

of occurrences of x among the n (privatized) outputs of RAPPOR be

n
Ny = Ty, o1, 3)
j=1
which by the definition of RAPPOR follows a Bin(n, ap(z) + ) distribution. We consider the following
test statistic 1"

=" (Mo = (0= 1) (0q(@) + )’ = No + (n = 1) (aq(z) + B)°). @

z€[k]
This statistic is motivated from the fact that it constitutes an unbiased estimator of the the squared /5

distance between p and q. Using this property we will threshold 7' to test whether p = q or not. Keeping
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in mind that N, is typically concentrated around its expected value of roughly n/2, our new statistic can

be seen to take the form

T~ Z (N2 —nN,) + O(kn?),
z€[k]
since 8 & 1/2. In particular, the subtracted linear term reduces the fluctuation of the quadratic part,

bringing down the variance of the statistic.

Algorithm 1 Locally Private Identity Testing using RAPPOR
Require: Privacy parameter p > 0, distance parameter ¢ € (0, 1), n players

1: Set
ePl?2 — 1 1
T e 5Fep/2+1
as in (2).
2: Player i applies (p-LDP) RAPPOR to X;, sends result Y; € {0,1}* > Time O(k) per user
3: Server computes N, for every x € [k], as defined in (3) > Time O(kn)
4: Server computes 7', as defined in (4) > Time O(k)

5: if T < n(n — 1)a?e?/k then

6: return accept
7: else
8: return reject

This motivates our testing protocol, Algorithm 1, and leads to the main result of this section below.

Theorem IIL.2. For every k > 1 and p € (0, 1], there exists a private-coin p-LDP protocol for (k,¢,0)-

identity testing over [k| using RAPPOR and n = O(f;l/; log %) players.

Proof. Each player reports its data using RAPPOR, which is a p-LDP mechanism. Thus, we only need
to analyze the error performance of the proposed test, which we will do simply by using Chebyshev’s
inequality. Towards that, we evaluate the expected value and the variance of 7.

The following evaluation of expected value of statistic 7" uses a simple calculation entailing moments

of a Binomial random variable:
Lemma IIL3. For T defined in (4), we have
2 2
E[T] = n(n —1)a”|[p — qll3,

where the expectation is taken over the private coins used by RAPPOR and the samples drawn from p.

In particular, (i) if p = q, then E[T] = 0; and (ii) if drv(p,q) > ¢, then E[T] > 4n(n — 1)0‘252.

DRAFT



Proof. Letting A\, := aq(z) + 8, iz := ap(x) + S for x € [k], and using the fact that N, is Binomial

with parameters n and u,, we have

Claim (i) is immediate; claim (ii) follows upon noting that dv (p,q) = 3|lp — ql|; < @Hp —qf,. O
Turning to the variance, we are able to obtain the following:
Lemma IIL4. For T defined in (4), we have
Var[T] < 2kn? + 5n3a?||p — q||5 < 2kn® + 4nE[T] .

The proof of this lemma is technical and relies on the analysis of the covariance of the random
variables (Ny)e[i], in view of bounding quantities of the form Cov(f(Ny), f(N,)). We defer the
details to Appendix A.

With these two lemmata, we are in a position to conclude the argument.

First, consider the case when p = q. In this case E[T] = 0 and Var[T] < 2kn? by Lemmas I11.3

and IIL.4. Therefore, by Chebyshev’s inequality we get

2.2 2 3
Qe k= Var[T| 2k
Pr[T = ] = ntadet = n2adet’
which is at most 1/3 for n > ?(’1’23;22.

Next, when dpv(p,q) > €, we get

nn—1 nn—1
B7] > 02" g - g2 > 420 Dgzez
Var[T] < 2kn® + 4nE[T].
Using Chebyshev’s inequality yields
4 Var[T) 8k3 4k

<

2.2 1
Pr|T <n2% % | <Pr|T < EIT| <
r[ =TT }_ r[ <2 H] E[T]? (n—1DZatet | (n—1)aZe?

which is at most 1/3 for n > 1;’23/2 + 1 and k£ > 2. Recalling that & = O(p) concludes the proof

2

of Theorem III.2, for probability of error § set to 1/3.
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Finally, we can reduce this probability of error to an arbitrary § > 0, at the cost of a O(log(1/6) factor
in the number of players, using a standard “amplification” argument: repeat independently the protocol

on O(log(1/4)) disjoint sets of players and taking the majority output. O

2) A mechanism based on Hadamard Response: While sample-optimal among private-coin proto-
cols, Algorithm 1 requires each player to communicate & bits. We now present a private-coin protocol
that is sample-optimal and requires only 1 bit of communication per player.

Since we seek to send only a 1-bit message per player, each player can simply indicate if its observation
lies in a subset or not. To make this communication LDP, we flip this bit with appropriate probability.
In fact, we divide n players into K subgroups and associate a subset C; C [k], 1 < j < K, with the
jth subgroup. Thus, the bits received at the refree can be viewed as n/K independent samples from a
product-Bernoulli distribution on {0, 1}%.

Suppose that the mean £(p) of the resulting product-Bernoulli distribution satisfies ||n(q) — p(p)|5 > «
if dpyv (P, q) > €. Then, we can use a test for mean of product-Bernoulli distributions (see, for instance, [21,
Section 2.1] or [22, Lemma 4.2]) to determine if the mean is p(q) or a-far from u(q) in ¢ distance.

The key question that remains is how large can « be. The answer to this question was provided in [7],
which introduced the Hadamard Response (HR) mechanism that uses the Hadamard matrix to select C';s
that yield a large a.

Formally, the HR mechanism can be described as follows. Let K := 2[108:(k+11which is the smallest
power of two larger than k, and let H®) be the K x K Hadamard matrix. Note that K < 2k. Let C; be

the location of 1s in the jth column, i.e., C; = { i€ [K]: g

iy =1 } The key property of the sets

(C1,...,Ck), which was observed in [7], is the following.

Lemma IILS5. For any two distributions p,q over [k],
k

> p(Ch) ~ a(C) = Y lp— al

j=1
Proof. Let px,qi be K-dimensional probability vectors obtained by appending zeros to the end of p

and q, respectively, and let p(C') := (p(C1), p(C2), ..., p(Ck)). By the definition of p(C})s, we have

p(C) = ! (H(K)PK + 1K> , q(C) = % (H(K)QK + 1K> ;

2
where 1 is an all-one vector of dimension K. Hence by the fact that (H (K ))TH (K) = KT, we obtain
k
1
>_(p(C)) —a(C)))* = [p(C) = a(C)ll; = (Px — ax)" (H)TH (px — ax)
j=1

K s K
= " Ipie — a3 = e - al
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In HR, a player observing X € [k| assigned a subset C; sends a random bit B; with distribution given
by

& ifx € O,
Pr(B; =1]X] = { < ! ©)
ﬁ, otherwise.
Let 4(p) denote the mean of the product-Bernoulli distribution induced on bits (B, ..., Bx) (correspond-
ing to any K players assigned sets (C,...,Ck)) when the observations of players have distribution p,
1.€.,
p(p); == Ep[Pr[B; =1 | X]].
Following the same computations as in [7], we have that for all j € [K]
eP 1 e? —1 1
;= = C; .
plp) = Y pla) g+ Y Py = 5 PC) +
£E€C_7‘ xQC]
Then, by Lemma IIL.5,
VEK(ef —1) (e’ —1)
- = lp— > ———~d 6
l1(p) — wla)lly 2er 1) Ip—all, > 2er 1) v(P, q); (6)

where we used the observation that K > k.

Motivated by this observation, we obtain Algorithm 2 for LDP identity testing.” The result below

Algorithm 2 Locally Private Identity Testing using Hadamard Response

Require: Privacy parameter p > 0, distance parameter € € (0, 1), n players

I: Define C; = { ie[K]: B =1 } j € K.

2: Divide the n players into K disjoint subgroups of equal size. Playes in the jth subgroup, j € [K],
are assigned to the set Cj, and they use (5) to generate their output bits (independent copies of ;).

3: Taking one player from each block and viewing the resulting collection of messages as a length-K
binary vector, the referee gets n/K independent copies of (B, Ba, ..., Bk) generated a product-
Bernoulli distribution on {0, 1}* with mean vector u(p).

4: The referee uses these n/ K samples to test whether the mean vector u(p) is (i) a prespecified vector
p = p(q) € RE or (ii) at ¢, distance at least o = /2 € (0, 1] from u(q). It can use the test from,
for instance, [21, Section 2.1], which requires O(\/K (log1/6)/ a2) samples to do this. It accepts q

if the mean is u(q), and rejects otherwise.

*Without loss of generality, we assume K divides n (as otherwise we can ignore the last (n — K L%J) players without

changing the number of samples by a factor of 2).
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summarizes the performance of Algorithm 2.

Theorem IIL.6. For every k > 1 and p € (0, 1], there exists a private-coin p-LDP protocol for (k,e,0)-

identity testing using one bit of communication per player and n = O (’;23; log %) players.

Proof. We have already outline the proof in the discussion above. It is easy to check that the mechanism
in (5) is p-LDP. Further, by (6), the test in [21, Section 2.1] will give the correct outcome with probability
of error less than & if n/K > /K log(1/8)/a? with a = ¢/2, i.e.,
P12 1 K201
—o(p LT 1 1) _ 0B 10
" ( (er —1)2e2 %85 g2p? °85)°

suffices as claimed. O

Remark 1I1.7. From the proof of Theorem III.6, it is clear that the protocol provides a stronger, {2,

guarantee: it allows one to distinguish with probability 1 —d between ||p — q|3 < % and ||p — g3 > %

with n = O( fj:; log %) players (by Cauchy—Schwarz, this implies the total variation testing guarantee).
Moreover, the protocol does not require the players to have knowledge of the reference distribution q; it
is sufficient that the referee knows it. Both these points will be useful, later, for our independence testing

results.

B. Public-coin protocols

The HR based identity testing protocol generates samples from a product-Bernoulli distribution by
assigning different subsets to different subgroups of players. Specifically, we found subsets such that,
for any two distributions p and q, the ¢» distance between the means of the induced approximately
k-dimensional product distributions is roughly equal to the /> distance between p and q.

Interestingly, we can interpret (6) to get that for I distributed uniformly over [K], E[(p(C;) — q(Cr))?] >
Ilp — q||§/4 This suggests the possibility of finding a random subset S such that (p(S) —q(S))? > £2/k
if dpy(p,q) > €. Such a set will be very handy: We can simply implement a version of Algorithm 2
with K = 1 using this set and get a test that works with roughly k/(p?e?) samples. This saving arises in
sample-complexity arises from the fact that we were able to retain the same “per dimension” ¢ distance
as that using HR, while using much smaller (only one) dimensional observations. But the players need to
use public coins to share this set S. We formalize this protocol in this section.

The first component of our protocol is the following lemma from [3], specialized to a target domain of

size 2.
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Theorem IIL.8 ([3, Theorem VI.2]). Fix any k-ary distributions p,q. If S C [k| is a set chosen uniformly
at random, we have the following. (i) if p = q, then p(S) = q(S) with probability one; and (ii) if

dpy(p,q) > €, then

where ¢ = 1/228.

Thus, indeed, we can find our desired random set S.
Next, we present an LDP protocol for testing the bias of coins, our LDP identity testing problem for
k = 2. The protocol below can be viewed as a special case of our protocol in Section III-A2; we include

this result here since this is much simpler and gives better constants. We have the following result.

Lemma II1.9 (Locally Private Bias Estimation, Warmup). For every p € (0, 1], there exists a private-coin p-

LDP protocol for (2, €, §)-identity testing using one bit of communication per player and n = O( L log %)

e2p?

players. Moreover, the players do not need to know the reference distribution.

Proof. Assume without loss of generality that the reference distribution is q = Bern(q). The algorithm
uses a simple Randomized Response (RR) scheme [48], where each sample is flipped with probability
1/(e”+1). When the input is Bern(p), the output distribution is Bern((1+p(e” —1)/(e”+1))). Therefore,
if p— g > ¢, then the bias of the output distribution of applying RR to Bern(p), and Bern(q) differ by
(p—q)(e? —1))/(e” + 1), which is Q(ep) for p = O(1). To distinguish these two Bernoulli distributions
with a constant probability, O(1/(p?c?)) samples suffice, and the success probability can be boosted to

1 — § by repeating O(log(1/6) times. O

Motivated by these observations, we propose Algorithm 3 for public-coin LDP identity testing.

We close this section with a characterization of performance of our proposed algorithm.

Theorem IIL.10. For every k > 1 and p € (0, 1], there exists a public-coin p-LDP protocol for (k,¢,0)-

identity testing using one bit of communication per player and n = O ( Efp2 log %) players.

Proof. The proof of correctness follows the foregoing outline, which we describe in more detail. Let

¢ := 1/288 be the constant from Theorem II1.8, let §¢ := = 1/458, and set &’ := —=£

C
2(1+c) NGTS
Consider the t-th test from Algorithm 3 (where 1 < ¢ < T), and let b; be the indicator that the protocol

run by players in G, returned accept. If p = q, then by the above we have Pr[b; = 1] > 1—4§p (where the
probability is over the choice of the random subset .Sy, and the randomness of protocol from Lemma I11.9).

However, if p is e-far from q, by Theorem IIL.8 it it the case that Pr[b; = 1] < (1—c¢)+cdp = 1 —(do+5).
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Algorithm 3 Locally Private Identity Testing

Require: Privacy parameter p > 0, distance parameter € € (0, 1), n = mT players

1: Set
1 c €
| R — "=, T=e(
“Tass YT o+ ° 7 ok (1)
2: Partition the players in 1" subgroups G4, ..., G of m players
3: for ¢t from 1 to T do > In parallel
4: Players in G; generate uniformly at random a common subset S; C [k].
5: for all : € G; do
6: Player 7 converts their sample X; to X/ := Lix.es,-
7: Players in GGy (and the referee) run the protocol from Lemma II1.9 on the samples (X {)Z-egt to

test identity of p(S;) to q(S¢), with distance parameter ¢’ and failure probability dy
8: > At the referee
9: Let 7 denote the fraction of the T' protocols that returned accept

10: if 7>1— (6o + ) then

11: return accept
12: else
13: return reject

Therefore, for a sufficiently large constant in the choice of T' = ©(1/c?) = O(1), a Chernoff bound

argument ensures that we can distinguish between these two cases with probability at least 2/3. O

IV. LOCALLY PRIVATE INDEPENDENCE TESTING

In this section, we establish the sample complexity of testing independence of discrete distrbutions. We
present private-coin and public-coin protocols for LDP independence testing that require Q(%) and
Q(%) players, respectively. In fact, we show matching lower bounds for these sample complexities in
the final subsection, establishing their optimality among private-coin and public-coin protocols, respectively.
The lower bound is a consequence of a general reduction between independence and uniformity testing,

which may be of independent interest.

A. Private-coin protocols

To design a private-coin LDP independence testing protocol using O (pf%) players, the first observation

we make is that we can find a product distribution that is € /k-far in /5 distance from the product distribution
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P1 X P2 using O(p2 52) players. When the generating distribution p is not a product distribution, from
the separation between our hypothesis, we know that p must has ¢ distance exceeding ¢/k from the
estimated product distribution. After this point, treating the estimated product distribution as the reference,
we can use an private-coin LDP identity testing protocol to test if the samples are generated from a
distribution that is close to the (product) reference distribution (in ¢5 distance) or far from it.

Formally, we have the following result on performance of our algorithm, which we describe in the

proof of the theorem.

Theorem IV.1. For every k > 1 and p € (0, 1], there exists a private-coin p-LDP protocol for (k,e,0)-

independence testing using one bit of communication per player and n = O (;fpz l) players, where

e € (0,1] is the distance parameter.

Proof. The protocol works as follows: the n players are divided into two groups, L (“learning”) and T’

(“testing”), each of size O( 2 2 )

 Players in group L run a p-LDP learning protocol to estimate p; ® p2 in ¢o distance, obtaining
pP1 ® P2 such that ||p; ® p2 — p1 ® p2||2 < 2k2 (using the protocol of Lemma IV.2 below).
« Players in group 7" run a p—LDP identity testing protocol on p, to distinguish between ||p — p1 ® P2 Hg <

£
2k7

and ||p — P1 ® Pa|5 > 2 k2 (using the protocol of Theorem IIL.6).
Recall that the protocol of Theorem III.6 does not require the players to know the reference distribution,
and therefore the protocol can be performed simultaneously at all players. Indeed, in our case, this

reference distribution is the product distribution p; ® p2 computed from the messages of set players in L.

Lemma IV.2. Given samples from a distribution p over [k| x [k] with marginals p1 and pa, there
exists a private-coin p-LDP protocol with O( ) players that outputs distributions p1, po2 such that

IP1®pP2 —pP1® p2||2 < ;ﬁ with probability at least 5/6. Moreover, each player sends one bit.

p2e?

Proof. From the known results on LDP distribution estimation [35], [9], [7], with O (W) =0 (k—s>

players one can under p-LDP output distributions p;, p2 such that
2 2
~ 2 3 ~ 2 €
IPr—pil < 550 P2 = P2l < g5

with probability at least 5/6. Whenever this guarantee holds, it implies that

|P1 ® P2 — P1 ®P2H§ <2-[p1®p2—p1 ®P2H§ +2-|p1 ®P2 — D1 ®P2H§
22

~ 2 ~
<2(|IBr — i3 + 1152 2l < 57

proving the lemma. The bound on the per-player communication follows from the protocol of [7]. [
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Using the protocol from Lemma IV.2, we get the following with probability 5/6. If p is a product

distribution with marginals p; and p2, then
2
~ ~ 2 ~ ~ 2 €
IBr @ B2 — pll; = [B1 @ P2 — P1 @ P2ll; < 55

If however p is e-far from being a product distribution, then ||p — p1 ® P2H§ > 4e? /k? and we get

7e2

|[P1 ® P2 — PH% > ||p —p1 ®P2||§ —[[P1®P2 — P1 ®P2H§ > 252

We can use the protocol from Theorem III.6 (specifically, recalling Remark II1.7) to distinguish the two

cases with O((];?;/Q) _ O(p’;;) players, and probability of success 5/6. By a union bound over the
two protocols used, the overall tester is successful with probability at least 2/3. Amplifying the probability
of success to 1 — § by running the protocol in parallel on O(log(1/6)) disjoint sets of players and taking

the majority output yields the result. O

B. Public-coin protocols

We now present our public-coin protocol for LDP independence testing. Our approach will be similar
to that we followed for our public-coin LDP identity testing protocol: namely, we first use public coins to
“embed” the problem in a smaller domain of size k£ = 2, and then apply an LDP independence test for
k = 2. For this strategy to work, we first need a result guaranteeing that randomly hashing the domain
[k] x [k] to {0,1} x {0, 1} while respecting the product structure will preserve the distances. This is what

we provide next, establishing an analogue of Theorem IIL.8 tailored to the product space setting.

Theorem IV.3. Fix any distribution p over [k] x k] with marginals p1,p2. If S1,S2 C [k]| are two
sets chosen uniformly and independently at random, we have the following. (i) if p = p1 ® p2, then

p(S1 x S2) = p1(S1)p2(S2) with probability one; and (ii) if drv (P, P1 ® P2) > €, then

2
g
Fr | (51 % 52) — p1(S1)p2(S2))? > — |z

for some absolute constant ¢ > 0. (Moreover, one can take ¢ = 3/1343488.)

We emphasize that this is not a direct consequence of Theorem II1.8, due to the product structure of
the random subset S7 x So (while the previous theorem would apply to a random subset S C [k] x [k]).
And indeed, proving Theorem [V.3 will require the following hashing lemma, proven in a fashion similar

to [3, Theorem A.6]:

Theorem IV.4 (Joint Probability Perturbation Hashing). Consider a matrix § € R¥** such that, for

every o, jo € k], 3 cp ioj = 2ie Oijo = 0. Let random variables X = (Xi,...,Xy) and Y =
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(Y1,...,Yy) be independent and uniformly distributed over k-length binary sequences. Define Z =

> Gij)elk]x k] 9 XiYj. Then, for every o € (0,1/16), there exists a constant cq > 0 such that
Pr[Z2 > aH(SH%] > Cq.

The proof of this theorem is deferred to Appendix A. We now show how this implies Theorem 1V.3:

Proof of Theorem 1V.3. Let p be as in the statement. The first item is from the definition. We just focus
on the second, and define § € R¥** by §;; = p(i, 7) — p1(i)p2(j) for 4, j € [k]. Since p has marginals
P1, P2, 0 satisfies the assumptions of Theorem IV.4, we can apply the theorem, observing that if X (resp.
Y’) is the indicator vector of the set S (resp. S3) then
Z= Y (p(i,j) = pr(i)p2(3)) X:Y; = P(S1 x S2) — p1(S1)P2(Sa) ,
(6:5)€[k] % [K]

and that ||5H% =|[lp—-p1® ngg > 47522 (the inequality being Cauchy-Schwarz). Taking o = 1/4 yields
the result. O

It only remains to describe an LDP independence testing protocol for k£ = 2. Note that while we can set
= 2 in the protocol of Theorem IV.1, it leads to a complicated protocol. We instead provide a simple

test for k = 2.

Lemma IV.5 (Locally Private Bias Estimation). Let p € (0, 1]. There exists a private-coin p-LDP protocol

for (2,2,¢,0)-independence testing using one bit of communication per player and n = O(azlp2 log %)

players.

Proof. Consider a distribution p over {0,1} x {0,1} with marginals p; and p2. Note that

p(0,0) — p1(0)p2(0)| = |p(=,¥y) — p1(x)p2(y)|, =,y €{0,1}.

Thus, if p is e-far in total variation distance from every product distribution, it must hold that dv (p, p1 ® p2) >
e, which in view of the equation above yields |p(0,0) — p1(0)p2(0)| > /2. Using this observation, we
can test for independence using O(1/(p?c?)) samples as follows.

The n players are partitioned in 3 sets A, B,C of size n/3. Since, for any symbol (z,y), p(x,y)
(resp. pi1(x), p2(y)) can be estimated up to accuracy ¢ by converting the observation (X,Y’) to the

binary observation 1y(x y) )y (resp. Lox—;y, Lgy—yy) and proceeding as in Lemma IIL.9, we can

=(z,y
estimate p(0,0), p1(0), and p2(0) up to an additive accuracy ¢/16 by assigning |A| = |B| = |C| =

O(1/(p?c?)1og(1/6)) players for each of them, so that the three estimates are simultaneously accurate
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with probability at least 1 — . Denote these estimates by p(0,0), p1(0), and p2(0), respectively. When
p(0,0) = p1(0)p2(0),
p(0,0) = P1(0)p2(0)[ < [P(0,0) = p(0,0)| + P1(0) — p1(0)] + [P2(0) — p2(0)] < =&

On the other hand, when |p(0,0) — p1(0)p2(0)| > €/2, we have

1P(0,0)=p1(0)p2(0)| = |P(0,0)—p1(0)p2(0)|=P(0,0)=p(0, 0)|=[P1(0)=P1(0)[—|P2(0) —p2(0)| = \%6.

Thus, it is sufficient for the referee to form the estimates p(0,0), pi(0), and p2(0) and compare
|Pp(0,0) — p1(0)p2(0)| to the threshold £/4. O

We summarize the overall algorithm and its performance below.

Theorem IV.6. For every k > 1 and p € (0, 1], there exists a public-coin p-LDP protocol for (k,e,0)-

independence testing using one bit of communication per player and n = O ( 5522 log %) players.

Proof. The proof proceeds as follows: Using the public randomness, the players will select two uniformly
random subsets S1, S2 C [k], and from their samples allow the referee to estimate the quantities p(S7 x S2),
p1(S1), and p2(S2). By Theorem V.3, this in turn is enough to detect (with constant probability over
the choice of 57, S2) if p is far from p; ® pg; it then suffices to repeat this in parallel on disjoint groups
of players in order to amplify the probability of success.

To wit, the proof of correctness follows the foregoing outline, which we describe in more detail. Let
¢ := 3/1343488 be the constant from Theorem V.3, let §p := ﬁ, and set ¢/ := \/%

Consider the ¢-th test from Algorithm 4 (where 1 < ¢ < T), and let b; be the indicator that the protocol
run by players in B, returned accept. If p = p; ® pa, then by the above we have Pr[b, = 1] > 1 —
(where the probability is over the choice of the random subsets S;; and S; 2, and the randomness of
protocol from Lemma IV.5). However, if p is e-far from p; ® ps2, by Theorem IIL.8 it it the case that
Pr[b; = 1] < (1 —¢) +cdp = 1 — (8o + §). Therefore, for a sufficiently large constant in the choice of

T = ©(1/c?) = O(1), a Chernoff bound argument ensures that we can distinguish between these two

cases with probability at least 2/3. O

C. Lower bounds

The following theorem will prove the tightness of our upper bounds for independence testing.

Theorem IV.7. For every k > 1 and p € (0,1], every private-coin (resp., public-coin) p-LDP protocol

for (k,e,1/12)-independence testing must have Q(%) players (resp., 9(6]2“;2) players).
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Algorithm 4 Locally Private Independence Testing

Require: Privacy parameter p > 0, distance parameter € € (0, 1), n = 3mT players

1:

2:

3:

4:

5:

6:

10:

11:

12:

14:

15:

16:

17:

Set
3 c €
— = 0 ¢ ——— " — T=0(1
“Tsazass YT 20+ © 7 ovE (1)
Partition the players in 37" groups B1 1, B12, B13, B2,1, B22,B23, ..., Bt 1, Br2, Br 3 of m players
for ¢ from 1 to T do > In parallel
Players in B;; U By U By 3 generate uniformly at random two common subsets S; ¢+, S2; C [k].
for all : € B, do
Player i converts their sample (X;,Y;) to X| := T(x, v;)eS, 1 xS..}-
for all i € B;> do
Player i converts their sample (X;,Y;) to X := T x.eg, -
for all i € B; 3 do
Player i converts their sample (X;,Y;) to X := lyy.cg, ,}-

Players in B; 1 U By 2 U By 3 (and the referee) run the protocol from Lemma II1.9 on the samples
(X)ieB,,UB, ,UB, , to test identity of p(S1 % Sy2) to p1(St1)P1(St2), with distance parameter &’

and failure probability &g

> At the referee

: Let 7 denote the fraction of the T" protocols that returned accept

if 7>1— (6 + §) then
return accept
else

return reject

Proof. We show the following reduction, which implies our bounds for independence testing: If there

exists a private-coin (resp., public-coin) p-LDP protocol for (k,e,1/12)-independence testing with n

players, then there also exists a private-coin (resp., public-coin) p-LDP protocol for distinguishing the

“Paninski construction” over [k?] with n players. Recall that for even integer k and a distance parameter

v € [0,1/2], the Paninski construction is a family of 2¥°/2 distributions {P:}.eqo1, 413022 OVer [k,

where for z € {—1,+1}¥°/2 we have

p:(x) = . , x e[k, @)
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Note that every p, is then at total variation distance exactly v from ug:. From the lower bounds on
uniformity testing already established in [2], we will then obtain the lower bounds on independence
testing.

We first state the following useful fact (see e.g., [15]) which states that if a distribution is close to a

product distribution, then it must be close to the product of its own marginals.
Fact IV.8. Let p,q € Aqxq with q, a product distribution. If drv (P, q) < € then dpv (P, P1 ® p2) < 3e.

Let k = 2. For z € {—1,+1}?” let (p.). be the collection of distributions over [4/%] = [k?]
given in (7), each at a distance 7y := 3¢ from the uniform distribution. We will construct a mapping
D: Apz) — Apg]x 2w such that:

1) Both marginals of ®(p.) are ujy for all z;

2) dry (‘P(pz), u[2k]x[2k]) = dpy (P2, ug2), and P(uk2) = Uk ok

3) There exists a mapping from [k?] — [2k] x [2k] that converts a sample from ®(p.) into a sample

from p., and a sample from up:) into a sample from gy« [24)-

By Fact V.8, for any product distribution q over [2k]| x [2k],

dpy(@(p2), @) > dpy (®(P2), k) f2r) /3 = dpy (P2 wp2) =€,

and the distribution ®(p,) is at least e-far from any product distribution. Now, by Item 3, if we obtain n
samples from ®(p.) for a uniformly chosen z, we can convert them to n samples from p,. Therefore, any
algorithm for testing independence can be used to test uniformity for the Paninski class of distributions
over [k?], for which the lower bounds were established in [2]. This proves Theorem IV.7, assuming the

mapping P.

We now describe the function @ satisfying the three conditions. Let &k = 2/, where ¢ € N. To each

S [262], associate 8 elements a; j,b; ; (1 < j < 4), organized in a block B; as follows:

ai1 bi1 a2 bio
biz a;3 bia aia

and we can lay out those 2¢? blocks in an 2¢-by-¢ grid:

Bl B2 ve Bg
By Byyo ... By
| Beae-1+1 Bae-1)+2 - Bae|
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so that the target domain [2k]| x [2k] corresponds to this 2¢-by-¢ grid of 2-by-4 blocks of elements. This
will provide our mapping ®: Apa) — Apgyjxf2): given a distribution p over [k?] = [4¢2], let, for all
i€ [202],

2(p)(a1.1) = 2(p)(a12) = (p)(315) = 2(p)(aa) = (P20 — 1),

D(p)(bi) = B(p) (b12) = B(p) (bis) = B(p) (b14) = ;P(2)

This implies Item 2, since ¢; distance (and thus total variation) is preserved by this transformation. It
also establishes Item 3, as upon seeing a sample x from p, one can generate a sample from ®(p) by
returning uniformly at random one of the four corresponding elements from the block By, 27). Thus, it
only remains to show Item 1. This in turn comes from the fact that for every i € [2¢2], by construction,
the probabilities under ®(p) of each row (resp., column) of block B; sum to (p(2i — 1) + p(2i)) (resp.,
1(p(2i — 1) + p(2i))), which are 1/k? and 1/2k? respectively for p. and uy;2), independent of 7. [

APPENDIX
PROOF OF LEMMA I11.4

In this section, we provide the proof of the variance bound for the RAPPOR-based statistic of Sec-

tion III-A1.

Lemma A.1 (Lemma IIL.4, restated). For I' defined as in Eq. (4), we have
2 3 2 2 2
Var[T| < 2kn* 4+ 5n°a”||p — ql|; < 2kn” + 4nE[T] .

Proof. We let A, := aq(z) + 3 and p, := LE[N,] = ap(z) + j3 for z € [k]. Dropping the constant
terms from 7', we define 7" such that Var[T"] = Var[T] as
T =Y (NZ=Q2n -1+ 1N;) = > g(Na M),
zelk] z€(k]

where g: [0,00) x [0,1] — R is given by g(¢,\) = t*> — (2(n — 1)A+ 1)t. The key difficulty in the analysis
arises from the fact that the multiplicities of the NV, terms that arise from RAPPOR are correlated random
variables. Because g is not monotone in its first input, the cross covariance terms may be positive even
though the N, terms are negatively associated. As a result, we fully expand out the variance and analyze
the terms separately. Recall that

Var[T'] = > Var[g(Na, Aa)] + 2> Cov(g(Na, Ax), g(Ny, Ay))- )

z€(k| <y
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We first analyze the sum of variances. A direct computation gives that, for every x € [k],

Var[g(Nm Ax)] = 2”(”’ - 1)#1(1 - /'La:) (Uz(l - ﬂx) + 2(” - 1)()\90 - Nm)Q)
1
< o0+ a?n(n — 1 (p(r) - a(a))?,
where the inequality holds since p, € [0,1] so pg(1 — py) < 1/4. It follows that

1
Z Var[g(Ng, \y)] < gan +a?n(n —1)2||p — qu . 9)
z€[k]

We now turn to the sum of the covariance terms. Fix any < y in [k]. By expanding the corresponding

covariance term, we get
Cov(g(Na; Az), 9(Nys Ay)) = Elg(N, Ax)g(Ny, Ay)] — E[g(N, Az)] E[g(Ny, Ay)]
=E[N2N7] — 2(n— DAy + DE[NZN,] — (2(n — 1)y + 1)E[N,N,]
+(2(n— DAy 4+ 1)(2(n — 1Ay + DE[N,N,]
— (1 = 1)° tapty (o — 2Xa) (1y — 2Xy) (10)

since E[N2 — (2(n — 1)A\z + 1)N;| = n(n — 1)pz(pa — 2X;). We then proceed by evaluating the
expressions for E[N,N,], E[N2N,], E[N,N2], and E[NZN}| separately.

First, by Fact III.1, we have that

B[N N, = Y Pr[Yip =1,Yjy =11 = (tapty — *p()P(y)) + 2D papsy
1<ij<n i=1 i<j
=gty — na®p(x)P(Y) = 1’ patty — n(pe — B)(1y — B).- (11)
Second, for E[NZN, |, we get

E[NZN,] = Z Pr[Vi, =1,Yj, = 1,Yy = 1]
1<i,j,0<n

=nPr[Y, =1,Y, =1] +6<§>u§uy+2<n

2) (Matty + 24z (piatty — o*p(2)P(y)))

n n n
= npipiy — na’p(z)p(y) + 6<3>uiuy +n(n — 1) papy + 4<2>uiuy - 4<2>a2uxp(:v)p(y),
which, gathering the terms, yields
E[Na%Ny] = ngﬂmﬂy — (2(n — Dz + Dnlpe — B)(py — B) + n2(n - 1)Miﬂy- (12)

The term E[Nleﬂ term follows similarly.
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Finally, for E[N:?Ng] , note that

E[NiN,i] = Z Pr[ifix:17ij:17Y;'y:17Y}'y:1]
1<4,5,¢,5'<n
n

2) (2p1ztty + Apta (pzpty — o*p(2)P(y))

=n (papy — °p(z)P(y)) + <
4y (papty — p(@)P(Y)) + 4 (papty — a2p(x)p(y))2>

n
+ <3> (6413 11y + Optaptsy + 24410ty (papty — ”p(2)P(y)))

+24 (Z) pap,

where the second equality follows from counting the different possibilities for the values taken by 4,14’, 7, j';
we divide into cases based on the number of different values taken and apply Fact III.1 for each subcase.

Note that the total number of terms is n + 14(3) 4 36(%) + 24(;) = n*. This can be simplified to
E[NZN;] =n?(n— 122 ps + n?(n — 1) papiy (te + py) + n’papy
— 4n(n —1)*(na — B) (ty — B) ity
= 2n(n —1)(pa — B)(y — B) (Ha + 11y)
+2n(n — 1) (1e = B)*(1y — B)* = nkz — B)(ny — B), (13)
Plugging the bounds from Egs. (11) to (13) into Eq. (10) and simplifying, we get
Cov(g(Nu; Az), g(Nys Ay))
< 2n(n—1)(pe — B)(ky — B) ((tta — B)(1ty — B) — 2(n — 1) (b — Aa) (1ty — Ay))
= 2a'n(n — 1)p(2)p(y) (P(2)p(y) — 2(n — 1)(p(z) — a(2))(p(y) — a(y)))

Summing over all distinct z,y, we have 3=, <. P(z)*p(y)* = Ipll3 = Ilplls < lIpl3 and

~ Y p@pl)pE@)-a@)em)-aw) = Y pe)(p@)-a@) - (3 p@)pE) - al)

1<z#y<k z€k] z€[k]

which is at most 3~ 1y p(z)?(p(z) — a(z))? < ||p — ql|3. Thus,

2 " Cov(g(Na, As), 9(Ny, Ay)) < 2003 + 4a*n?|p — a3, (14)
<y

completing our bound for the cross-variance terms. Combining Eqs. (9) and (14) into Eq. (8) lets us

conclude that
1
Var([T] < n? <8k: + 2a4yp\|§> +a’n?|lp — qlf3 (1 + 40%) < 2kn® + 50°n%|p — g3,

which holds as long as k > 2, proving the lemma. O
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PROOF OF THEOREM [V.4

Theorem A.2 (Joint probability perturbation concentration, restated). Consider a matrix 6 € RF** such
that, for every io, jo € [k], 3 ;i 0ioj = Doiep] Oijo = 0. Let random variables X = (Xi,..., Xy)
and 'Y = (Y1,...,Yy) be independent and uniformly distributed over length-k binary sequences. Define

Z =3 i jyemix k] 9 XiYj. Then, for every oo € (0,1/16), there exists a constant co > 0 such that

Pr[Z2 > a||5|]%] > cq.

Proof. The proof is similar in flavor to that of [3, Theorem A.6] (for the case L = 2), as we proceed
by bounding E[Z], E [Z 2], and E[Zﬂ , before applying the Paley—Zygmund inequality to Z2. While we
could follow the approach of [3, Theorem A.6] and handle general 4-symmetric random variables by
carefully keeping track of the various quantities in the expansion of E [Z 2] and IE[Z 4], for conciseness
we choose here to provide a simpler (albeit less general) proof relying on our specific choice of random
variables.

As a first step, let 0; := 2.X; — 1 and 0} := 2Y; — 1 for i, j € [k], so that the 0; and 0} are independent
Rademacher random variables. Since the sum of entries of ¢ along any fixed row or column is zero by
assumption, we note that

Z :i > 6,0:0). (15)
i,j€[k]
Since 0; and ¢’ are independent and E[0;] = 0, it follows that E[Z] = 0. For Z 2, we again use independence
of # and ¢’ to obtain
E[Z°] = ) 600unR[0,60,65600] = Y 61,0, E[0:, 05, E[6] 6] .

(81,1 82,52) €[K]* (i1,41,12,52) €[k]*

Moreover, since the coordinates are independent, we also have E[¢;,0;,] = E [9;19;2] = 1{4,=i,}- Therefore,
1 1
E[2?] = 1 <>Em5 = 5 lol7-

It remains to bound the fourth moment of Z. Using the representation of Z as in (15), we bound the

moment-generating function of Z as

\? R 1
logEge | M| < = 1 V0 <A
08 =00 [e ] =2 1—4X2p(0)? <A 26)

(see, e.g., [2, Claim IV.17]) where p(d) is the spectral radius of 4. Now, by a standard Markov-based
argument, we have that IE[Z4] < %E,gg/ [e)‘Z ] for all A > 0. Therefore, combining the two and using the
fact that p(d9) < ||d]|» we can write

04 a2 ok 1
E[Z%] < e 7007 VO< A< .
=5 Mol
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Setting A\ = for any constant C' > 0 yields E[Z*%] < 24 - Clere 16]|% . Optimizing for C' > 2,

1+\f

C||5||

we can take C' = and get

E[Z"] < 984/|6]%- (16)

The remainder of the proof follows that of Theorem II1.8 using the Paley—Zygmund inequality: for every
t e [0,1]

t E[Z?]  (1-)?
Pr|Z%> —||o|% | > (1 -t
r[ > 16! ”F} > (L= 0P G 2 956 o8t
establishing the theorem (by choosing ¢ := 16« and ¢, := %). U

Remark A.3. Although the proof of Theorem IV.4 uses full independence of the vectors X and Y (due to
the use of the moment-generating function), it is easy to see that the statement still holds when X (resp.
Y) is only 4-wise independent. This is because the Paley—Zygmund-based argument only relies on bounds

on moments up to order four, and those moments are the same for 4-wise and fully independent vectors.
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