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Abstract—In this paper, we consider decode-and-forward (DF)
relay beamforming for secrecy with cooperative jamming (CJ)
in the presence of multiple eavesdroppers. The communication
between a source-destination pair is aided by a multiple-input
multiple-output (MIMO) relay. The source has one transmit
antenna and the destination and eavesdroppers have one receive
antenna each. The source and the MIMO relay are constrained
with powers Ps and Pr, respectively. We relax the rank-1
constraint on the signal beamforming matrix and transform the
secrecy rate max-min optimization problem to a single maxi-
mization problem, which is solved by semidefinite programming
techniques. We obtain the optimum source power, signal relay
weights, and jamming covariance matrix. We show that the
solution of the rank-relaxed optimization problem has rank-1.
Numerical results show that CJ can improve the secrecy rate.

keywords: Relay beamforming, decode-and-forward, physical layer se-
curity, secrecy rate, cooperative jamming, multiple eavesdroppers, semidefinite
programming.

I. INTRODUCTION

The early studies on providing security using physical
layer techniques started with the innovative works in [1]-
[3]. Wireless transmissions, being broadcast in nature, require
special attention to protect them from getting eavesdropped [4].
Investigation of the secrecy capacity/rate of various channels
has been a topic of research interest. For example, the secrecy
capacity results for point-to-point single-antenna and multi-
antenna wireless channels have been reported in the literature
[5]-[8]. Also, artificial noise injection (also referred to as coop-
erative jamming) is known to improve secrecy rates [9]. This
is achieved by adding artificially generated noise (jamming
signal) to the information bearing signal such that it degrades
the channel towards the eavesdropper(s) but does not degrade
the intended receiver’s channel.

Recently, there has been a lot of interest in coopera-
tive relay communication with secrecy constraints [10]-[15].
Cooperative relays act as distributed antennas and they can
help improving the secrecy rates. The relays can operate
under amplify-and-forward (AF) and decode-and-forward (DF)
protocols. In this paper, we consider DF relay beamforming
for secrecy with cooperative jamming (CJ) in the presence of
multiple eavesdroppers. DF relay beamforming using single-
antenna relays has been considered in [15]. It did not con-
sider CJ. Our present work, on the other hand, considers
secrecy rate in the presence of CJ injected by a multi-antenna
relay (MIMO relay). In the considered system, the MIMO
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relay aids the communication between source and destination.
The source, destination, and eavesdroppers are single-antenna
nodes. The source and MIMO relay are power constrained.
In addition to forwarding the decoded signal, the MIMO
relay aids secrecy by injecting artificial noise (jamming signal)
to degrade the eavesdroppers’ channels. For this system, we
obtain the optimum source power, signal relay weights, and
jamming covariance matrix. We do this by relaxing the rank-1
constraint on the signal beamforming matrix and transforming
the secrecy rate max-min optimization problem to a single
maximization problem, which is then solved by semidefinite
programming techniques. We show that the solution of the
rank-relaxed optimization problem has rank-1, and that the CJ
signal transmitted by the MIMO relay improves the secrecy
rate.

Notations : A € CV1*N2 implies that A is a complex
matrix of dimension N; X Nao. A = 0 and A > 0 denote
that A is a positive semidefinite matrix and positive definite
matrix, respectively. I denotes the identity matrix. Transpose
and complex conjugate transpose operations are denoted by
[.]7 and [.]*, respectively. || . || denotes 2-norm operation. E[.]
denotes expectation operation.

II. SYSTEM MODEL

Consider a DF cooperative relaying scheme which consists
of a source node S having single transmit antenna, a MIMO
relay node R having N receive and transmit antennas, an
intended destination node D having single receive antenna, and
J eavesdropper nodes {E'1, Eo, - - - , E;} having single receive
antenna each. The system model is shown in Fig. 1.

In addition to the links from relay to destination node
and relay to eavesdropper nodes, we assume direct links
from source to destination node and source to eavesdropper
nodes. The complex fading channel gain vector between the
source and relay is denoted by g € CN*!. Likewise, the
channel vector between the relay and destination is denoted by
h € C*N_ and the channel vector between the relay and the
jth eavesdropper is denoted by z; € CN, j=1,2,---,J.
The channel gains on the direct links from the source to
destination and the source to jth eavesdropper are denoted
by ho and zoj, respectively. We also assume that channel
gains on all the links are known and that they remain static
over the transmission of a codeword. This assumption is
reasonable when the eavesdroppers are also legitimate users
in the network.

Let Ps and Pr denote the available transmit powers for
the source and relay, respectively. The source transmits an
iid. symbol z ~ CAN(0,1) in the first hop of transmis-
sion. In the second hop, the relay transmits the successfully
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Fig. 1. System model — DF relay beamforming with cooperative jamming
using MIMO relay.
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decoded symbol to the destination. Let {¢1,¢d2, - ,¢n}
denote the complex weights applied on the decoded symbol
z transmitted by the relay in the second hop. Define ¢ =
[f1, P2, -+, on]T € CVN*L In addition to the decoded symbol
x, the relay also transmits an i.i.d. jamming signal ¢ € CV*1
where ¢ ~ CN (0, ¥) and ¥ = E[¢p2p*], with an intention to
degrade the links towards the eavesdroppers.

Let P,(< Ps) denote the power transmitted by the source
S in the first hop. Let y € CV*1, yp,, and YE,,; denote the
received signals at the relay R, destination D, and jth eaves-
dropper E;, respectively, in the first hop. In the second hop,
the received signals at the destination and jth eavesdropper are
denoted by yp,, and y By respectively. We have

yr = VPgr+ng (D)

Yp, = V/P.hox + MDy> @)

Yp, = VPs20@+ng,, Vi=1,2-,J, 3)
Yp, = hoxr+hyp+np,, 4

Yp,, = 2T +2z;¥+ng,, Vji=12---,J (5

The noise components, 1)’s, are assumed to be i.i.d. CN'(0, Ny).

III. MIMO DF RELAY BEAMFORMING WITH CJ

Using (1), the information rate at the relay R is

Lillg ||2>

Ny (©)
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5](3}; Yyr) = 2log2(1+

where the factor 1/2 appears because of two hops. Using (2)
and (4), the information rate at the destination D is
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Similarly, using (3) and (5), the information rate at the eaves-
dropper Ej is
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Further, the relay will be able to correctly decode the symbol
x if [11,15]
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The total power (signal power plus jamming signal power)
transmitted by the relay is given by

¢ P + trace(¥) < Pg. (10)

Using (7), (8), and subject to the constraints in (9), (10), the
achievable secrecy rate is obtained by solving the following
optimization problem:
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We solve the above problem for a fixed Ps = mA, where
A = Ps/M, M is a large positive integer, and 1 < m < M.
We denote the secrecy rate for a given P; = mA by R, (mA).

Defining ® = ¢¢* and dropping the logarithm in (11),
(12), we write the optimization problem (11) in the following
equivalent form:

h®h*

a+ v Fon
. No+hUh*
max  min °—+q)* (13)
S T G120 \poy o R |
J N0+z].\11z;



st. ®>0, rank(®)=1, ¥>O0,
trace(®) + trace(¥) < Pg,
¢ > <a+ ’“I”"*>.

- No+h¥®h*

Further, we relax the rank(®) =1 in (14) and transform the
inner most minimization in (13), i.e.,

(14)

h®h*
min O+ N rhOR
§i1,2,-,J z,®z;

bj + iz we
J J
to an equivalent maximization form:

max rs (15)

r, s

s.t a—l—Lh* > r
o Ny +hU®h* =
1 .
> s, Yi=1,2,---,J. (16)

b z;®zj
J + No +zj \I'z;f

With this, we write the optimization problem (13) in the
following single maximization form:

WL an
S.t.
r>05>0, &>=0, >0, (181)
trace(®) + trace(¥) < Pr, (18.2)

c(NO +hW¥h") > a(No + h‘Ilh*) + (h(I)h*),
(18.3)
a(No + h®h*) + (h®h*) > r(Nog+h¥h"),
(18.4)
Vi =1,2,--,J, (NoJrzj\Ilz;f) >
3<bj (No+z,;®z5) + (zj'IJz;f)) (18.5)
(18)
In the appendix, we show that the solution ® of the above
optimization problem has rank-1. We also numerically confirm
that the solution ® of the above optimization problem has
rank-1. This implies that the optimization problems (17) and

(13) are equivalent. We solve the above optimization problem
as follows.

Step 1: We split the optimization problem (17) into the
following two optimization problems, and solve for r,,,, and
Smaux respectively:

Tmar = Max 7 (19)

st. r>0, =0, ¥>0,
trace(®) + trace(¥) < Pg,
¢(No+h®h*) > a(No+h¥h”) + (h®h"),
a(No +h®h*) + (h®h*) > r(No+h¥h"), (20

and

max § (21)

st. >0, >0, ¥>0,

trace(®) + trace(¥) < Pg,

¢(No+ h®h*) > a(Ng+h¥h*)+ (h®R"),
Vi=1,2---,J, (No+z;¥z}) >

s(b;(No +2,92)) + (2,92])). @2

For a given r and s, the optimization problems (19) and (21)
can be written, respectively, as the following two semidefinite
feasibility problems [16]:

find &, W, (23)
s.t. all the constraints in (20) are satisfied, and

find &, P, 24)
s.t. all the constraints in (22) are satisfied.

The optimization problems (19) and (21) can be solved
using bisection method. We describe the bisection method in
short to solve (19) as follows. Let 7,,,. lie in the interval
[T11, Tu1). Check the feasibility of (23) at 7 = (ry + ry)/2. If
(23) is feasible then r;; = r else r,; = r. Repeat this until
ru—7y < 0, where § is a small positive number. The intervals
[ri7, Tui] and [sy7, Squ] to compute 7y, and Sp,q, can be taken
as [1, c] and [0, 1], respectively. The maximum values of r and
s obtained in the above two independent optimization problems
will be larger than the values that would be obtained in the
original joint optimization problem (17). This is due to the fact
that the maximum over a larger set (or unconstrained set) is
larger than the maximum over the smaller set (or constrained
set). So the maximum value of the product rs obtained in the
constrained optimization problem (17) will be upper bounded
by the product 7,42 Smaz-

Step 2: We denote the optimum value of the optimization
problem (17) by 7op¢Sopt. For positive secrecy rate,
Tmax 2 Topt > 17 1 Z Smax Z Sopt > 0 and Toptsopt > 1.
Having obtained the values of 7,4, and S, in Step 1, we
obtain 7,,¢50p¢ sequentially by increasing r from 1 towards
Tmaz 10 discrete steps of size A, = (ryaz — 1)/ L, where L
is a large positive integer, and finding the maximum s such
that the constraints in (18) are feasible and the product rs
is maximum. The algorithm to obtain 7,,¢Sop: is as follows:

l.forG =1 :1: L)
2. begin
3o = 14+ (ix Ap)

4.8, = max s
y S, T=Tg

e, v
. s.t. to all constraints in (18) with r = r; in (18.4)

9,1

Jif (i =1) then rop =74, Sopt = S;

- elseif (TopiSopr < 758;) then rop =75, Sopt = 8;
. else Topt = Topts Sopt = Sopt

. endif

0. end for loop

= © 00 3O

The constrained maximization problem in the for loop
above can be solved using the bisection method, as described
in Step 1 to solve (19), by checking the feasibility of the
constraints in (18) at = 7; and s in the interval [0, $;142]-



With 1,5, obtained from Step 2, the secrecy rate
R, (mA) for a given source power P; = mA is then given by

R, (mA) =

1
5 10g2 ToptSopt (25)
and the optimum secrecy rate R, for 0 < P; < Pg is

R, = R, (mA). (26)

max
m:1,2,--- M

IV. RESULTS AND DISCUSSIONS

We computed the secrecy rate as a function of total relay
power through simulations for the following set of system
parameters: N = 2, No = 1, J = 1,2,3, L = 50, and
fixed P, = 0 dB. The following channel gains are used: g =
[—0.5839 + 2.2907i, —0.7158 + 0.11444]”, hg = —0.3822 —
0.39767, 201 = 0.0123 + 0.0137%, 202 = 0.0231 — 0.0178s,
203 = —0.0045 —0.00424, h = [0.2174 — 0.6913¢, —0.4047 —
0.31597], z1 = [0.3826 + 0.0811¢, 0.8389 — 0.0943i], z5 =
[0.2977 + 0.7902¢, —0.2069 + 0.4696i], z5 = [—0.6076 +
0.6637¢, —0.3316 + 0.19211].

In Fig. 2, we plot the secrecy rate with/without CJ versus
total relay power for J = 1,2, 3 eavesdroppers. In this figure,
we observe that when only one eavesdropper is present, the
secrecy rate plots with/without CJ overlap. This is due to the
null signal beamforming by the MIMO relay at the eavesdrop-
per. This is possible only when the number of eavesdroppers
is strictly less than the number of antennas in the MIMO
relay which happens to be true for this case with N = 2 and
J = 1. We also observe that the secrecy rate increases with
increase in relay power, and exhibits saturation behavior for
large relay powers. This is due to the constraint (18.3) being
upper bounded by factor ¢ for a fixed source power Ps. This
behavior is discussed in detail in the appendix. For the system
parameter setting in Fig. 2, we also observe a clear advantage
of using the jamming signal in improving the secrecy rate when
more than two eavesdroppers are present.

V. CONCLUSIONS

We investigated decode-and-forward MIMO relay beam-
forming for secrecy with cooperative jamming and in the
presence of multiple eavesdroppers. We solved the secrecy
rate max-min optimization problem by relaxing the rank-1
constraint on the signal beamforming matrix and transformed
the problem into a single maximization problem, which was
then solved using semidefinite programming. We showed that
the solution of the rank-relaxed optimization problem was
rank-1. We obtained the optimum source power, signal relay
weights, and jamming covariance matrix. Cooperative jamming
was shown to improve the secrecy rate.

APPENDIX

In this appendix, we show that the solution ® of the
optimization problem (17) has rank-1. Take the Lagrangian

O No CJ 1Eave
0 WithCJ, 1 Eave
No (CJ, 2 Eaves
4 With CJ, 2 Eaves
-0 No CJ, 3 Eaves
With CJ, 3 Eaves

Secrecy Rate — Bits/ChannelUse
=
o

I ) [ A
0036912151821242730

Total Relay Power (dB)

Fig. 2. Secrecy rate in DF MIMO relay beamforming with/without jamming
signal versus total relay power. N =2, No =1, J =1,2,3, L = 50, and
fixed Ps = 0 dB.

of the optimization problem (17) as follows:

g(’f', S, Qa \Ilv )\7‘7 )\s; A<D7 A\Il; )\PRv 53 s Vj) =
—r8 — AT — AgS

—trace(Ae®) — trace(Aq,\Il
+ Apg (trace(@) + trace(¥

+ 5(a(NO +hWh*) + (h®h*) — ¢(No + h¥h*)

+ u(r(No + h®R") = a(No + R¥R") — (h®N")

+ Zl/j( ( N0+z \Ilz

—(NO + Zj‘I’Zj)),

z<I’z

\_/ \_/vv

Where)\rzoa )‘5207 A@toa A\Iltov )\PRZO7 52
0, ¢ > 0, and v; > 0 are Lagrangian multipliers. The KKT
conditions are as follows:

(K1) all the constraints in (18).

(K2) Ay = 0 and Ags = 0. Since for positive secrecy
rate, 7 > 1, 1 > s > 0 and rs > 1, this implies that A\, =0
and A\, = 0.

(K3) trace(Ae®) = 0. Since Agp >
this implies that Ag® = 0.

0 and & > O,

(K4) trace(Ag®) = 0. Since Ay = 0 and ¥
this implies that Ay W = 0.

Y
e



(K5) Ap, (trace(@) + trace(¥) — PR) =0.
(K6) & (a(No + h®h*) + (R®h") — c(No + RER") ) =0,
K7) u(r(No + h®R*) — a(No + hER) — (h®")) = 0.

(K8) v; (s (0 (Not2,®27) + (2,®27)) —(N0+zj\1fz;f)> =
0, Vj=1,2--,J.
K9 £ = 0 = s+ A\ = u(No + hTh*). Since

A, = 0 from (K2), this implies that g > 0. With g > 0 in
(K7), constraint (18.4) will be satisfied with equality.

(KI10) &£ =0 = r+ A = X7, v (bj(No +2,¥2}) +

(zji'z;f)) Since A\; = 0 from (K2), this implies that not all
v;s can be zero simultaneously and some constraints in (18.5)
will be satisfied with equality.

(K11 2L =
J *
8D i1 vi(257;) =

K12) £ = 0 = Ay = Ap, I + (a — &+ pr —
* J *
pa)(h™h) + 35 vi(sbj —1)(zjz;) = 0.

— As = Apd + (€~ w)(hh) +
0

For & # 0, the constraint (18.3) will be satisfied only
if ¢ > a. We assume that ¢ > a. Let Pr be small enough such
that the constraint (18.3) is satisfied with strict inequality.
With this, (K6) implies that ¢ = 0. (K3), and (K4) imply
that trace(Ae®) + trace(Ag®) = 0. (K11), (K12), (K5),
(K6), (K7), and (K8) further imply that

App Pr + &(c — a)Ng + pu(a — r)Ng +

Z vj(1 — sbj)Ny = 0. (27)

Jj=1

(K9) and (18.4) imply that p(a — r)Ng < 0. Similarly, (K10)
and (18.5) imply that Z;}:l vj(1—sbj)No > 0. With this, (27)
will be satisfied when Ap, > 0. With Ap, > 0, (KS5) imply
that (18.2) will be satisfied with equality, i.e., the entire relay
power, Pg, will be used for transmission. From (K11),

J
Ag + p(h"h) = Ap, I+ 5> vi(2}z;) = 0. (28)

j=1

With Ap, > 0, the right hand side of the above expression
is a full rank positive definite matrix. This implies that
Ao + p(h™h) = 0 and rank(Ag + u(h*h)) = N. Since
rank(u(h*h)) = 1, this implies that rank(Ag) > N — 1.
With & # 0, (K3) implies that rank(Ae) # N. This
means that rank(Ag) = N — 1. This further implies that
rank(®) = 1.

We now show that the solution ® of the optimization
problem (17) has rank-1 even for large values of Pp. Let
® £ 0 (= 0) and ¥ (= 0) be the optimal solution of (17)
with

trace(®) + trace(¥) = P < Pg,

and the objective function value rs > 1 with 1 > s > 0 and
r > 1. Define

5 e e
O 7 trace(®) + trace(¥) P’
v v

v, = -2
trace(®) + trace(¥) P

It is obvious that the objective function value, rs, in the opti-
mization problem (17) is a non-decreasing function in Pgr. As
discussed previously for small values of Pgr, the optimization
problem (17) attains it’s maximum value when entire power is
used, i.e., (‘ﬁ, ‘I’) = (P(I>0, P‘I’()) = (PR(I’(), PR‘I’()). This
implies that the objective function value, rs, in (17) is a strictly
increasing function in Pp for small values of Pr. We now fix
the directional matrices (®(, W) which are obtained for small
values of Pg such that the constraint (18.3) is satisfied with
strict inequality. We consider the following two cases.

Case 1: We assume that g = 0 or h¥yh™ # 0. We
rewrite the constraint (18.3) in the following form:

¢z (“*%)

In the above inequality, the derivative of the function
(%) w.r.t. P when evaluated at (P®,, P®y) is strictly
greater than zero. This implies that the right hand side of
the above inequality is also a strictly increasing function
in P at (P®,, P¥y). Since ¢ in the above inequality is
upper bounded due to fixed source power, this inequality
will be satisfied only when ¢ > a and P is small. The
above analysis implies that if the above inequality is satisfied
at (Pr®y, Pr%¥y), the optimization problem (17) subject
to the constraints in (18) will attain its maximum value at
(Pr®y, Pr¥y), i.e., when the entire available relay power,
Pp, is used. When Pp is large such that the above inequality
fails to satisfy at (Pr®(, PrWy), the optimization problem
(17) will attain its maximum value at (P®o, PW¥), where
P (< Pg) is the maximum power at which the above
inequality is satisfied at (P®,, P®¥;). The excess power
(Pgr — P) will remain unused.

(29)

Case 2: In this case, we assume that ¥, # 0 and
h¥oh* = 0. If the inequality in (29) is satisfied at
(Pr®y, Pr¥y), the analysis presented in Case 1 applies in
this case also. When Py, is large such that (29) fails to satisfy at
(Pr®y, PrPy), the optimization problem (17) will attain its
Pr—Ptrace(®y) T,

trace(¥o) 0»
where P (< Pg) is the maximum power at which (29) is sat-
isfied at (P®,, P®¥,). The excess power (Pr— Ptrace(®y))

will be used for jamming purposes.

maximum value at = PPy and ¥ = (

The analysis presented in Case 1 and Case 2 imply that
the rank of ® remains constant for all values of Pg.
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