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Abstract—In this paper, we study beamforming techniques for
secrecy with worst case signal-to-interference-plus-noise ratio
(SINR) guarantees in cooperative communications with imperfect
channel state information (CSI). The worst case SINRs are the
minimum SINR at the intended destination and the maximum
SINR at the eavesdroppers. We consider a norm bounded CSI
error model. With the available imperfect channel estimates, we
design beamformers such that the minimum SINR receivable by
the intended destination is above a certain threshold, while the
maximum value of SINRs receivable at the eavesdroppers are
below another lower threshold. We consider amplify-and-forward
(AF) and decode-and-forward (DF) relaying schemes. The relays
do the worst case transmit beamforming and injection of artificial
noise (AN). We jointly optimize the beamformers and the AN for
the AF and DF schemes subject to the worst case SINR constraints
at the destination and the eavesdroppers. We solve the correspond-
ing optimization problems as semi-definite programming (SDP)
problems by rank relaxation and S-procedure. Numerical results
show that AN injection at the relays significantly reduces the
average total transmit power required to meet the worst case
SINR constraints, and improves the solution feasibility of the
optimization problems.

Keywords — Physical layer security, cooperative communication, artificial

noise, imperfect CSI, semi-definite programming, S-procedure.

I. INTRODUCTION

Because of their broadcast nature, wireless channels are vul-
nerable to eavesdropping. Secure wireless communication in
the presence of eavesdroppers is a topic of current interest [1],
[2], [3]. In physical layer security, secrecy guarantees can be
achieved by exploiting the characteristics of the physical layer.
Secrecy in wireless communication can be improved using mul-
tiple antennas [4]. Techniques used for secrecy with multiple
antennas include beamforming and injection of artificial noise
(AN). In the AN technique, a portion of the transmit power
is used to artificially generate noise which is injected into the
channel. The injected noise can interfere at the eavesdroppers,
and hence can potentially increase the secrecy rate [5].

The signal-to-noise ratio (SNR) at the receiver determines the
bit error rate (BER) performance of communication links. So,
for secret communication, we need certain SNR targets at
the destination and at the eavesdroppers. Beamforming can
be used to guarantee these SNRs at the destination and the
eavesdroppers. Secrecy can be improved by using AN injection,
which essentially act as interference at the eavesdroppers [S].
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In scenarios with AN injection, it would be appropriate to use
signal-to-interference-plus-noise (SINR) targets instead of SNR
targets, e.g., maintain good SINR at the destination and poor
SINRs at the eavesdroppers.

In this paper, we focus on the design of beamformers and
AN in cooperative communications with imperfect channel
state information (CSI). We ensure that the minimum SINR
at the destination to be above a certain threshold (yp) and
the maximum SINR at the eavesdroppers is below another
lower threshold (vg). In [6], robust beamforming strategies
for multiple-input single-output (MISO) system is studied with
imperfect knowledge of eavesdroppers CSI. Having multiple
antennas at the source may not be feasible always due to space
constraints of accommodating them. Relays can be used to
aid communication in such cases. Relay communication for
secrecy has been investigated in [7] and [8]. In this work, we
study beamformer design and AN injection at the relays with
minimum total transmit power, subject to worst case SINR con-
straints at the destination and the eavesdroppers in amplify-and-
forward (AF) and decode-and-forward (DF) relaying protocols
with imperfect CSI on all links, where the CSI error vectors
are norm-bounded by a known value.

The considered beamformer designs with minimal total trans-
mit power are non-convex optimization problems. By rank
relaxation and S-procedure they are converted to semi-definite
optimization problems and solved by semi-definite program-
ming (SDP) tools. The performance of the beamformers with
and without AN are compared. Numerical results show that
injection of AN at the relays significantly reduces the average
total transmit power required to meet the SINR constraints,
and also improves the solution feasibility of the optimization
problems for AF and DF relaying schemes.

Notations: Vectors and matrices are denoted by boldface low-
ercase letters and boldface uppercase letters, respectively. [.]7,
[.]*, [.]T denote the transpose, conjugate, hermitian operations,
respectively. E[.] denotes expectation, ||.|| is euclidean norm,
tr(.) is the trace operator, diag(y) denotes a diagonal matrix
with the elements of vector y along its diagonal, diag(A)
denotes a vector formed with the diagonal elements of A, and
I,, denotes n x n identity matrix.

II. SYSTEM MODEL

We consider one source and one destination communicating
with the help of multiple relays in the presence of multi-
ple eavesdroppers. The system model is as shown in Fig.
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1. The model consists of a source S, a destination D, N
relay nodes {R;}Y,, and M eavesdroppers {E,,}2_,. All
nodes are assumed to be half-duplex with one antenna each.
All channels are assumed to be flat fading. Let hip =
("R, > MRy, - ,thN]T denote the IV x 1 channel gain vector
from source to relays, hgp denote the channel gain from
source to destination, hp = [hsg,,hsm,, - ,thM]T denote
the M x 1 channel gain vector from source to eavesdroppers,
2o = [hRypshRyps  hiyp)" denote the N x 1 channel
gain vector from relays to the destination, and Hp, de-
notes the N x M channel matrix between relays and eaves-
droppers given by Hyp = [hig, hip, - hgg,|, Where

hEEm = [h*RlEm7h7%2Em7"' 7h%NEm]T9 m = 1723'“ 7M' In

Destination

Eavesdroppers

Fig. 1. System model of relay beamforming with multiple eavesdroppers.

both AF and DF schemes, communication between source and
destination takes place in two time slots. In the first slot,
source transmits the data symbol, which is received by the
relays, destination and eavesdroppers. In the next slot, the
relays transmit to the destination which is received at the
eavesdroppers too. The signal received by the relays during
the first slot is given by

Yr =V Pshgpr + npg, ey

where P; is the source power, x is the source data with unit
variance, yr is the N x 1 vector with received signals at N
relays, np is the thermal noise vector at the relays, i.e., np ~
CN(0,0%Iy). The received signals at the destination and at
the mth eavesdropper during first slot are given by

yip = VVPshipx +nip, )
YiE,, = VPshsg, v +mng,,. 3)

A. Amplify-and-forward scheme

In the AF relaying scheme, during the second time slot, the
relays transmit the weighted version of the received signal and
add artificial noise (AN). The transmit signal of the relays,
denoted by s, is given by

s = diag(yr)w +nan, “)

where nAN = [AN,, AN, ,NANy] > and 14y, is the
artificial noise injected by the ith relay. nan is N X 1 complex

Gaussian vector with zero mean and covariance matrix 2, i.e.,
nay ~ CN(0,£2). The received signal at the destination in the
second time slot is given by

Yap = \/J?ShTwac +nkdiag(hlp)w + hTRDnAN + nap, (5)

where h = diag(hsr)hgp. Similarly, the received signal at
the mth eavesdropper is given by

Y21,,=VP:hl,wz + nkdiag(hhp, )W + hi,; nan +nag,,, (6)

where h,,, £ diag(hsr)hgg,, . The thermal noise components
at the destination and the mth eavesdropper, are assumed to be
iid; nip ~ CN(0,0%) and nip,, ~ CN(0,0% ) fori=1,2.
Using (4), the total transmit power in AF scheme is given by

Pr = Pi4+w'(Pidiag(hig)diag(hsr) +opl,)w +tr(Q). (7)

B. Decode-and-forward scheme

In the DF scheme, a relay selection scheme is considered where
k out of N relays (1 < k < N) decode the data from the
received signal (1) in the first slot, and transmit the decoded
data along with AN in the second slot. Relay R; is chosen to
participate in the DF relaying if its minimum receivable SNR
in the first slot is above a threshold ~g. The transmit signal
from k selected DF relays is

s = diag(x)w + nay, )
where x =[x, 72, , 23], x;(= ) is the decoded symbol
with unit variance at the ith relay for (1 < ¢ < k), w is
the beamforming vector for the £ selected relays, and nan
is the AN vector injected by the k relays. In this DF scheme
with relay selection, h¥,, is a £ x 1 vector with channel gains
from the selected relays to the destination. Likewise, h, B,
is a k x 1 vector with channel gains from k relays to the
mth eavesdropper. The received signal at the destination during
second slot is given by

Yap = h}Ddiag(x)w + hJIr{DnAN + nap. 9)

Similarly, the received signal at the mth eavesdropper during
second slot is given by

Yo, = hTREmdz'ag(x)w + hJI[%EmnAN + nop (10)

m°

The total transmit power in DF scheme using (8) is given by
Py = P, + [[w|? + tr(Q). (11)

In DF, for minimum transmit power, we have to solve the
optimization problem over all possible relay combinations (i.e.,
2N — 1 combinations) and choose the subset of relays which
results in the lowest transmit power. Beamforming has to be
done over these selected best relays and AN has to be injected.

III. SINR EXPRESSIONS WITH IMPERFECT CSI

We assume that channel state information (CSI) knowledge is
imperfect. Only the channel estimates are available. Let the
channel error vectors be defined as follows: esp = hsp —hsp,

esg,, = hsg,, —hse,,, esr, = hsr; —hsr,, fori =1,2,--- | N,
erp = hrp — hrp, egrg,, = hgg, — hgrg,, form =
1,2,---,M, where esp, esE,,, €sr;; €rD, €rE,, are the error
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components and fLSD, ESEM, }ALSR“ ERD, ﬁREm are the avail-
able CSI estimates. The error vectors are assumed to be norm
bounded, i.e., lesp|® < €&p, lese,, |* < cip lesr,|* < €kp, i =
1,2,---,N, |lern|® < ¢kp and |lerp,,||* < ¢hg, form =
1,2,---, M, where e%p,€kp, ¢2p,chrpandeky are known. In
case of AF, we assume that the estimates of h and h,, are
available and the corresponding error vectors are as follows:
h—h and e, = hy — hy,for m = 1,2,---, M.
The error vectors are norm bounded, i.e., |e||> < ¢ and
llem|® < €2,, for m =1,2,--- , M, where €, ¢2, are known.
Our aim is to find optimal source power P, relay weights w,
and AN co-variance matrix S, subject to the worst case SINR
constraints at the destination and eavesdroppers, i.e., we have
to ensure that
min (SINRp) >
max (SINRg,,) <

e =

vp and
YE,, for m=1,2,--- M.

Define @ £ ww'. ® is an N x N complex hermitian positive
semi-definite matrix (denoted by > 0).

A. Amplify-and-forward scheme

Using (2),(3),(5),(6), the SINR expressions at the destination
and the mth eavesdropper in terms of channel estimates and
error vectors are
Pslhsp + esp|? tr(®Ps(h+e)(h+e)f)

0% a%tv‘(@U) + 0% + tr(2B) ’
tr(® Py (hyn + em) (B + em)¥)
o%tr(®U,,) + U%m +tr(QB,,)’

SINRp =

7 2
SINRs, — Pslhse, +espn

B. Decode-and-forward scheme

Using (1),(2),(3),(9),(10), the SNR expression at ith relay, the
SINR expressions at the destination and the mth eavesdropper
in terms of channel estimates and error vectors are

Pilhsr; + esr,|?
=ISRy TOSR

SNRgp, = .
%R
Pe|h 2 tr(®B
SINR, = Ielhspiesoll  r(@B)
o3 0% +tr(2B)
Ps|h 2 tr(®B,,
SINRp, = s | SEm2+GSEm| _ r(®Bm)
O Em T T tr(Q2B.,)
where U = diag(flRD + eRD)*diag(flRD + eRD),Um =

diag(hrp,, +erg,,)*diag(hrg,, +erg,,). B = (hgp+erp)(hrp+
egp) and By = (hgg,, + ere,,)(hre,, +ers,,)l

IV. BEAMFORMING AND AN WITH SINR CONSTRAINTS

In this section, we present the beamformer design with mini-
mum total transmit power subject to the worst case SINR con-
straints at the destination and eavesdroppers. By rank relaxation
and using S-procedure, the optimization problems are solved
using SDP tools.

A. Amplify-and-forward scheme

Here, we will find P;, relay weights and AN required in the AF
scheme to guarantee the worst case SINRs at the destination
and eavesdroppers to be above and below certain set thresholds,
respectively. The SINR thresholds at the destination and the
mth eavesdropper are denoted by vp and ~yg, , respectively.

m?

Without loss of generality, assume {yg,, }X_, = yg. We write
the worst case SINR constraints as follows:
Pslhsp + esp|? +

min 5
esp o
tr(®P,(h h f
min 27“( s ( +92)( +e)') > b,
e, erp 0ftr(®U) + o, + tr(2B)
st lesp|® < esp, [lel® < € lern|® < €kp, (12)
Pk 2
i SEm;H?SEmI N
€SEm o7
tr(®Ps(hom + ) (B + em)!
(Pl en)lfn ten))
em, erp, optr(®Um) +og +tr(QBy)
st lese,|” < €kp, lleml® < €, llere,|? < €rp. (13)

First, we minimize the direct link SNR at the destination in
(12), which is A

. Pslhsp + esp|?
a = mn ———5——;

st lesn|” < €p,
esp a2,

(14)

_ Ps|\ﬁ5D|2— €SD|2' (15)
oD
Having obtained o as mentioned above, we rewrite (12) in
terms of « in the following form:

. tr(®Ps(h +e)(h+e))
min — 2
e, erp O'RtT(‘I’U) + O'D —+ tT(QB)

st |lel? < €, llernl?® < ékp,

) > (’YD _a)7

which can be transformed as
S

T 2 (w—a), (16)
Ve st e’ < € =
tr(®Ps(h+e)(h+e)f) > s > 0, (17)

Verp st |erp|® < €hp —>

oxtr(®U) + op +tr(QB) < t. (18)
Using S-procedure [10], we rewrite (17) and (18) in the
following equivalent LMI’s (Linear Matrix Inequality) form:

B} 2 07 )\D 2 03
Apl + P.® P, ®h
Ji 2 i e § =0, (9
' { pPhie —)\D52+hT<I>PSh—5} =0 a9
up > 0, Jo 2

,LLDI —A —AflRD .
: X 2 0, (20
|:_h;2DA —ppenp —hh Ahgp —oh +t] ~ 20

where A = o%diag(diag(®)) + Q. We now maximize the direct
link SNR at the mth eavesdropper in (13)

7 2
P5|hSEnL + eSEm,'
Bm = max 5

€SEm OB

p st lesen|’ < €5m, (21

_ P.||hsE,, | + ese|?
OB,

(22)

We rewrite (13) in terms of 3, as follows:
tr(® Py (B, + €m) (N + €))

< — Bm),
e 2 @U,) + o2+ (@B, = PP

st llem]® < e, llers,|I* < €hp,

which can be transformed as
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S

t—m < (yg — Bm) for m=1,2,.M, (23)
Ven st |len]® < € =
tr(éps(fl'm+ern)(fl7rL+e7n)T) S Sm,y (24)
Verm, st |lers,|* < ¢rp =
ohtr(®U) + op + tr(QB,,) >ty > 0. (25)

Using S-procedure, we rewrite (24) and (25) in the following
equivalent LMI’s form, as

AEWL >0, L;n 2
g, I— P& —~P,®h,,
ml - g . =0, 26
T S S TR U
tm > 0, pm, >0, L £
we,, I+ A Ahggp
Em . m > 0. 27
{h}gEMA B ehp + 0y Ahpg,, + 0% — |~ 27

From (7), the required worst case minimum power would be
min max (tr(®(Psdiag(hsr + esr)diag(hsg + esr)”
5 €SR
+ o71,)) + Ps + tr(£2)).

By doing the inner most maximization w.r.t esp,, the worst
case total power can be written as

min Py + tr(®(Pdiag(v)) + or1,)) + tr(Q), (28)
where v = [v1, v, -- ,on]|” and for i =1,2,--- , N,
7 2 2 2
v; = max |hsr, +esr,|"; stlesr,|” < €sr,

€SR;

= ||hsr,| + esr|’.

Using (16), (19), (20), (23), (26), (27) as constraints and (28) as
the objective function, the optimization problem for minimizing
AF total transmit power is
min
Ps,®, 2, Ap,up,

St By HEm
Sm, tm

st 3, J2=0,5 > 0,Ap > 0, up > 0,

Py + tr(®(Psdiag(v)) + orln)) + tr(€2)

s 2 t("}/D—(X),
for m=1,2,.M, sm < twm(ve — Bm),
LY, Ly’ =0, tm > 0, Ap,, > 0, up,, > 0,

P > 0, ® = 0, rank(®)=1,Q = 0.

(29)

This is a non-convex optimization problem. To make this
problem a convex SDP, we

1) relax the non-convex rank constraint, i.e., rank(®) = 1,
and

2) fix Ps and solve the above problem. Choose different Py
varied with a chosen step size for the considered source
power constraint P; < P,. Pick the solution with least
total power solved over different P.

Our goal is to find the beamforming vector w and the AN co-
variance matrix 2. The optimum solution of the SDP relaxation
problems are matrices, denoted by . Q. Numerically & is
seen to be a rank-1 matrix. We choose w along the principal
eigen vector of ®'. The beamformer design with minimum
transmit power without AN is a special case of (29) with 2 = 0.
This completes the beamformer design for the AF scheme.

B. Decode-and-forward scheme

Here, we present the design to find the relay weights, source
power and AN required in the DF scheme which minimizes
the worst case total transmit power. The required worst case
SNR constraint at ¢th relay, worst case SINR constraints at the
destination and mth eavesdropper are

Pi|hsr, + esr, |?

min ————5——— > g, st lesr,|” < €sr, (30)
eSR; 0%
P,||hsr,| — esr|?
Bllbsn = esnl > o Gy
ORr
. Ps|iLSD+65D|2 tr(®B)
>
esp o3 * orD o4 +1r(QB) — b
st lespl® < €&p, lerp|® < €rp,  (32)
max P5|iL5Em +€SEm|2 © max tr(®B.)
€SEm 0%, erE, 0f +tr(QBy)
< ym, st lesp,|? < €ép, llersl’ < ke (33)
Using (15), we rewrite (32) in terms of « as
. tr(®B) 9 9
LA Nt —a), st < ,
g;lg U2D+tT(ﬂB) = (fyD a) S ||eRDH > €RrRD
which can be transformed as
S
3 > (vp — @), (34)
Verp st |lerp ||2 < €hp =
(hrp + erp) ®(hrp +erp) > s> 0, (35)
Verp st |lerp|® < e¢hp =
ob + (hrp +erp) Q(hrp +erp) < t. (36)

Using S-procedure, we rewrite (35) and (36) in the following
equivalent LMI’s:

s 20, Ap > 0,
Apl + @ ®hrp
Jé{A hap }H), @37
! h;Dq) _)\DG%D‘FhLD@hRD_S -
up >0, Jo2 2
upl —Q —Qhrp ] o
A A - 0. 38
[—h}zpﬂ —ppehp —hhyQhrp —0h +t] ~ (38)
Using (22), we rewrite (33) as
tr(®Bn,) 2 2
—_ < — Bm), st < ,
max S aEs < (e =B stlens < chs
which can be transformed as
i—m < (vp — Bm) for m=1,2,.M, (39)
VeREm S.t HeREmH2 < G%E —
(hrp, +erp,) ®(hre, +ers,) < sm,  (40)

VeREm S.t HeREmH2 < 6?%E -

o . T+ (BREm + eREm)TQ(ﬁREm + erg,,) > tm > 0.

7

(41)

Using S-procedure, we rewrite (40) and (41) in the following
equivalent LMI’s form:
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Ag,, >0, L"#
[AEJ’%I 2 _‘I?hRE”L } =0, (42)
—hpp ® —Ag, €hE hp, ®hrg, +sm
tm 2 07 HE., 2 07 L;n =
pp, IT+Q Qhrp
S . . 0. (43
{ hJ;%EmQ “HE.n, E%Em + h}L%Em Qhgpp,, + 0% — tm} - “3)

Using (11) as the objective function, (34), (37), (38), (39), (42),
(43) as constraints, the optimization problem for minimizing
DF total transmit power is
min P, + tr(®) + tr(Q)

Ps, 2, Q,Ap, 1D, 8, 6, AE,, s KBy s Sy tm
s.t P5||Bsgi\ — 65R|2 > oRyr, for i=1,2, . .k,

Ji, J2>=0,s > 0,A\p > 0, up > 0,

s = t(’}/D - Oé),
for m = 17 27 “Mv Sm < tm(’}/E - Bm)y
71”7 L;n t 07 tm Z 0, )\Em Z 07 NEm 2 07

P, >0, & = 0, rank(®) =1,Q = 0. (44
As in the case of AF, we drop the constraint rank (®) = 1, fix
P and solve the problem. We choose different P varied with
a chosen step size for the source power constraint Py < P, and
pick that source power for different P; used which results in
least transmit power, i.e., the objective function. By using semi-
definite tool, we find the optimal beamformer vector w, source
power P, and AN covariance matrix 2. The beamformer
design without AN is a special case of (44) with 2 = 0.

V. RESULTS AND DISCUSSIONS

We evaluated the beamforming weights and AN covariance
matrices for AF and DF schemes. We obtained the average total
powers needed to meet the worst case SINR guarantees with
and without AN. We also obtained the feasibility percentage
as another performance measure. We compare the numerical
results with imperfect CSI with those with perfect CSI. All
the channel gains except the direct links are assumed to be
CN(0,1). The direct link channel gains from source to destina-
tion and source to eavesdroppers are assumed to be CA/(0,0.01).
We have considered N = 3 relays and M = 2 eavesdroppers.
Thermal noise variance at all the eavesdroppers is assumed to
be same, i.e., (0%, )m=1 = oz. The thermal n01se variance at
the destination and the relays is considered as o3 = o3 = 0.1.
We consider the source power constraint P; < P, = 3 dB. We
solved the optimization problem over different fixed P, varied
with a step size of 0.2. The SDP problems in (29) and (44) are
solved by using SeDuMi [11].

The average total power versus — performance plots for AF
and DF are plotted in Fig. 2 and’ Fig. 4, respectively. These
have been averaged for 100 channel realizations. When only
channel estimates are available with norm bounded errors, we
don’t know the actual error vector. In the case of imperfect
CSI, as we design for worst case scenarios, the worst case
total transmit power required would be higher compared to the
perfect CSI case. We also numerically observe that the average

total transmit powers for imperfect CSI in Fig. 2 and Fig. 4 are
more than those required in the perfect CSI case. From Fig. 2
and Fig. 4, we observe that the transmit power needed to meet
the SINR guarantees with AN is less compared to the transmit
power needed without AN for both perfect and imperfect CSI
cases.

The solution feasibility percentage versus —- plots averaged for
1000 channel realizations for AF and DF are shown in Fig. 3
and Fig. 5, respectively. The considered optimization problems
without AN are a subset of optimization problems with AN. So,
the solution feasibility with AN will be improved as we have
additional freedom of AN. When checked over all possible error
vectors within the norm, the solution feasibility with imperfect
CSI case is less compared to perfect CSI case since the channel
will be discarded even if the optimization problem fails for
one possible error vector. Thus the feasibility performance is
degraded with imperfect CSI compared to perfect CSI.

n

© -6-without AN, imperfect CSI
1|-=-with AN, impertect CSI

o|-*-without AN, perfect CSI : 4
-6 -with AN, perfect CSI

©

AF Scheme

Average total power (dB)
o

5
11c? (dB)

Average total power in AF scheme with 3 relays, 2 eavesdroppers,
YD = 10 dB, and YE = 3 dB.

Fig. 2.

2 70

260
= 3
% 0 o soneme

8 40— :

Iy ; -8~ Without AN, imperfect CSI

-e-with AN, imperfect CSI
-%-without AN, perfect CSI
10

-0 -with AN, perfect CSI ‘ ‘ ‘

—90 -5 0 5 10 15 20
1io?. (4B)

Fig. 3. Feasibility percentage in AF scheme with 3 relays, 2 eavesdroppers,
vp =10 dB, and v = 3 dB.

A. Discussions on AF performance

The error component parameters used for AF simulations are
e%w = €4y = & = €, = efﬂ = 0.01, ¢, = 0.001 and
e&p = € = 0.0001. In Fig. 2, for —- < -2 dB, the average total
power required is flat as the constramt SINRg < g becomes

insignificant. The meaningful constraint for the optimization
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problem is only SIN Rp constraint and so the transmit power
becomes independent of o%. With AN, power increase for
decreasing 0% is small due to the domination of AN term in

the denominator of the SINR expressions. When [%2 becomes
E,

> 15 dB, direct link SNR contribution increases as a% reduces.
Due to direct links, the SINR contribution to be done by
the relays to guarantee the SINRs reduces. This reflects as
beamforming design at relays with reduced SINR thresholds vp
and yg. If vg is decreased, the minimization of transmit power
becomes a more constrained problem and so the minimum
power increases. For 12 = 20 dB with imperfect CSI, we see
that the total power Wltlfl AN is around 6.5 dB less compared
to without AN case. In Fig. 3, the solution feasibility with AN
is around 92% initially and does not vary much due to AN
term dominating the variation of 0%. But when = exceeds 10
dB, feasibility drops to 65% due to direct 11nks contributing
considerable SNR at the eavesdroppers. Whereas, without AN,
feasibility % reduces from 90% to 22%.

£
V| I I
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~
o
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4
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w
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Fig. 4. Average total power in DF scheme with 3 relays, 2 eavesdroppers,
YR = 10 dB, YD = 10 dB, and YE = 3 dB.
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B. Discussion on DF performance

For the average total power of DF scheme in Fig. 4, following
error component parameters are used: €%, = ¢% = ¢ = 0.001
and €%, = %, = 0.0001. Without AN, in the imperfect CSI
case, the total power grows from 1.5 dB to around 4.5 dB.

When AN is injected, the power plot grows slowly as it is not

dominated by the low values of 0% due to the additional AN

term in the denominator of the SIN Rp expression. For -5 >
E

15 dB, U% in the denominator of direct link term dominates,
and so power increases even when AN is injected. The above
explained behavior is seen in the average power plots in Fig.
4. For the solution feasibility plots of Fig. 5, error component
parameters are same as in Fig. 4. We see that solution feasibility
with AN drops from 90% to 65% and then decreases slowly
to 55% due to AN term dominating the variation of a%, later
reduces to 4% due to increase in direct path SNR contribution
for decreasing o%. For — >=12 dB, feasibility % drops faster
due to imperfect CSIL. We can observe this by comparing with
the perfect CSI plot. Whereas, the solution feasibility without
AN drops from 90% to 1% for decreasing 0%. We see that the
feasibility % improves with the addition of AN.

VI. CONCLUSIONS

We investigated optimum power allocation to beamformer and
artificial noise (AN) for secrecy in AF and DF relaying with im-
perfect CSI, by considering a norm bounded CSI error model.
We designed the beamformers and AN with minimum transmit
power subject to worst SINR constraints at the destination
and eavesdroppers. The optimization problems were solved as
semi-definite programming problems by rank relaxation and
S-procedure. Numerical results showed that injection of AN at
the relays significantly reduces the average total transmit power
required to meet the SINR constraints, and also improves the
solution feasibility of the optimization problems. We further
note that the proposed problem formulation and solution ap-
proach with imperfect CSI and without AN can be relevant in
cognitive radio scenarios where interference to users needs to
be constrained.
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