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Abstract—This paper studies the value of limited rate
cooperation between the transmitters for managing interference
and simultaneously ensuring secrecy, in the two-user Gaussian
symmetric interference channel (IC). First, the problem is studied
in the symmetric linear deterministic IC (SLDIC) setting, and
achievable schemes are proposed, based on interference cancela-
tion, relaying of the other user’s data bits, and transmission of
random bits. In the proposed achievable scheme, the limited rate
cooperative link is used to share a combination of data bits and
random bits depending on the model parameters. Outer bounds
on the secrecy rate are also derived, using a novel partitioning
of the encoded messages and outputs depending on the relative
strength of the signal and the interference. The partitioning
helps to bound certain negative entropy terms, leading to a
tractable outer bound. The inner and outer bounds are derived
under all possible parameter settings. It is found that, for some
parameter settings, the inner and outer bounds match, yielding
the capacity of the SLDIC under transmitter cooperation and
secrecy constraints. In some other scenarios, the achievable rate
matches with the capacity region of the two-user SLDIC without
secrecy constraints derived by Wang and Tse; thus, the proposed
scheme offers secrecy for free, in these cases. Inspired by the
achievable schemes and outer bounds in the deterministic case,
achievable schemes and outer bounds are derived in the Gaussian
case. The proposed achievable scheme for the Gaussian case is
based on Marton’s coding scheme and stochastic encoding along
with dummy message transmission. One of the key techniques
used in the achievable scheme for both the models is interference
cancelation, which simultaneously offers two seemingly conflict-
ing benefits: it cancels interference and ensures secrecy. Many of
the results derived in this paper extend to the asymmetric case
also. The results show that limited transmitter cooperation can
greatly facilitate secure communications over two-user ICs.

Index Terms— Interference channel, information theoretic
secrecy, deterministic approximation, cooperation.
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I. INTRODUCTION

NTERFERENCE management and ensuring security of the

messages are two important aspects in the design of multi-
user wireless communication systems, owing to the broadcast
nature of the physical medium. The interference channel (IC)
is one of the simplest information theoretic models for analyz-
ing the effect of interference on the throughput and secrecy
of a multiuser communication system. One way to enhance
the achievable rate with secrecy constraints at the receivers is
through cooperation between the transmitters. In this work, the
role of transmitter cooperation in managing interference and
ensuring secrecy is explored by studying the 2-user IC with
limited-rate cooperation between the transmitters and secrecy
constraints at the receivers. In practice, such scenarios can
arise in a cellular network, where different users have sub-
scribed to different data contents, and are served by different
base stations belonging to the same service provider. In this
case, it is important for the service provider to support high
throughput, as well as secure its transmissions, to maximize
its own revenue. In these scenarios, the transmitters (e.g.,
base stations) are not completely isolated from each other,
and cooperation among them is possible. As the base stations
can trust each other, there is no need for secrecy constraints
at the transmitters. Such cooperation can potentially provide
significant gains in the achievable throughput in the presence
of interference, while simultaneously guaranteeing security.

To illustrate the value of transmitter cooperation in simulta-
neously managing interference and ensuring secrecy, a snap-
shot of some of the results to come in the sequel is presented in
Fig. 1. Here, the capacity of the symmetric linear deterministic
IC (SLDIC) with and without cooperation is plotted against
a £ 2 where m = (10.5logSNR|)*, n = (|0.510ogINR])*,
without any secrecy constraints at the receivers [3]. Also plot-
ted are the outer bound and the achievable rate for the 2-user
SLDIC with secrecy constraints at the receivers, developed
in Secs. III and IV, respectively. Two cases are considered:
no transmitter cooperation (C = 0) and with cooperation
between the transmitters (C = 7 bits per channel use). The
outer bounds plotted for C = 0 with secrecy constraints at
receivers show that, as the value of a increases, there is a
dramatic loss in the achievable rate compared to the case
without the secrecy constraint. The performance significantly
improves with cooperation, and it can be seen that it is
possible to achieve a nonzero secrecy rate for all values
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Fig. 1.
set based on the value of a = n/m.

of a except « = 1. This paper presents an in depth study
of the interplay between interference, security, and transmitter
cooperation in the 2-user IC setting. It demonstrates that
having a secure cooperative link in a network can significantly
improve the achievable secrecy rate.

Past Work: The interference channel has been extensively
studied over the past few decades, to understand the effects of
interference on the performance limits of multi-user communi-
cation systems. The capacity region of the Gaussian IC (GIC)
without secrecy constraints at receiver remains an open
problem, even in the K = 2 user case, except for some
special cases such as the strong/very strong interference
regimes [4], [5]. In [6], the broadcast and IC with indepen-
dent confidential messages are considered and the achievable
scheme is based on random binning techniques. The work
in [7] demonstrates that with the help of an independent
interferer, the secrecy capacity region of the wiretap channel
can be enhanced. Intuitively, although the use of an indepen-
dent interferer increases the interference at both the legitimate
receiver and the eavesdropper, the benefit from the latter
outweighs the rate loss due to the former. Some more results
on the IC under different eavesdropper settings can be found
in [8]-[10].

The effect of cooperation on secrecy has been explored
in [11]-[13]. In [11], the effect of user cooperation on the
secrecy capacity of the multiple access channel with general-
ized feedback is analyzed, where the messages of the senders
need to be kept secret from each other. In [12], the role of
user cooperation on the secrecy capacity of the broadcast
channel (BC) with relaying, where the receivers can cooperate
with each other, is considered. The achievable scheme uses a
combination of Marton’s coding scheme for the BC and a
compress and forward scheme for the relay channel. The role
of a relay in ensuring secrecy under different wireless network
settings has been studied in [14]-[16].

A linear deterministic model for relay network was intro-
duced in [17], which led to insights on the achievable schemes
in Gaussian relay networks. The deterministic model has sub-
sequently been used for studying the achievable rates with the
secrecy constraints in [18]-[20]. In [18], secret communication
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Data rate normalized by m for the 2-user SLDIC. Here, C is the capacity of the cooperative link between the transmitters, m = 400 bits, and n is

over the IC is analyzed with two types of secrecy constraints:
in the first case, the secrecy constraint is specific to the agreed-
upon signaling strategy, and in the second case, the secrecy
constraint takes into account the fact that the other users
may deviate from the agreed-upon strategy. The deterministic
model has also been studied under different eavesdropper
settings in [19]-[21].

It is known that limited-rate cooperation between the trans-
mitters or receivers can significantly increase the rate achiev-
able in the 2-user IC without secrecy constraints [3], [22].
In general, the Gaussian IC with transmitter cooperation is
more difficult to analyze than Gaussian IC with receiver
cooperation, even when there are no secrecy constraints at
the receivers. For example, when the receivers can cooperate
through a link of infinite capacity, the model reduces to a
Gaussian MIMO multiple access channel (MAC). When the
transmitters cooperate through a link of infinite capacity, the
model reduces to a MIMO BC. The capacity region of
the general MAC was characterized in 1970s [23], [24]. In the
MAC, the boundary of the rate region can be achieved if the
receiver performs MMSE decoding and successive interference
cancelation of the input data streams. However, it was only
much later that a precoding strategy which achieves the bound-
ary of the BC rate region was proposed [25], [26]. Similarly,
the IC with cooperative receivers is easier to analyze than the
IC with cooperative transmitters [3], [22]. Further, the follow-
ing difficulties arise in analyzing the system with rate-limited
transmitter cooperation and secrecy constraints at the receivers.

1) There are a number of ways in which the transmitters
can use the cooperative link for encoding their transmis-
sion. The cooperation can involve the exchange of data
bits, random bits or any combination of the two.

2) It is difficult to obtain tractable outer bounds, since
the encoded messages are no longer independent due
to the cooperation between the transmitters. In addi-
tion to providing carefully selected side-information to
receivers, the secrecy constraints at the receivers need
to be exploited in a judicious manner to obtain tighter
outer bounds as compared to the outer bounds that do
not use the secrecy constraints at the receivers.
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To the best of the authors’ knowledge, the role of limited
transmitter cooperation in a 2-user IC on interference
management and secrecy has not been explored in the
literature, and is therefore the focus of this work.

Contributions: In order to make headway into this problem,

first, the problem is addressed in the linear deterministic
setting. For the SLDIC with cooperating transmitters and
secrecy constraints at the receivers, achievable schemes and
outer bounds on the secrecy rate are derived for all possible
parameter settings. This gives useful insights for the achievable
schemes and outer bounds in the Gaussian setting. Next, the
schemes are adapted to the Gaussian case. The proposed
transmission/coding strategy in the Gaussian setting uses a
superposition of a non-cooperative private codeword and a
cooperative private codeword. For the non-cooperative private
part, stochastic encoding is used [27], and for the cooperative
private part, Marton’s coding scheme is used [3], [28]. The
auxiliary codewords corresponding to the cooperative private
part are chosen such that the interference caused by the
cooperative private auxiliary codeword of the other user is
completely canceled out. This approach is different from the
one used in [3], where the interference caused by the unwanted
auxiliary codeword is approximately canceled. Further, one
of the users transmits dummy information to enhance the
achievable secrecy rate. The major contributions of this work
can be summarized as follows:

1) One of the key techniques used in the derivation of the
outer bounds for the SLDIC is the proposed partition-
ing of the encoded messages and outputs depending
on the value of a. This partitioning of the encoded
messages/outputs reveals what side-information needs
to be provided to the receivers for canceling negative
entropy terms. In addition, partitioning helps to bound
or simplify entropy terms which are not easy to evaluate
due to the dependence between the encoded messages
at the transmitters. Also, the partitioning of the encoded
messages/outputs provides a convenient handle for using
the secrecy constraints at the receivers efficiently in
deriving the outer bounds. The outer bounds are stated
as Theorems 1-4 in Sec. III.

2) For the SLDIC, the achievable scheme is based on
interference cancelation, transmission of jamming signal
(random bits) and relaying of the other user’s data bits.
The novelty in the proposed scheme lies in determin-
ing how to combine these techniques to achieve rates
that are far superior to that achievable individually by
them. To the best of authors’ knowledge, exchanging
a combination of data bits and random bits between
the transmitters for the purpose of precoding has not
been used in the literature. The details of the achievable
scheme can be found in Sec. IV.

3) Outer bounds on the secrecy rate in the Gaussian setting
are derived and stated as Theorems 6-8 in Sec. V.
As the partitioning used in deriving the outer bounds
for the deterministic case cannot be directly used in
the Gaussian case, either analogous quantities as side-
information need to be found to mimic the partitioning
of the encoded messages/outputs or the bounding steps

need to be modified taking cue from the deterministic
model. This is one of the key steps in deriving the outer
bounds on the secrecy rate.

4) Using the intuition gained from the SLDIC, achievable
schemes for the Gaussian case are proposed, which
use a combination of stochastic encoding and Marton’s
coding scheme along with dummy message transmission
by one of the users. However, in the high interference
regime, stochastic encoding alone cannot ensure secrecy
of the non-cooperative private message, as cross links
are stronger than the direct links. Hence, in addition
to stochastic encoding, dummy message transmission is
used by one of the users to ensure secrecy of the non-
cooperative private message at the unintended receiver.
In the Marton’s coding scheme, the codeword carrying
the cooperative private message is precoded such that it
is completely canceled out at the unintended receiver.
The details of the achievable scheme can be found
in Sec. VL

5) Many of the results derived in this paper extend to
the asymmetric case also, and these are mentioned as
remarks after corresponding theorems, where applicable.

It is shown that with limited-rate transmitter cooperation,
it is possible to achieve a nonzero secrecy rate under all
parameter settings except for the & = 1 case. In particular,
for the very high interference regime (a > 2), it is possible to
achieve non-zero secrecy rate for both the models, in contrast
with the non-cooperating case. In case of SLDIC, somewhat
surprisingly, it is found that, the achievable secrecy rate equals
the capacity of the same system without the secrecy constraints
in some nontrivial cases. Thus, the proposed schemes allow
one to get secure communications for free, in these cases. It is
also observed that the proposed outer bounds for the SLDIC
with cooperation are strictly tighter than the best existing outer
bound without the secrecy constraint [3] in all interference
regimes, except for the weak interference regime, where the
bounds match. The idea of using common randomness to
improve the achievable rates is an important upcoming theme
in multiuser information theory, and the proposed schemes
based on sharing random bits between the transmitters is in
the same flavor. Thus, the results in this paper provide a deep
and comprehensive understanding of the benefit of transmitter
cooperation in achieving high data rate in the IC, while also
ensuring secrecy.

Notation: Lower case or upper case letters represent scalars,
lower case boldface letters represent vectors, and upper case
boldface letters represent matrices.

Organization: Section II presents the system model.
In Secs. III and IV, the outer bounds and the achievable
schemes for the SLDIC are presented, respectively. The outer
bounds and achievable results for the GSIC can be found in
Secs. V and VI, respectively. In Sec. VII, some numerical
examples are presented to offer a deeper insight into the
bounds, to contrast the performance of the various schemes,
and to benchmark against known results. Concluding remarks
are offered in Sec. VIII. The proofs of most of the theorems
and lemmas are presented in the Appendices; some proofs are
relegated to [29] to avoid repetition of similar arguments.
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Fig. 2. (a) GSIC and (b) SLDIC with transmitter cooperation.

II. SYSTEM MODEL

Consider a 2-user Gaussian symmetric IC (GSIC) with
cooperating transmitters. The signals at the receivers are
modeled as [3]:

yi =hax1 +hexo+ 215 y2=haxo +hex1+z2, (1)

where z; (j = 1, 2) is the Gaussian additive noise, distributed
as z; ~ N(0,1). The input signals are required to satisfy
the power constraint: E[Ixilz] < P. Here, h; and h. are the
channel gains of the direct and cross links, respectively. The
transmitters cooperate through a noiseless and secure link of
finite rate denoted by C¢. The equivalent deterministic model
of (1) at high SNR is as follows [3]:

yi =DIT"x; @D7"x0; y2 =DIT"xo @ DX,  (2)

where x; and y; are binary vectors of length ¢ £ max{m, n),
D is a ¢ x g downshift matrix with elements d;/ j» = 1 if
2<j =j"+1<gqanddj j» =0 otherwise, and @ stands
for modulo-2 addition (XOR operation).

The parameters m and n are related to the GSIC as m =
(10.5log Ph2])*, n = (10.5log Ph2])*, while the capacity
of the cooperative link is C = |Cg|. The quantity a £ -
captures the amount of coupling between the signal and the
interference, and is central to characterizing the achievable
rates and outer bounds in case of the SLDIC and GSIC.
A schematic representation of the GSIC and SLDIC with
transmitter cooperation is shown in Fig. 2. The figure also
shows the convention followed in this paper for denoting the
bits transmitted over the SLDIC, which is the same as that
in [3]. The bits a;, b; € F, denote the information bits of
transmitters 1 and 2, respectively, sent on the i th Jevel, with
the levels numbered starting from the bottom-most entry.

The transmitter { has a message W;, which should be
decodable at the intended receiver i, but needs to be kept
secret from the other, unintended receiver j, j # i. In the
case of the SLDIC, the encoded message (x;) is a function
of its own data bits, the bits received through the cooperative
link, and possibly some random data bits. The encoding at the
transmitter should satisfy the causality constraint, i.e., it cannot
depend on future cooperative bits. The decoding is based on
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solving the linear equations in (2) at each receiver. For secrecy,
it is required to satisfy I(W;;y;) =0,i,j € {1,2} and i # j
in the case of the SLDIC [30]. The details of the encoding
and decoding scheme for the Gaussian case can be found in
Sections VI-A and VI-B. In contrast to the SLDIC, the notion
of weak secrecy is considered for the Gaussian case [27]. Also,
it is assumed that the transmitters trust each other completely
and that they do not deviate from the agreed scheme, for both
the models. This model is relevant, for example, in a scenario
when two mobile stations in a network are served by base-
stations that can cooperate with each other using a finite-rate
backhaul link. The base-stations need to ensure that each user
can only decode their intended content, and not the content
subscribed by the other user.

The results derived in the paper for the deterministic and
Gaussian models under the symmetric assumption can be
extended to the asymmetric setting in many cases, and these
are indicated as remarks in the following sections. There
are two ways in which the model considered in the paper
can be asymmetric: (a) when Cip # Cz1, where Cj; is
the capacity of the cooperative link from transmitter i to
transmitter j (i, j € {1,2},i # j). This is termed as
cooperation asymmetry. (b) The two direct channel gains and
two cross channel gains need not be equal to each other; this
is termed as channel asymmetry. In this case, the channel is
parameterized by (mj,ny,my,ny) in the deterministic case
and (hi1, h12, hoo, hp1) in the Gaussian case. In the sequel,
the phrase asymmetry is used to account for both channel and
cooperation asymmetry.

III. SLDIC: OUTER BOUNDS

In this section, four outer bounds on the symmetric rate
for the 2-user SLDIC with cooperation between transmitters
and perfect secrecy constraints at the receivers are stated as
Theorems 1-4. Theorem 1 is valid for all « > 0, while
Theorems 2, 3, and 4 are valid for a > 2, 1 < a < 2,
and o = 1, respectively. The proofs of Theorems 1-2 and
Theorem 4 have appeared in [2] and hence, these details are
omitted from the paper.

In the derivation of the outer bounds, the following difficul-
ties arise:
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1) Due to cooperation between the transmitters, the
encoded messages are no longer independent. Most
existing outer bounding techniques (e.g.: [6], [7]) require
the independence of the encoded messages to simplify
the entropy terms, hence are not applicable in this case.

2) Determining when and how to use the secrecy con-
straints at the receivers along with the reliability criteria
is crucial in deriving a tractable outer bound.

To meet these challenges, a novel partitioning of the
encoded messages and outputs depending on the value of a is
proposed. This partitioning of the encoded messages/outputs
reveals what side-information needs to be provided to the
receivers and helps to bound or simplify entropy terms which
are not easy to evaluate due to the dependence between the
encoded messages at the transmitter. This partitioning also
reveals how to judiciously exploit the secrecy constraints at
the receivers in deriving the outer bounds.

The following relation is repeatedly used in the derivation
of these outer bounds: conditioned on the cooperative signals,
denoted by (Vivz, Vévl), the encoded signals and the messages
at the two transmitters are independent [3], [31]. This is
represented as the following Markov chain relationship:

(W, xV) — (v, v3) — (Wa, xd). A3)

Finally, the overall outer bound on the symmetric secrecy rate
is obtained by taking the minimum of these outer bounds.
The best performing outer bound depends on the value of o
and the maximum possible rate, i.e., max(m,n)lic>o) +
min(m, n)1{c=o) per user, where 1, is the indicator function,
equal to 1 if A is true, and equal to 0 otherwise.

In the derivation of the first outer bound, the encoded
message X; (i = 1,2) is partitioned into two parts: one part
(Xiqz) which causes interference to the unintended receiver, and
another part (x;,) which is not received at the unintended
receiver. Partitioning the message in this way helps to obtain
an outer bound on 2R + R», which leads to an outer bound
on the symmetric secrecy rate. The following theorem gives
the outer bound on the symmetric secrecy rate.

Theorem 1: The symmetric rate of the 2-user SLDIC with
limited-rate transmitter cooperation and secrecy constraints at

X1a Yie = X2 (1)
x%)\\ xu g LY
C n ]‘/

\x' QL Yo o

@) = oS|I — ST
Xic 7| C (Tx—1) (Rx-1)

1 =
Xéc>\\ X2 Yau *la (1)

| 1
\X%‘[ "|‘//be
Yo

X9 I
@ — o yé%)
X9¢ (Tx—2) (Rx-2)

(b)

(a) SLDIC with m =2 and n = 6 and (b) SLDIC with m = 3 and n = 5: Illustration of partitioning of the encoded message/output.

the receivers is upper bounded as:

1
= [2C 4+ 3m — 2n]

3 fora <1
Ri< {3 @)
5[2C+n] for o > 1.

Remarks:

o« When a > 1, the outer bound increases with increasing n
for a given value of C. However, it is intuitive to think that
the achievable secrecy rate should decrease with increase
in the value of «, i.e., the outer bound is loose in the
high interference regime. Interestingly, it is found that
the achievable secrecy rate also improves with increase
in the value o in the initial part of the high interference
regime, i.e., for | < a < 2, even when C = 0. This will
be discussed in Sec. VII-B.

o The outer bound stated above can be extended to obtain
an outer bound on 2R + R, for the asymmetric setting.
Using a similar approach as used in the proof of this
theorem, one can also obtain an outer bound on R{+2R>.
Note that, these outer bounds are applicable over all the
interference regimes. The outer bounds are as follows:

2R1+ Ry < Ci2+ Co1 + max {my,ny}

+ max {m1, ny} — ny + max {mp,n1} — ni,
Ri + 2Ry < Ci2 + Ca1 + max {m2, no}

+max {my,n2} — ny + max {my, n1} — n.

(5)

The next outer bound, stated as Theorem 2, focuses on
the very high interference regime, i.e., for a > 2. In the
derivation of the bound, the encoded message x; (i = 1,2)
at each transmitter is partitioned into three parts, as shown in
Fig. 3(a). The partitioning is based on whether (a) the bits
are received at the intended receiver, and are received at the
other receiver without interference, (b) the bits are not received
at the desired receiver, and received without interference at
the other receiver, and (c) the bits are not received at the
intended receiver, and are received with interference at the
other receiver. To motivate the development of the following
outer bound, first consider the C = 0 case. If receiver 1
can decode xj, sent by transmitter 1, then receiver 2 can



decode x;1, as well, since it gets these data bits without any
interference. Hence, it is not possible to send any data bits
securely on those levels. Data transmitted at the remaining
levels are not received by receiver 1, so they cannot be used for
secure data transmission either. Now, suppose a genie provides
receiver 1 with the part of the signal sent by transmitter 1
that is received without any interference at receiver 2, i.e.,
yY, = (x),x}). Then, by using the secrecy constraint for
the receiver 2, it is possible to bound the rate of user 1 by
I(Wl;y{vlyé\;). When a > 2, it is possible to show that
I(Wl;y{\'lyé\;) = 0. When C > 0, by using the above
mentioned approach and the relation in (3), an outer bound
on the symmetric secrecy rate is derived for a > 2, and is
stated as the following theorem.

Theorem 2: In the very high interference regime, i.e., for
o > 2, the symmetric rate of the 2-user SLDIC with limited-
rate transmitter cooperation and secrecy constraints at the
receivers is upper bounded as: Ry < 2C.

Remarks:

o The outer bound in Theorem 2 can be extended to the
asymmetric case under the following condition

min {ny, na} > my + my, (6)
and the outer bound becomes

R <Cpp+C, Ry =<Cip+Cy. @)

o Theorem 2 implies that, for & > 2, it is not possible to
achieve a rate greater than 2C, regardless of m and n.
In particular, when C = 0, i.e., without cooperation, it is
not possible to achieve a nonzero rate. However, in the
other interference regimes, it is possible to achieve rates
greater than 2C (See Figs. 12 and 13).

The third outer bound, stated as Theorem 3 below, is applica-
ble in the high interference regime, i.e., | < a < 2. The
derivation of the outer bound involves partitioning of the
output and the encoded message based on whether the bits
are received with interference at the intended receiver, or
causes interference to the other receiver, as shown in Fig. 3(b).
The outer bound on the symmetric secrecy rate for the high
interference regime is stated in the following theorem.

Theorem 3: In the high interference regime, i.e., for
1 < a < 2, the symmetric rate of the 2-user SLDIC with
limited-rate transmitter cooperation and secrecy constraints at
the receivers is upper bounded as: Ry < 2C 4 2m — n.

The following theorem gives the outer bound on the sym-
metric secrecy rate for the o« = 1 case. In this case, both
the receivers see the same signal. Hence, it is possible for
receiver 2 decode any message that receiver 1 is able to
decode, and vice-versa. Therefore, it is not possible to achieve
a nonzero secrecy rate, irrespective of C. A similar reasoning
also holds for the Gaussian case, even though the receivers
see independent noise instantiations.

Theorem 4: When a = 1, the symmetric rate of the 2-user
SLDIC with limited-rate transmitter cooperation and secrecy
constraints at the receivers is upper bounded as: Ry = 0.

Proof: The proof is straightforward and therefore rele-
gated to [29]. [ |
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A consolidated expression for the outer bound, obtained
by taking minimum of the outer bounds in Theorems 1-4, is
stated as the following corollary. In particular, the minimum
of the outer bounds in Theorems 1 and 3 is taken for the high
interference regime, and the minimum of the outer bounds
in Theorems 1 and 2 is taken in the very high interference
regime.

Corollary 1: An outer bound on the symmetric secrecy rate
of the SLDIC, obtained by taking the minimum of the outer
bounds derived in this work, is given by:
$ 24 1fora <1

0 fora =1
R _ %4_% forl <a <2, f>a—3 8
= ora>2f>7%

’g

2 —a+2 for%<a <2,0§ﬁ<a—‘§
28 fora >2,0<p <7,

where f £ %

Remarks:

« Under cooperation asymmetry, all the outer bounds devel-
oped in the deterministic model still hold. This requires
replacing 2C with C2 + Cp1 in the expression for the
outer bound. This is due to the fact that the entropy term
H (v12, v21) can be upper bounded by Cjs + C»;.

o There are cases where it is non-trivial to extend these
bounds to the asymmetric scenario (e.g.: Theorem 3).
One of the key techniques used in the derivation of
these outer bounds is the partitioning of the encoded
messages/outputs and careful selection of the side-
information to be provided to the receiver. This parti-
tioning and side-information does not easily generalize
to the asymmetric scenario.

Next, the achievable schemes for the SLDIC are presented.

IV. SLDIC: ACHIEVABLE SCHEMES
A. Weak Interference Regime (0 < a < % )

In this regime, the proposed scheme uses interference can-
celation. It is easy to see that data bits transmitted on the lower
m — n levels [1 : m — n] remain secure, as these data bits do
not cause interference at the unintended receiver. Hence, it is
possible to transmit m —n bits securely, when C = 0, as shown
in Fig. 4(a). However, with cooperation (C > 0), it is possible
to transmit on the top levels by appropriately xoring the data
bits with the cooperative bits in the lower levels prior to
transmission. These cooperative bits are precoded (xored) with
the data bits at the levels [1 : min{n, C}] to cancel interference
caused by the data bits sent by the other transmitter. When
C = n, it can be shown that the proposed scheme achieves
the maximum possible rate of max{m, n} bits. When C > n,
C —n bits can be discarded and n cooperative bits can be used
for encoding as above, to achieve max{m, n} bits. Hence, in
the sequel, it will not be explicitly mentioned that C < n. The
proposed encoding scheme achieves the following symmetric
secrecy rate:

Ri=m—n+C. 9)
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Fig. 4.

A high level description of the achievable scheme is illustrated
in Fig. 4(a). The details of the encoding scheme and the
derivation of (9) can be found in [1].

Remarks:

1) In this regime, the proposed achievable scheme meets
the symmetric capacity of the SLDIC without secrecy
constraints [3] for all values of C (See Figs. 12 and 13).
Thus, the secrecy constraints at the receivers do not
reduce the symmetric capacity region of the SLDIC.

2) In this regime, the proposed scheme does not involve
transmission of a jamming signal (or random bits), even
when C = 0. In the next subsection, it will be seen
that the transmission of the jamming signal improves
the achievable secrecy rate, when the capacity of the
cooperative link is not sufficient to cancel interference
at the unintended receiver.

B. Moderate Interference Regime ( % <a<l)

In this regime, the proposed scheme uses interference can-
celation along with the transmission of random bits. Without
transmitter cooperation, it is possible to transmit at least
m — n bits securely, as in the weak interference regime.
Depending on the value of C and a, with the help of
transmission of random bits, it is possible to send additional
data bits on the higher levels [m — n + 1 : m] by carefully
placing data bits along with zero bits and random bits.

The proposed scheme achieves the following symmetric
secrecy rate:

Ri=m—-—n+Bm—n)+q+C, (10)

where B £ {%J, g2 n—m+O0), n & m—n,

g = min{(t —r)t, rz}, and t £ g%{3r>} is the remainder
obtained when g is divided by 3r;.

In the above equation, the first term corresponds to the
number of data bits transmitted securely without using random
bits transmission or cooperation. The term B(m — n) + ¢
corresponds to the number of data bits that can be securely

Random bit
ensures secrecy

Transmission of
jamming signal

Precoding with other
user’s data bits

b,
ay Interference cancelation

(b)

SLDIC: (@) m=4,n=2,C=1and Ry =3, b)m=5and n =4, C = 1 and Ry = 3.

transmitted using the help of random bits transmission. The
last term C represents the gain in rate achievable due to
cooperation.

A high level description of the achievable scheme is illus-
trated in Fig. 4(b). The details of the encoding scheme and
the derivation of (10) can be found in [1].

Remark: In this regime, it is possible to transmit data bits
securely in the higher levels [m —n 4 1 : m] by intelligently
choosing the placement of data and random bits, in addition
to interference cancelation.

C. Interference Is as Strong as the Signal (o = 1)

In this case, from Theorem 4, it is not possible to achieve
a nonzero secrecy rate.

D. High Interference Regime (I < o < 2)

The achievable scheme is similar to that proposed for the
moderate interference regime, but it differs in the manner the
encoding of the message is performed at each transmitter.
The proposed scheme achieves the following secrecy rate:

1) When (1 <a < 1.5):

Ry =B(n—m)+q+C, (11)
A A A
where B £ L%J, g & (m -0t q =

min {(t — r2) ", 2}, t £ g%{3r2} and r; £ n —m.
2) When (1.5 < a <2):

2m —n+ C for0 <C <4n —6m
Ry = 4n—6m+CT,
+Cr, +Cpy +rg fordn —6m < C <n,

12)

where Cy, = min{’r%—‘ ,2m —ny, Crem = (C' —
Cry)", Cry £ min{2m —n, C"}, C' £ C — (4n — 6m),
¢’ 2 [§] cn 2 min{2m = n, (Crem = Cr,)*} and

rd émin{Zm—n —Cry,2m —n—CTz}.
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The details of the encoding scheme and some illustrative
examples can be found in [29].

Remarks:

1) When C =0 and 1.5 < a < 2, the proposed scheme is
capacity achieving. The outer bound in Theorem 3 helps
to establish this.

2) One can note that the achievable schemes for the moder-
ate (Sec. IV-B) and high interference regime (Sec. IV-D)
use a combination of interference cancelation and trans-
mission of a jamming signal (random bits transmission).
When precoding is done using the other user’s signal,
it cancels the interference and also ensures secrecy.
In the technique based on random bits transmission,
the transmitter self-jams its own receiver, so that the
receiver cannot decode the other user’s data. But, in
this process, transmitter causes interference to the other
receiver, thereby adversely impacting the achievable rate
of secure communication. Thus, self jamming in that
form only helps if the benefit to the secrecy rate due to
the interference caused at the own receiver outweighs
the negative impact of the interference caused at the
other receiver. However, when the jamming signal can be
canceled out at an unintended receiver by transmission
of the same random bits by the other transmitter, its
adverse impact is completely alleviated, leading to larger
achievable rates.

E. Very High Interference Regime (o > 2)

In this case, when C = 0, it is not possible to achieve
nonzero secrecy rate as established by the outer bound in
Theorem 2. However, with cooperation (C > 0), it is possible
to achieve nonzero secrecy rate. The proposed scheme uses
interference cancelation, time sharing, and relaying the other
user’s data bits. In contrast to the achievable schemes for
other interference regimes, the transmitters exchange data
bits, random bits, or both, depending on the capacity of the
cooperative link. The proposed scheme achieves the following
secrecy rate:

IEEE TRANSACTIONS ON INFORMATION THEORY

Tx -1 can relay C
data bits securely on the
lower n — m levels

SLDIC with m =2, n =4 and C = 1. (a) Random bits sharing Ry = 2. (b) Data bits sharing Ry = 1.

ay
O
O
b] 0\4 o
(Tx-1) Rx-1)
(Sharing of C data
bits from Tx — 1 to Tx —2
and vice — versa)
by
a1 bl
(Tx-2) (Rx-2)
(b)
1) When m is even:
2C for0<C <%
T+C forZ <C<n-—3
R. = 2 2 — 2 13
* t-m 4 Cforn—3M<C<n-12 (13)
C forn—% <C <n.

2) When m is odd:
min{2C,m}  for 0 < C < 2H
: 1
m +min {C — 2 n — 2m}
Ry = for 2H < ¢ < 2=3mtl
n—2m+j[Ci' +2C1]
+% [Cy + C{” + Cé‘l] for 72”_32’"“ <C<n,
(14)

where Cp* 2 [S]. ¢ £ (m — €)Y, G £ (C -
Cé“ — C§)+, C{“ £ (C - cu — C1r)+» Cﬁ‘l &l
c' & min{2C7, (m — C{”)+)}» Cél 2 C’l‘l and C} 2

1
1l ul ul
e[S 5} 2 [9]

The details of the achievable scheme can be found in
Appendix B. The achievable scheme when m is odd is similar
to that when m is even, and can be found in [29].

Remarks:

1) When 0 < C < [7], the capacity achieving scheme
involves exchanging only random bits through the
cooperative links. This is useful in scenarios where
the transmitters trust each other to follow the agreed-
upon scheme, but are not allowed to share their data
bits through the cooperative link. The outer bound in
Theorem 2 establishes the optimality of the proposed
scheme. The achievable scheme is illustrated for ran-
dom bits sharing and data bits sharing for C = 1 in
Figs. 5(a) and 5(b), respectively.

2) When 4 < C <n—14% (ormT“<C§n) and m is
even (or odd) valued, the proposed scheme shares a
combination of random bits and data bits through the
cooperative links. In Fig. 6, a schematic representation
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SLDIC with m = 2, n = 4 and C = 2: Ry = 2 and Rp = 3 is achievable in the first time slot. In the second time slot, the role of

transmitters 1 and 2 is reversed and users 1 and 2 achieve a rate of Ry =3 and Ry = 2, respectively.

of the achievable scheme for m = 2 and n = 4, with
C = 2 bits is shown for the first time slot. In the
second time slot, the encoding for transmitters 1 and 2 is
reversed. In the second time slot, users 1 and 2 achieve
a rate of Ry = 3 and Ry = 2, respectively. Hence,
a symmetric rate of Ry = 2.5 is achievable.

Interestingly, it turns out that the symmetric capacity region
of the SLDIC does not change if the perfect secrecy constraint
at the receiver is replaced with the strong or the weak notion
of secrecy, when the proposed scheme is capacity achieving.
This result is stated as the following theorem.

Theorem 5: The symmetric secrecy capacity region of the
deterministic SLDIC with transmitter cooperation satisfies the
following relationship, when the proposed scheme is capacity
achieving:

Cperfect — cstong Cweak, (15)

where Cperfect  ostrong and cWeak correspond to the capacity
region with the perfect, strong and weak notions of secrecy,
respectively.

Proof: Any communication scheme satisfying the perfect
secrecy condition will automatically satisfy the strong and
weak secrecy condition. Similarly, a communication scheme

satisfying strong secrecy will automatically satisfy the weak
secrecy condition. Hence, the following holds

Cperfect c Cstrong c Cweak. (16)
The achievable results in Sec. IV are obtained under perfect
secrecy constraints at the receivers. It is not difficult to show
that the outer bounds on the secrecy rate in Theorems 1-4
do not change if the perfect secrecy is replaced with the
weak notion of secrecy. When the achievable rates meet the
corresponding outer bounds, the relation in (15) holds. ]

Finally, this section is concluded with the following
remarks:

1) When C = n, i.e., the cooperative link is as strong as
the interference, and when a # 1, the proposed scheme
achieves the maximum possible rate of max{m, n}.
2) In [32], it is shown that the proposed outer bound in
Theorem 1 in Sec. III is tight for % <a <land1 <
o < 1.5, when C = 0. Hence, the secrecy capacity is
characterized for these regimes of a also. However, the
symmetric secrecy capacity region of the 2-user SLDIC,
when % <a < % and C = 0, remains an open problem.

3) It is possible to extend the achievable scheme based
on interference cancelation (involving exchange of data
bits between the transmitters) as well as the scheme
based on transmission of random bits to the asymmetric
case for the deterministic model. However, it is not
straightforward to extend the achievable schemes which
rely on the exchange of both data and random bits to
the asymmetric case. The extension requires a careful re-
working of a scheme for sharing random bits and data
bits in the asymmetric setting.

In the following section, outer bounds for the GSIC are

presented.

V. GSIC: OUTER BOUNDS

In this section, the outer bounds on the secrecy rate for
the GSIC with limited-rate transmitter cooperation are stated
as Theorems 6-8. The extension of the outer bounds from
the deterministic model to the Gaussian model is non-trivial,
because of the following well known differences between the
models:

1) In the deterministic model, interference or superposition
of signals is modeled using the XOR operation. Hence,
the levels do not interact with each other.

2) In the deterministic model, noise is modeled using
truncation.

3) In the Gaussian model, due to finite rate cooperation
between the transmitters, the differential entropy terms



contain discrete as well as continuous random variables.
This makes the derivation of the outer bounds more
difficult in the Gaussian case.

Due to the above differences, the partitioning used in the
derivation of the outer bounds for the deterministic case is
not directly applicable to the Gaussian case. To overcome
this problem, either analogous quantities that serve as side-
information need to be found to mimic the partitioning of
the encoded messages/outputs, or the bounding steps need to
be modified taking cue from the deterministic model. This is
discussed in detail in this section.

The outer bound derived in Theorem 1 partitions the
encoded message into two parts: x{\; (received at receiver j,
Jj # i) and X% (not received at receiver j, j #~ i). However,
it is not possible to partition the message in this way for
the Gaussian case. Hence, in the derivation of Theorem 6,
slN = hcxlN + zj.v (j # i) is used as a proxy for xf\[/l
In this section, the following notation is used: SNR £ hfiP,
INR £ h%P and p £ E[xix2].

Theorem 6: The symmetric rate of the 2-user GSIC with
limited-rate transmitter cooperation and secrecy constraints at
the receiver is upper bounded as follows:

1
R, < 0;1‘1;1‘21 3 [ZCG + 0.5 logdet (Ey‘g)

+0.51o0g (1 + SNR + INR + 2p+/SNR INR)], (17)

where 25,|§ = Zy — Zi’gzgl 2)_7,25,

1 +SNR + INR 2+/SNRINR

+2p~/SNRINR +p(SNR + INR)

24/SNRINR 14 SNR+INR |’

+p(SNR + INR) +2p+/SNR INR

s [«/SNR INR + pINR INR + p~/SNR INR]
y.s = ,

INR + p+/SNRINR +/SNR INR + pINR

Ly

and

~_[14INR pINR
ST|pINR  1+INR |

and det(-) represents the determinant of a matrix.
Proof: The proof is provided in Appendix C. |
Remarks:
1) The outer bound in Theorem 6 for the Gaussian model
can be extended to obtain an outer bound on 2R + R»
under the asymmetric setting. The outer bound becomes!

2RI + R

< max Cpz+ Cz1 + 0.5logdet (Ey\g)
0=|p|=1

+0.5log (1 + SNR; + INR; +2p+/SNR; INRl),
(18)

Iwith a slight abuse of notation, C;; has been used to represent the capacity
of the cooperative link from transmitter i to transmitter j for both the
deterministic and the Gaussian models in the asymmetric case.
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where g5 = Sy — Ses2o ' 2T
yls = 4~y y.8 =5 y

y.§
s — Zy.11 Z§,12
y Ti21 Ty |
311 = 1+ SNRy +INR| +2p/SNR; INR;,

V/SNR; INR; + /SNR» INR;

Zy.12

+p (\/SNRl SNR; + +/INR; INRz),

Y521 2 \/SNR| INR; + +/SNR; INR

4p (\/SNRl SNR, + +/INR, INRg)

and Ty £ 1+ SNR; + INR; + 2p+/SNR; INR»,

JSNR;INR,  p+/SNR| INR;
+p+/INR; INR; +INR;

p~/SNR; INR;
+INR,

+/SNR, INR;
+p+/INR; INR,

and

s _ [1+INR p+/INR| INR;
$ 7| p/INR|INR; 1 + INR; ’

where SNR; £ h2, Pi, SNRy £ h3,P>, INRy £ h2, P,
and INR; £ h3, P).

2) Using a similar approach as used in the proof of
Theorem 6, an outer bound on R; + 2R can be
obtained.

The outer bound on the secrecy rate presented in the
following theorem is based on the idea used in deriving outer
bounds in Theorems 2 and 3 for case of the SLDIC. But,
in the Gaussian setting, it is not possible to partition the
encoded message as was done for the SLDIC. For example,
in Theorem 2, a part of the output at receiver 2 which does
not contain the signal sent by transmitter 1 is provided as
side information to receiver 1. Hence, the approach used in
the derivation of the outer bound in case of SLDIC cannot
be directly used for the Gaussian case. To overcome this
problem, for the Gaussian case, first xév is provided as side
information to receiver 1; this eliminates the interference
caused by transmitter 2. Then, the receiver 1 is provided with
yév as side-information. The outer bound on the symmetric
secrecy rate is stated in the following theorem.

Theorem 7: The symmetric rate of the 2-user GSIC with
limited-rate transmitter cooperation and secrecy constraints at
the receiver is upper bounded as follows:

SNR+SNR2(1 — p2
Ry < max + ( ) )

0.5log {1+
0§ﬂ§1|: g( 14+ SNR+INR+2p+/SNR INR,
+2Cq |. (19)

Proof: The proof is provided in Appendix D. [ ]
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Remark: The outer bound in Theorem 7 can be extended to
the asymmetric setting, and the outer bound becomes

Ry <

ma |:0 5lo (1 + SNR; + SNR; SNR; (1 — p?) )
X .
0<lpi<1 g 1+ SNR, + INR» + 2 /SNR; INR>

+C12+C21] (20)

Using a similar approach as used in the proof of Theorem 7,
an outer bound on R, can be obtained.

The outer bound presented in the following theorem is
similar to the outer bound presented in Theorem 4 in case
of the SLDIC. This kind of outer bound exists in the literature
(see, for example, [20]), but for the sake of completeness, it
is presented in the following theorem. The proof is provided
in [29]. Unlike the results in Theorems 6 and 7, this outer
bound does not depend on the capacity of the cooperative
link.

Theorem 8: The symmetric rate of the 2-user GSIC with
limited-rate transmitter cooperation and secrecy constraints at
the receiver is upper bounded as follows:

Ry < max 0.5log [1 + SNR + INR + 2+/SNR INR—
=lpl=

(2+/SNRINR + p(SNR + INR))?

1 4+ SNR + INR + 2p+/SNR INR
Remark: The outer bound in Theorem 8 can be extended to

the asymmetric setting, and the outer bound becomes

2y

Ry

< max 05log (1 + SNR; + INR; +2p+/SNR; INR;
<lpl=

(\/SNRl INR;++/SNR; INR| +p (SNR» +INR12))2)

14+ SNR, + INR; + 2p+/SNR; INR;
(22)

where SNRj» £ ./SNR; SNR; and INR}; £ /INR| INR,.

Using a similar approach as used in the proof of Theorem 8§,
an outer bound on R, can be obtained.

A. Relation Between the Outer Bounds for SLDIC and GSIC

In the following, it is shown that at high SNR and
INR, the outer bounds developed for the Gaussian case
(Theorems 6 and 7) are approximately equal to the outer
bounds for the SLDIC, when C = 0.2 In Fig. 7, the outer
bounds on the achievable secrecy rate in Theorems 6-8 are
compared as a function of a, for C4 = 0 and Cg = 1,
when P = 20 dB and h; = 1. This validates that the
approaches used in obtaining outer bounds in the two models
are consistent with each other.

In the following, for ease of presentation, it is assumed
that 0.5logSNR and 0.51ogINR are integers. Recall that,
the parameters m and n of the SLDIC are related to the
GSIC as m = (]0.51ogSNR|)™ and n = (|0.51ogINR])*,
respectively.

2When C # 0, from Fig. 7, it appears that the approximate equivalence of
the bounds for the GSIC and SLDIC will still hold.
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o (log(INR)/log(SNR))

Fig. 7. Comparison of different outer bounds on the secrecy rate for the
GSIC with P = 20 dB and hy = 1. In the legend, OB stands for the outer
bound.

1) Outer Bound in Theorem 6: Consider the following
bound in the proof of Theorem 6, when Cg = 0:
N[R1 +2R>]
<h(y)) +h(yy, v3 BY,35) — n@)
—h@) — h(z)) + Né”,
< h(y) +hGYEY) +hy) BY) — @)
—h@) — h(z)) + Né”,

or Ri +2R»
< 0.5 [log(1+ SNR + INR) + 2 log 1 + SR+ INR
=V los 08 1+INR )|’

~ 0.5[log(SNR + INR) + 2 log(SNR+ INR) — 2 log INR],
(23)

where the last equation is obtained for high SNR and INR.
Using the above mentioned definitions of m and n, (23)

reduces to:
R, < { 3 [3m — 2n]

The above is the same as the outer bound for the SLDIC in
Theorem 1, when C = 0.

2) Outer Bound in Theorem 7: When Cg = 0, the outer
bound in Theorem 7 reduces to the following, in the high
SNR and high INR regime:

fora <1

W=

24
for a > 1. 24

[OSTN

SNR + SNR?2
Ry < 0.51og (1 + + ),

1+ SNR + INR
— 0.5log (1 + 2SNR + INR + SNR2)
—0.51log (1 + SNR + INR),
~ 0.5 [1og max (SNRz, INR) - log(INR)]. (25)

Using the above mentioned definitions of m and n, (25)

reduces to:
[Zm—n forl <a <2
Rs <

26
0 for a > 2. (26)

The above is the same as the outer bound for the SLDIC in
Theorem 2, when C = 0.



In the following section, achievable schemes on the secrecy
rate for the GSIC are presented.

VI. GSIC: ACHIEVABLE SCHEMES

A. Weak/Moderate Interference Regime (0 < a < 1)

The achievable scheme is based on the approach used in
Secs. IV-A and IV-B, for the SLDIC. Again, the achievable
scheme proposed for the deterministic model is not directly
applicable to the Gaussian case due to the differences between
the two models mentioned earlier. In the case of the SLDIC,
the achievable scheme used a combination of interference
cancelation, transmission of random bits, or both, depending
on the value of o and C. That scheme is extended to the
Gaussian setting, as follows.

The message at transmitter i is split into two parts: a non-
cooperative private part (wp;) and a cooperative private part
(wepi). The non-cooperative private message is encoded using
stochastic encoding [27], and the cooperative private part is
encoded using Marton’s coding scheme [3], [28]. For the
SLDIC, data bits transmitted at the lower levels [1 : m —n] are
not received at the unintended receiver. Hence, these data bits
remain secure. However, there is no one-to-one analogue of
this in the GSIC, so the scheme does not extend directly. In the
Gaussian case, for the non-cooperative private part, stochastic
encoding is used to ensure secrecy. The transmitter i encodes
the non- cooperative part w,; € Wy = {1,2,...,2NRi}
into x.. A stochastic encoder is specified by a condltlonal
probablhty density fpi(xpiklwp;) (i = 1,2), where x,; € Xp;
and wp; € Wp;, and it satisfies the following condition:

Z fpi

Xpik €Xpi

k=1,2,...,N, (27)

where fp; (xpik|wpi) is the probability that x; x is output by
the stochastic encoder, when message w); is to be transmitted.

The cooperative private message wep1 € Wept =
{1,2,...,2VRo1} and wepr € Wepn = {1,2,...,2NRa2}
at transmitters 1 and 2 are encoded using Marton’s coding
scheme. One of the key aspects of the achievable scheme
is in the proposed method for encoding of the cooperative
private message, which is chosen to ensure that this part of
the message is completely canceled out at the non-intended
receiver. This corresponds to the scheme used for interference
cancelation in the SLDIC. This serves two purposes: it cancels
interference over the air, and simultaneously ensures secrecy.
The transmitter 2 sends a dummy message along with the
cooperative private message and the non-cooperative private
message. Note that stochastic encoding is sufficient to ensure
secrecy of the non-cooperative private message. However, the
additional dummy message sent by the transmitter 2 can
enhance the achievable secrecy rate, depending on the values
of a and C. In this case, both the receivers treat the dummy
message as noise.

1) Encoding and Decoding: For the non-cooperative private

i 4 ..
part, transmitter i (i = 1,2) generates N Ri+RLD .
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sequences of length N at random according to

N
PxN) =[] PGepi)-

k=1

(28)

The 2V ®ri+R0) codewords in the codebook C pi are randomly

grouped into 2VRri bins, with each bin contalnmg 2N

codewords. Any codeword in C; is indexed as X, (w pis w’ pi
for wpi € Wy and w); € W), = (1,2,. 2V,
to transmit w;, transmitter i selects aw

ri}. In order
/
i € Wpi randomly
and transmits the codeword x pi(w pis W pl).
In order to transmit a dummy message, transmitter 2 gener-

ates 2VRa2 i j.d. sequences of length N at random according to

N
Py =[] Paz)- (29)

k=1

The 2VR42 codewords in codebook Cy are randomly grouped
into 2V bins, with each bin containing 2V Rix codewords
(and thus Rg> = R/, + R)},). Any codeword in Cy3 is indexed
N NR!
as X)), (w/), wl,), where w/, € W, ={1,2,...,2" a2} and
wli, € W, {1 2,...,2NRn} During encoding, transmit-
ter 2 selects W), € V\/d2 and w/}, € W/, independently at
N /
random and sends Fhe cheword X7o (W), W d2) .

For the cooperative private message, the transmitter gener-
ates the cooperative private vector codeword X?IIJ (Wept, Wep2)
based on Marton’s coding scheme according to

N
P(x},uY,uy) = HP(ch ks U1K U2k,
k=1

(30)

where u{v and uév are auxiliary codewords. The choice of these
codewords are discussed in the proof of Theorem 9. Finally,
the non-cooperative private codeword and cooperative private
codeword are superimposed to form the transmit codeword at
the transmitter 1 and the non-cooperative private codeword,
cooperative private codeword and the dummy message code-
word are superimposed to form the transmit codeword at the
transmitter 2:

N / N N
X] (wcpl,wcpZa wpl’wpl) zch[l]—i_xpl’
and

N / I
X5 (wcpl » Wep2, Wp2, Wpo, Wyn, wdz) = X [2] + X s XdZ’

€1V

where x is defined in (71) in the proof of Theorem 9.

For decodlng, receiver i looks for a unique message tuple
such that (y, ufv(@cpi), xgl. (D pi, uA);i)) is jointly typical.
Based on the above coding strategy, the following theorem
gives the achievable result on the secrecy rate.

Theorem 9: In the weak/moderate interference regime, the
following rate is achievable for the GSIC with limited-
rate transmitter cooperation and secrecy constraints at the
receivers:

Ri+ R},
Ry + R;;l

IA

I(ui,xp1; 1),
< I(xp1; yilur) + min {Cg, I (u1; y1lxp1)},
(32)

A
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where R;l = I(xp1; y2lxp2, u2). The achievable secrecy
rate for the user 2 can be obtained by exchanging the
indices 1 and 2 in (32).

Proof: The proof is provided in Appendix F. ]

The achievable symmetric secrecy rate for the GSIC is stated
in the following Corollary.

Corollary 2: Using the achievable result in Theorem 9
and time-sharing between transmitters, following symmetric
secrecy rate is achievable for the GSIC with limited-rate
transmitter cooperation:

Ry =3 |
where R} (1) and R} (2) are the achievable secrecy rates for
transmitter 1 in the first and second time slots, respectively,
which are obtained by maximizing R, over parameters 6;, #;
and f; (i = 1,2). The achievable rates for users 1 and 2 in
the first time slot are as follows:

RI() + R{(2)], (33)

f 0'3+h§Pp| /
0.510g (1 + W) - Rpl’
Ri(1)< hg Pp1 - 34
()= 0.5log (1 + m) +min{Cg, OGP
0'2 /
0510g(1+m)} Rpl’
f ”u+thp2 _
0.5log (1 + 1+h3,sz+thp1) Ry
h121PP2 .
Ry(1)<10.51o0g (1 + 71%3&2%3[,”1) +min{Cg, 35)
0'2 /
| 05 IOg (1 + m)] — sz,
h2p
where R;ﬂ = O.Slog( 1+h2”1 =
hg Py 28 2262, 52 £ P
05 log (1 + 1+h21;)d2)’ O'M - ( h ) [l Z - 914}92 h2+1h2’
Ppi < 91+02P1’ Ppy = ;71+;72 P, sz = # E
(P, — (h3 + h2)e2), P & BiP (i = 1,2) and

0 < (Gi,ni,pi) < 1. The rate equations for the second
time slot can be obtained by exchanging indices 1 and 2 in
(34) and (35).

Proof: The proof is provided in Appendix G. |

B. High/Very High Interference Regime (o > 1)

The achievable scheme is based on the approach used for
the SLDIC in case of high interference regime. The achievable
scheme for the SLDIC in Sec. IV-D used a combination
of interference cancelation, relaying of the other user’s data
bits, and transmission of random bits. In the case of the
SLDIC, as some of the interfering links are not present to the
intended receiver, the levels corresponding to these links can
be directly used for the other user’s data transmission. But,
in the Gaussian setting, it is not possible to relay the other
user’s data directly in this manner. The relationship between
the corresponding achievable schemes for the SLDIC and the
GSIC will be made precise in the following paragraphs.

In the proposed scheme, user 1 sends a non-cooperative pri-
vate message (wp1) and a cooperative private message (wcp1).
The other user transmits a cooperative private message (w¢p2)

along with a dummy message (wq2). For the SLDIC, the
achievable scheme required transmission of random bits for
ensuring secrecy of data bits, in addition to the data bits
that were sent with the help of cooperation. Similarly, for
the GSIC, the proposed scheme requires stochastic encoding
and transmission of a dummy message by the other user,
in order to ensure secrecy of the non-cooperative private
message sent by user 1. It is important to note that stochastic
encoding alone cannot ensure secrecy of the non-cooperative
private part of the message. For the cooperative private part
of the message (wcp;), the coding scheme is the same as that
mentioned in Sec. VI-A.

The transmission of the dummy message x42 by
transmitter 2 can be considered as using another stochastic
encoder f;o, which is specified by a probability density func-
tion fu2(xa2,k), With xg2 ¢ € Xg2 and Z far(xar ) =1.

Xd2, K €Xg2 ]
The rate Ry of the dummy message sent by transmitter 2

and the rate sacrificed by transmitter 1 in stochastic encoding
in order to confuse the eavesdroppers at receivers 1 and 2,
respectively, are chosen such that the non-cooperative private
message sent by transmitter 1 remains secure at receiver 2,
and receiver 1 is able to decode the dummy message.
At transmitter 1, the cooperative private message and the
non-cooperative private message are superimposed to form
the transmit codeword (Xl) Finally, at transmitter 2, the
cooperative private message and the dummy information are
superimposed to form the transmit codeword (xéV ). In contrast
to the achievable scheme for the weak/moderate interference
regime, the dummy message sent by one of the transmitters i
is required to be decodable at the receiver j (i # j).

1) Encoding and Decoding: The encoding for the non-
cooperative private message at transmitter 1 and the coop-
erative private message at both the transmitters are the same
as described in Sec. VI-Al. In order to transmit the dummy
message, transmitter 2 chooses xfivz(wdz) for wgo € Wyo. The
codewords transmitted from the two transmitters are given by:

X (wcpl, Wep2, Wp1, p]) = X [1] +Xp1,
and

Xév (wcpl, Wep2, wq2) = EZ) [2] + ijvz, (36)

where x is defined in (71) in the proof of Theorem 9.

For decodmg, receiver 1 looks for a unique message
tuple such that (y{v, u{v (@Cpl), xévz(zi)dz), xgl (Dp1, 12);71)) is
jointly typical. Receiver 2 looks for a index @cp> such that
(yév, uév (@sz)) is jointly typical.

Based on the above coding strategy, the following theorem
gives the achievable result on the secrecy rate.

Theorem 10: In the high interference regime, the following
rate is achievable for the GSIC with limited-rate transmitter
cooperation and secrecy constraints at the receivers:

Ri+ R, < min[1(u1, xp15 y1lxa2), I (xp15 y1lur, xa2)
+min {I(u1; yilxp1, xa2), Cc }] »
Ri + R;)] + Raz < min [I(u, xp1, x42; y1),
1(xp1, xq2; yilur) +min {1 (u1; yilxp1, x42), C }
I(eprs yilun, xa2) + 1(ur, xa2; yilxpn)]



R+ R}y +2Ra2 <1 (xp1, xa2; yilur)+1(ur, xa2; y1lxp1),
Ry <min{I(uz; y2), CG}, Raz < I(xq2; y1lu1, xp1), (37)

where Ri £ Rp1 + Repi, R2 £ Repo, R, £ [(xp1; y2luz),
and Ra> = 1(xa2; yolxp1, u2).

Proof: The proof is provided in Appendix H. ]
The achievable symmetric secrecy rate is stated in the follow-
ing Corollary.

Corollary 3: Using the achievable result in Theorem 10 and
time-sharing between transmitters, the following symmetric
secrecy rate is achievable for the GSIC with limited-rate
transmitter cooperation:

1
Ry = 2[RI + R ).

where R} (1) and R} (2) are the achievable secrecy rates for
transmitter 1 in the first and second time slots, respectively,
which are obtained by maximizing Ry over parameters 6;, #;
and f; (i = 1,2). The achievable rates for users 1 and 2 in
the first time slot are as follows:

R (1)

[ min [0.51og(1 4+ 67 + h3 Py1), 0.5log(1 + h3 Py1)
+min {0.5log(1 +02), Cg}] — R,

(38)

min [0.5 log(1 + auz + hfiPpl + h%sz),
0.5log(1 + o2 4+ h? Py>) +min {0.51og(1 + 02), Cs },

<
= | 0.51og(1 + h2Py1) +0.510g(l + a2 + h2Py)]
_(R;;] + Rdz)a
0.5log(1+h3 Pp1+h2Pg2) + 0.5log(1 + 2 + h2 Py2)
l _(R;l + 2Rd2)
and
7;
R2(1 = min 05 10 1 + ) CG )
) g 1+ h3Pp + h2Py
(39)
where R, = 05log(1+-22) R, = 0.5log(l +
pl — ' g 1+h3,sz ’ a2 = ' g

W3Pn), o & (] — 202, o2 & ;0 hﬁpﬁ Py 2
gim Pl P & (P — (W3 + kDo), P 2 BiP and
0 < (6;, Bi) < 1. The achievable rate equation for the second
time slot can be obtained by exchanging indices 1 and 2
in (39).

Proof: The proof is similar to the proof of Corollary 2,

and can be found in [29]. [ |
Remarks:
o The terms R;l = I(xp1; y21xp2, u2) and R;l =

I(xp1; y2luz) in Theorems 9 and 10, respectively, cor-
respond to the loss in rate due to stochastic encoding.
As the capacity of the cooperative link increases, more
power is assigned to the cooperative private message
and hence, the loss in rate due to stochastic encoding
decreases.

e« When 1 < a < 2 and Cg = 0, the proposed scheme
cannot achieve non-zero secrecy rate without transmission
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of dummy message in case of GSIC. In the case of
the SLDIC also, the proposed scheme uses random bits
transmission to achieve non-zero secrecy rate.

e« When Cg ~ [0.51og (1 + h%P)], the achievable secrecy
rate is very close to the outer bound (See Fig. 17).

o In all the interference regimes, the proposed scheme
always achieves nonzero secrecy rate with cooperation
(i.e.,C > 0 and Cg > 0) in case of SLDIC as well as
GSIC, except for the a = 1 case.

o The achievable schemes stated in Theorems 9 and 10
for the Gaussian case can be extended to the asymmetric
case, when hj;; < h;; (Theorem 9) and hj; > hy;
(Theorem 10), respectively. For Theorem 9, the condition
hji < hj is required to enable transmitter i to send
the non-cooperative message securely to receiver i using
stochastic encoding. For Theorem 10, the condition £ j; >
hi; is required due to the fact that the dummy message
sent by transmitter i needs to be decodable at receiver j
(j # i) and should not be decodable at receiver i.
However, for the extension, the choice of the auxiliary
codewords for the cooperative private message needs to
be modified as mentioned in the proof of Theorem 9.

C. Relation Between the Achievable Rates for SLDIC and GSIC

In the following, it is shown that the achievable rates for
both the models are approximately the same at high SNR and
INR, when (0 < a < %) and for all the values of the capacity
of the cooperative link. For ease of presentation, it is assumed
that 0.51og SNR, 0.5logINR and Cg are integers. Without
loss of generality, it is also assumed that hy = 1.

Consider the lower bound on the secrecy rate for trans-
mitter 1 derived in Corollary 2, when the transmit power of
the dummy message is set to zero. Correspondingly, notice
that, in the deterministic case, transmission of jamming signal
(random bits transmission) is not used in this regime of a.
Consider the following power allocation

1
Pp1 = Ppr = w2
alzz =0221=0Z2=%(P—h—1%),
and
Py =0. (40)

For high SNR (SNR > 1), the power allocation to the non-
cooperative private message in (40) is always feasible. With
this power allocation, the two bounds on Rj in (34) reduce to

Ry <051 1+1 1(1 h%)? ! +1 0.5
Slo —[=(- - — —1]—0.
b= g 202 ¢ h? h? ’

(41)
11 .
R < 0.51og 1+§E + min {Cg,

1 - 1
0.5log (1 + 7 =hD) (P - ﬁ)) —0.5.  (42)

c

I
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First consider the bound given in (41).

R
11 INR \ 2 SNR) SNR
=05logl+=|=(1-— ) (SNR—-Z—= ) +=—
212 SNR INR ) ' INR
—-0.5,
SNR
@O.Slog —0.5,
=m—1.5, (43)

where (a) is obtained using the fact that for (0 < a < %),
SNR > INR? and SNR, INR > 1.
When Cg < I, the RHS of (42) becomes

1
Rip=05log (14— )+Cc—05,
12 Og( +2h%)+ G
0.510g(1+L3NRY L s — 05
=0.51lo —— - 0.5,
& 2 INR G

~m-—n+Cg—1. (44)

When Cg > I;, the RHS of (42) becomes

Ri3 =051 l+SNR +0.51 1+1 1 INR ) *
13 = 10708 2INR) T 08 4 SNR

SNR
x {SNR——])—-05.
INR

One can show that Ry; < Rj3, and hence, the approximate
achievable secrecy rate for high SNR and INR becomes

(45)

Ry =min{m —-15,m —n+ Cg — 1}. (46)

From (9), the result in the deterministic case for this range
of a is

Ry =min{m,m —n+ C}. “@7n

From (46) and (47), it is clear that the achievable results for
both the models are approximately equal for all values of Cg,
when (0 <a < %)

In the other interference regimes, it is tedious to establish
a precise connection between the achievable results for the
deterministic model and the Gaussian model, due to the com-
plexity of the rate expressions of both the models. Nonetheless,
it can be noticed that there exists a close resemblance in
the behavior of the rate plots against o for both the models

(See Figs. 12 and 15, Figs. 13 and 16).

VII. DISCUSSION AND NUMERICAL EXAMPLES
A. Comparison With Existing Results

Some observations on how the bounds derived in this work

stand in relation to existing works are as follows:

1) When C =0 and o = %, the achievable rate result for
the SLDIC in Section IV-A reduces to the achievable rate
result for the SLDIC in [18] with semi-secret constraint
at each receiver. The semi-secret constraint at each
receiver depends on trusting the other transmitters.

2) When (0 < a < %), the achievable rate result
for the SLDIC in Sec IV-A is found to match
with the achievable result for the SLDIC in [3]

7
- = =Capacity:BC multiple antenna P
. s
6/ = = =AS: proposed P
s
g5 l’
— ¥
[ /
s 4 4
« o
% Femeeaag . v
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Fig. 8.  Achievable secrecy rate for the GSIC with large Cg, and the
capacity of GMBC with two transmit antennas and one receive antenna at
each receiver [33]. For the GSIC and GMBC the individual power constraints
at each transmitter are P = 100 and P = 200, respectively. The channel
gain to the intended receivers in both cases is iy = 1. In the legend,
AS: proposed stands for the achievable scheme proposed in this work.

(See Figs. 12 and 13). As a increases, in [3], the
receiver can decode some part of interference and can
achieve higher rate. Here, due to the secrecy constraints,
the receivers cannot decode other users’ messages, and
hence, the achievable scheme is completely different.
Also, for some values of a, the achievable scheme
proposed in this paper for the SLDIC requires the
exchange of only random bits through the cooperative
link, in contrast with the achievable scheme in [3].

3) When Cg = 0, the system reduces to the 2-user GSIC
without cooperation, which was studied in [6]. The
achievable rate result in Theorem 9 and Corollary 2
reduce to the results reported in [6] in this case.

4) When Cg = 0, the achievable result in Theorem 10
reduces to the achievable result in [7, Th. 3] for the
high/very high interference regime (a¢ > 1) for the
wiretap channel with a helping interferer.

5) When the capacity of the cooperative links are suffi-
ciently large, then the GSIC with transmitter cooperation
reduces to a 2-user Gaussian MIMO broadcast chan-
nel (GMBC) with two antennas at transmitter and one
antenna at each receiver. The achievable rate result in
Corollaries 2 and 3 are found to be very close to the
achievable rate result in [33, Th. 1] for the GMBC, as
shown in Fig. 8.

6) The proposed outer bounds for the GSIC with limited
rate transmitter cooperation in Theorems 6-8 are com-
pared with existing outer bounds for the GSIC with
secrecy constraints at each receiver [7], [34], when
Cc = 0, in Fig. 9. It can be observed that the outer
bounds derived in this work improve over the best known
outer bounds in the literature even in the absence of
cooperation, i.e., when Cg = 0.

In the following sections, some numerical examples are
presented for the deterministic and Gaussian cases, to get
insights into the bounds for different values of C, over different
interference regimes.
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Fig. 10. Outer bound on the secrecy rate of the SLDIC with m = 5 and
n = 4. The capacity of the SLDIC without secrecy constraints is known in
the literature [3]. In the legend, OB and AS stand for the outer bound and
achievable scheme derived in this work, respectively.

B. Numerical Examples in Case of SLDIC

In Fig. 10, the outer bound in Theorem 1 is plotted along
with the achievable secrecy rate given in (10) for the (m, n) =
(5,4) case. Also plotted is the per user capacity of the
SLDIC with transmitter cooperation, but without the secrecy
constraints [3]. It can be observed that the proposed scheme is
optimal, when C = 1 and C > 4. However, it is not possible
to achieve the capacity without the secrecy constraint, when
C < 3. When C > 4, there is no loss in the achievable
rate due to the secrecy constraint at receivers. In Fig. 11,
the minimum of the outer bounds in Theorems 1 and 2 is
plotted as a function of C, with (m, n) = (3, 6). Also plotted
is the achievable secrecy rate given in (14). From the plot, it
can be observed that it is not possible to achieve a nonzero
secrecy rate without cooperation between the transmitters, i.e.,
when C = 0. The achievable scheme, which uses random
bits sharing through the cooperative link and interference
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Fig. 11.  Outer bound on the secrecy rate of the SLDIC with m = 3 and
n = 6. The capacity of the SLDIC without secrecy constraints is known in
the literature [3]. In this case the inner and outer bound match for C =0, 1,
and are fairly close at higher values of C. For C = 1, the capacity achieving
scheme uses random bits sharing through the cooperative link.

cancelation, is optimal for C = 1. It can be observed that
the secrecy constraint results in a positive rate penalty, in the
sense that it is not possible to achieve the capacity without the
secrecy constraint, for C < 5.

In Figs. 12 and 13, the outer bound on the symmetric rate
is plotted against a for a given value of C, along with the per
user capacity of the SLDIC with transmitter cooperation, but
without the secrecy constraints [3], and the inner bounds for
the SLDIC with secrecy constraints at the receiver. In order
to generate these plots, m is chosen to be 400 and n is varied
from O to 4m, and the rates are normalized by m.

In Fig. 12, the achievable secrecy rate and the capacity
without secrecy constraints [3] match when 0 < a < % Hence,
for this regime, it is not required to derive an outer bound.
When % <a < %, in the absence of the secrecy constraint,
the capacity increases with increase in the value of «, as the
receivers are able to decode some part of the interference.
However, with the secrecy constraint, the receiver cannot
decode the other user’s message, and, hence, the achievable
rate decreases with a. When % < a < 1, the achievable
secrecy rate meets the outer bound at some of the points and
the fluctuating behavior of the achievable rate is due to the
floor-operation involved in the rate expression. In this regime,
the transmission of random bits help to compensate for the
loss in rate, to some extent. At o = 1, there exists a point
of discontinuity, as no nonzero secrecy rate is achievable.
Intuitively, one would expect that the achievable secrecy rate
should monotonically decrease with o, because of the reason-
ing mentioned above. Interestingly, the achievable secrecy rate
increases with increase in the value of o, when 1 < a < 1.5,
although the increase is not monotonic in nature due to the
floor operation involved in the rate expression. The increase
in the achievable secrecy rate arises due to the improved ability
of the transmitters to jam the data bits at the unintended
receivers by sending random bits as, o increases. However,
when 1.5 < a < 2, the achievable secrecy rate decreases with
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Fig. 13. Normalized rate w.r.t. m for the SLDIC with C = 50. In this case,

we obtain the capacity of the SLDIC in the initial part of the weak interference
regime (0 < a < %) and in the very high interference regime (a0 > 2).

increase in the value of o and the outer bound meets the inner
bound. When o > 2, it is no longer possible to achieve a
nonzero secrecy rate.

In Fig. 13, compared to the C = 0 case, the achievable
secrecy rate is higher in all the interference regimes due
to the cooperation, except when a = 1. The cooperation
between the transmitters not only eliminates the interference,
but at the same time ensures secrecy. Also, the utility of
random bit transmission decreases with increase in the value
of C. Interestingly, it is possible to achieve a nonzero secrecy
rate even when a > 2, and the achievable scheme is optimal
in this case.

C. Numerical Examples in Case of GSIC

In Fig. 14, the achievable result in Corollary 2 is plotted
against a, for different values of Cg, with two types of
power allocations. In the first case, no power is allotted for
transmitting the dummy message. The power allocations for
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Fig. 14.  Comparison of achievable schemes in Corollary 2 with different
power allocations: P =20 dB and hgy = 1.

the non-cooperative private message and cooperative private
message are discussed below. For the SLDIC, in the weak and
moderate interference regimes, the data bits transmitted on the
lower levels [1 : m —n] will not be received at the unintended
receiver. For the GSIC, this corresponds to transmitting the
non-cooperative private message such that it is received at
the noise floor of the unintended receiver. In the existing
literature, this type of power allocation has been used for the
private message3 in the Han-Kobayashi (HK)-scheme [35],
and hence, this special case is termed as HKPA (HK-type
power allocation) scheme in this paper. The remaining power
is allotted for transmitting the cooperative private message.
In the second case, the achievable result in Corollary 2,
which involves transmission of a dummy message, is plotted.
When Cg = 0 and o > 0.4, the scheme in Corollary 2
outperforms the HKPA scheme. The gain in the achievable
rate largely arises from the transmission of the dummy mes-
sage. When Cg = 1, the gap between the two schemes
decreases, except for the initial part of the weak interference
regime. In Fig. 15, the achievable symmetric secrecy rate in
Corollaries 2 and 3 are plotted against a, for C¢ = 0 and
P = 100. Also plotted is the outer bound on the symmet-
ric rate in case of GSIC without the secrecy constraint at
receiver [3]. While plotting the outer bound with secrecy
constraint, the minimum of the outer bounds derived in this
work and outer bounds in [3], [6], and [34] is taken for the
Cg = 0 case. When (0 < a < 1), the achievable secrecy
rate decreases with increase in the value a. At a = 1, the
achievable secrecy rate becomes zero. The figure also reveals
an interesting trade off between stochastic encoding and
dummy message transmission in the high interference regime.
Initially, as o increases, receiver i can decode more of the
interference caused due to the dummy message transmission
by transmitter j, j #% i, which, along with a relatively minimal
rate loss due to stochastic encoding, leads to a net increase
in rate with a. However, with further increase in a, the loss

3In [35], there is no secrecy constraint at the receiver and the terminology
private arises due to the fact that this part of the message is not required to
be decodable at the unintended receiver.
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the value of a, when 1 < a < 1.5. However, when 1.5 < a < 2, the
achievable secrecy rate decreases with increase in the value of a.
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Fig. 16. Secrecy rate in case of GSIC with P =100 and Cg = 1.

in rate due to stochastic encoding eventually outweighs the
gain in rate due to the receiver’s ability to decode the dummy
message, as the transmissions need to be protected against a
stronger cross-channel. Hence, for a > 1.5, the achievable
secrecy rate starts decreasing with a.

In Fig. 16, the achievable symmetric secrecy rate is plotted
against  for P = 100 and Cg = 1, along with the outer
bounds. For plotting the outer bound with secrecy constraints,
the minimum of the outer bounds derived in this work and
the outer bound in [3] is used. When a > 1, the achievable
secrecy rate initially increases, and later decreases with «.
Finally, the achievable secrecy rate saturates when (o > 2),
and this is due to the fact that it is no longer possible to
transmit any non-cooperative private message and the gain in
the achievable secrecy rate as compared to Cg = 0 case is only
due to the cooperation. Hence, when Cg > 0, the proposed
scheme achieves nonzero secrecy rate in all the interference
regimes except for the & = 1 case. Hence, as the value of Cg
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Fig. 17.  Secrecy rate in case of GSIC with P = 100 and Cg = 10.
In the later part of the very high interference regime, the achievable secrecy
rate matches with the outer bound without secrecy constraint. Hence, there is
no loss in the achievable rate due to the secrecy constraint at receiver.

increases, it is required to assign lower powers for transmitting
the dummy message and the non-cooperative private message.
By assigning lower power to the non-cooperative private
message, the penalty in the achievable secrecy rate due to
stochastic encoding also decreases. In the following example,
no power is allocated for transmitting the non-cooperative
private message and the dummy message.

In Fig. 17, the achievable symmetric secrecy rate is plotted
against o for P = 100 and Cg = 10, along with the outer
bounds. Here, the achievable secrecy rate and outer bounds are
very close to each other. In this case, both the users transmit
cooperative private messages only.

VIII. CONCLUSIONS

This work explored the role of limited-rate transmitter
cooperation in facilitating secure communication over the
2-user IC. For the deterministic case, the achievable scheme
used a combination of interference cancelation, random bit
transmission, relaying of the other user’s data bits, and time
sharing, depending on the values of a and C. Also, outer
bounds on the secrecy rate were derived for the deterministic
case. The novelty in the derivation of the outer bound lies in
providing side information to receiver in a carefully chosen
manner, use of the secrecy constraints at the receivers, and
partitioning the encoded message/output, depending on the
value of a. The study of the deterministic model gave useful
insights for obtaining achievable schemes and outer bounds
on the secrecy rate for the Gaussian case. The achievable
scheme used a combination of Marton’s coding scheme and
stochastic encoding along with dummy message transmission.
It was found that, with limited-rate cooperation, it is possible
to achieve nonzero secrecy rate in almost all cases, except
when a = 1. A fundamental finding of this work is that a
limited rate secure cooperative link between the transmitters
of a 2-user IC can greatly enhance the achievable rates for
secure communication. Future work could investigate the value
of other forms of limited rate cooperation between nodes.
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Another related problem could be the study of the case where
the nodes cannot completely trust each other. The achievable
schemes and outer bounds results proposed in this paper can
give useful insight and facilitate further studies of the IC with
secrecy constraints.

APPENDIX
A. Proof of Theorem 3

Using Fano’s inequality, rate of user 1 is bounded as
NRy < I(Wi;yY) + Ney,

(%) I(Wi; ¥V, y8) + Ney,

© 1wy yd) + Ney,

= H(yYIxy,) — Hyy XY, Wi) + Ne,

< H(y{v,v{\;,vé\’llx{\;) — H(yyIx{,, W) + Ne,

< H(vy, vy Ix) + H ¥ vy, voy, x1,)
H(y1 |v12,v21,x1a, W1) + Ney,

< Hv, v + HY v, v, x)

NN N N
—H(yl |V12, Vo1 Xq4o W1) + Ney,

(c) N N, N N _N
H (v, v3)) + H (X5, ¥, V15, V51, X))

N N N N
_H(Xza, Yis!V12> V21, X14> W1) + Neq,

N N NN N N
= H(vjp, vy)) + H(X2a|V12» V215 Xg)

N N N N N N N N
+H (y31V12: V21’ Xig> X2a) H (X541 V12, V21, Xig W)

N | N N
_H(Y1h|v129 V219 Xia» nga W1)+Ney,

(d) N N N N
H (v, v3)) + H (Y]}, IvY5, Va1, X1 X,

—H NIV, v xN L xN W) + Ney, (48)

where (a) is due to a genie providing yéva to receiver 1;
(b) is obtained using the secrecy constraint at receiver 2; (c)
is obtained by partitioning of the encoded message and output
as shown in Fig. 3(b); and (d) is obtained using the relation
in (3).

Once again, as the encoded messages at transmitters are
correlated, it is not straightforward to bound or simplify the
entropy terms in (48). To overcome this problem, the output

Y1p is partitioned into two parts as follows:

. yg b) contains X, sent by transmitter 1 and the interfer-

ence caused by transmitter 2 due to transmission on the
levels 2m —n + 1 :m]

N yﬁ) : contains Xjp sent by transmitter 1 and the interfer-
ence caused by transmitter 2 due to transmission on the
levels [1 : 2m — n]

The partitioning of yi, (ylb,yﬁ)) is illustrated in the
Fig. 3(b). Now consider the second term in (48):

N{cN N N _N
H(y15|V12, Va1, Xiy» Xop)

_H( ()N _(2)N
N _N N (DN

»Yib
= H(x2b, XEIC)N

+H ()" v, v xl . xb y ).
= H(xzb, xglc)N Vévl, Xéva)

2)N 1N
+H(y() |V12;V§v1;xi\;9xé\ipy§b) )9

N N N
V12, V21, Xigs X20)

N N N N
V12, V215 X1gs Xog)

|V12’
(49)

where x( and x(z) correspond to the bits transmitted on the
levels [mm(n m, 2m—n)+1 :n—m—min(n—m,2m—n)+1]
and [1 : min(n — m, 2m — n)] of transmitter i, respectively.

The above equatlon is obtained using the fact that
1(xY,, xglc)N xM v, v, x))) = 0. This can be obtained
using the relation in (3). In a similar way, the third term in (48)
can be simplified as follows:

H(y%w%,vévl,x%,xé\;,W])
(DN, N _N N
= H(x},, x5, [V, V31, Xb,)
)N N
+HDV IV, VLN <Ly DY W, 50)

From (49) and (50), and dropping the last term in (50), (48)
becomes

N N N N (I)N)

NRy < H(vY, v3) + H(yp,) VD5, Vo1, X1 X0, Vi

+Ney,

or Ry < H(vi2,v21) + H(y(z)) <2C+2m —n. (29

In the above equation, the term H (vi2, v21) is upper bounded
by 2C. From the definition of yli), it can be seen that the term
H (y(z)) can be upper bounded by 2m — n. This completes the
proof.

B. Details of the Achievable Scheme for the SLDIC When
(a > 2) and m is Even

1) When0 < C < % In this case, interestingly, transmitters
share only random bits through the cooperative links. Each
transmitter generates C random bits distributed as Bern (%)
independent of the data bits. The achievable scheme involves
transmitting the data bits xored with the random bits. The
same random bits are transmitted by the other transmitter, so
as to cancel them out at the desired receiver. In contrast to the
achievable schemes in Secs. IV-B and IV-D, the random bits
transmission causes jamming to the unintended receiver only.
Through careful observation it is found that sharing random
bits through the cooperative links can achieve higher secrecy
rate compared to sharing data bits only.

In this case, the signal of transmitter 1 is encoded as follows:

0¢n—20)*x1 0(1—20)x1 0¢n—20)*x1
X] = | aCx1 @ ® | d5.,, )
O(n—m)xl d%Cxl 0(nfm)><1
(52)
where a £ [ayc, axc—1, ..., a11F, db £ [ec,dc, ..., e1,d1]T
and d2 [dc,ec,...,dl,el]T.

The proposed scheme achieves the following secrecy rate:
R, =2C. (53)

Note that, with data bits sharing, it is possible to achieve
R, = C. (54

Hence, under the proposed scheme, one can achieve higher
rate by sharing random bits than by sharing the data bits.
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2) When ( % <C<n-— 3% ): In this case, the transmitters
exchange 7 random bits and (C — 7) data bits. The random
bits are used in an analogous fashion as described in the
previous subsection. The links corresponding to the levels from
[m + 1 : n — m] are present only at the unintended receiver
and data bits transmitted on these levels are therefore received
without interference at that receiver. Hence, any data bits of
the other user relayed using these levels will remain secure.
In this case, the signal of transmitter 1 is encoded as follows:

Amx1 O(H*m)X1 dr2n><1
X] = ©® @
0(nfm)><1 drl,,xl 0(nfm)xl
0¢—c—myxi
@ bfc_%)xl ) (55)
0m><1
where a £ [ap, am—1,...,a1]",d" £ [en,dn, ... e1,di]",
d? = [d%,e%,...,dl,el]T and  b° S

T
[boic,boycts-- s byl

The proposed scheme achieves the following secrecy rate:

Ry=2+4cC
s =5 + C.

3) When (n — 37’” < C <n-— %): The novelty of the
proposed scheme is in precoding the data bits of the user partly
with the other user’s data bits and/or with random bits. The
random bits used for precoding may be generated at its own
transmitter or obtained from the other transmitter through the
cooperative link. Then, data bits or random bits are transmitted
on selected levels of the SLDIC, such that the random bits are
canceled out at the intended receiver, or the data bits of the
other user are canceled out at the unintended receiver. The
details of the achievable scheme are as follows.

The achievable scheme uses transmission of random bits,
interference cancelation, time sharing and relaying of the
other user’s data bits. The transmitters share a combination
of random bits and data bits through the cooperative links.
To simplify the exposition of the achievable scheme, first
consider the o« = 2 case. In this case, both the transmitters
share % random bits along with C; E N o 7 data bits.
In the first time slot, transmitter 1 sends m random bits
(d; and e;) on alternate levels in [1 : m]. In order to eliminate
the interference caused by these random bits at receiver 2,
the data bits of transmitter 2 are precoded (xored) with these
m random bits and transmitted on the levels from [m+1 : 2m]
from transmitter 2. The random bits are not canceled out at
receiver 1. Further, receiver 1 has no knowledge of these
random bits. Hence, it cannot decode the bits intended to
receiver 2. Also, the data bits of transmitter 2 received through
the cooperative link are transmitted at the upper levels [n —
C1+1 : n] from transmitter 1. Again, in order to ensure secrecy
at receiver 1, transmitter 2 sends the same data bits at levels
[m — C1 + 1 : m] along with the C; data bits of transmitter 1,
also received through cooperation. This not only cancels the
interference due to the bits sent on levels [n — C; + 1 : n] at
receiver 1, but also enables transmitter 2 to relay the data bits
of transmitter 1.

(56)
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In the remaining upper levels [m 41 : n — Cy], transmitter 1
sends its own data bits xored with random bits. Transmitter 2
sends the same random bits on levels [1 : C;] to cancel the
random bits at receiver 1. In this way, transmitter 1 sends
m — Cy data bits of its own and C; data bits of transmitter 2,
in the first time slot. Simultaneously, transmitter 2 is able to
send m data bits of its own and C; data bits of transmitter 1.
In the second time slot, the roles of transmitters 1 and 2 are
reversed.

In contrast to the achievable schemes for other interference
regimes, transmitters exchange both random bits and data bits
through the cooperative links. However, as the capacity of the
cooperative links increases, it is required to exchange fewer
number of random bits.

When a > 2, it is straightforward to extend the achievable
scheme described above. Both the transmitters exchange 7
random bits and C’ £ C — % data bits. Out of C” data bits
obtained through cooperation, n — 2m data bits are securely
relayed using the levels [m + 1 : n — m]. The m random bits
and the remaining C; £ C’—n+2m data bits obtained through
cooperation are used in a similar manner as explained for the
o = 2 case. The signal of transmitter 1 in the first time slot
is encoded as follows:

0(nfm)><1 _bcC1><l 5
X| = | @D | am-cy)x1 @d(m—cl)xl
dmxl _O(nfm)xl
0m><1 ]
2] b/€n72m)xl > (57)
mx1
where  d! £ [em/z,dm/z,...,el,dl]T, b¢ e
[bn’bnfla"',bVl*C]ﬁ'l]T» a é [amfcl""aaz’al]T»
d2 £ [dq,eq,...,dl,el]T if m — C; is even,
a2 [f";”’d"’ eq,...,di, e1]T if m—Cyisodd, g & Lm_TC‘J
and b'° £ (bn—m>bn-—m—1-.., bm+1]T-

The signal of transmitter 2 in the first time slot is encoded
as follows:

b1 eaerznxl 0(nfm)><l 0,%1
X2 = 2] blC]Xl @ acclxl 2] a/fn—Zm)Xl >
0(n—m)x1 e%mfcl)xl 01
(58)
where b = (bms bu—1, ..., 0117, € =
lem/2> dm/2s - - -ser,dilT, B & [by,by_1,...,by—c, 1117,
a’ £ [am, am—1,...,am—c,+1)7, €' £ [dg, eq,...,d1,e1]"

if m — Cy is even, ! £ [eg41,dy, €4, ..., d1, 1]’ if m —C

is odd, g 2 ["55 ] and @’ 2 [ay—m, dn-m—1, - - - A1 1" -
In the second time slot, the encoding for transmitters 1 and 2

is reversed. The proposed scheme achieves the following

secrecy rate:

+

Ry = (39)

[NSNIN]
|
NE
SIEe

4) When (n — % < C < n): In this case, both the
transmitters share C data bits and the achievable scheme uses
interference cancelation. The signal of transmitter 1 is encoded
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as follows:
0(n—C+m)+><1 0(n—C)erl
X| = ® , (60)
AC—m)x1 bcexi
where a £ lac,ac—1, ..., am+1]T and b £
[be,be-1, ..., b11".

The proposed scheme achieves the following secrecy rate:

Ry, =C. (61)
C. Proof of Theorem 6
Using Fano’s inequality, the rate of user 1 is upper
bounded as
NR; < I(Wy;y)) + Ney,
(@)
< h(y?)—h(yﬁwl,x{VHNeN,
< h()’l ) —
+Ney,
© h(y{v) - h(hcxév + zllv|vivz, Vévl)—i—NeN,
d
(:) h()’{v) - h(hcxz +Zl |V12»V21)+N€N,
or h(8y [V}, v3)) < h(yY) — NRi + Ne,
where §12V £ hcxév +2{V,

N N \gN N N
h(hCX2 +Z1 |V12, V21, Wl,Xl )

(62)

where (a) and (b) follow by using the fact that the entropy
cannot increase by additional conditioning; (c) follows by
using the relation in (3), and (d) is obtained using the fact
that the secrecy capacity region of an IC with confidential
messages is invariant under any joint channel noise distribution
P(z1, z2) that leads to the same marginal distributions P(z1)
and P(z2) [34]. Although this invariance property is stated for
GIC in [34], it is not difficult to see that this property holds
for the GIC with limited-rate transmitter cooperation also.
Adopting similar steps as was used to obtain (62), the
following bound on the conditional entropy is obtained.

hEY vy, vA) < h(y)) — NR> + Ney,

where §’ s1 £ hcx1 —}—iév. (63)

The rate of user 1 can also be bounded as
NR;
< I(Wi;yY) + Ne,

(@)
< I(Wi;y7) = I(Wi5¥)) + Né,

)
< I(W;;yY ,yz) (W5 y)) + Né',

= I(Wy; yYIy)) + Ne,

:h(Y1 |Y2) h(yl |Y2 5 Wl)'i‘Nf/,

= n(y).y5) — h(y)) — h(y} IyY . W1) + N€',

Dy, v, 3,5 - n@Y, 3 Y. v — hord)
—h(y} lyy, Wi) + N€',

=Gy, 5) + (i, v Y. 5) — hGY,
—h(yQ’) —h(leIyQ’, W1)+N6/

=165 y) . y)) +hiy) . ¥y s, 5
—h(y}) = h(y)1y), W1) + Né,

5y yy)

LISy v + G R )
—h(y}) = h(yYly), W1) + Né,

< H Y.V +16Y .85y, y) v, va)

+h(yY, yY B, 35) — h(yd) — n(yY1yY, W) + Né,

<HWY) + H(vzo +hGY 5 vy, V)
—hGY Syl ) . vin. Vo) ARG ¥Y 8. 5))

—h(y ) — h(yY lyy . Wi) + Né,

5 H(v)) + H(VZI) + h(Y v, v + hGY v, va))
—h(iV»~N Yi »Y2 3 vi Vi, xY L x))
+h(y1 Y2 |S1 ) M) — h(y )
—h(yl |Y2 ) Wlaxl » X V) + Ne,

= H(V{Vz) + H(Vévl) + h(vllvlv{vz, Vévl) + h(évlv{\;, Vévl)
—h@ %) +h(yy ¥y 5.5 — h(y))

—h(zl )+ Né€', (64)

where (a) is obtained using the secrecy constraint at receiver 2;
(b) is due to the genie providing yév to receiver 1; (c) is
obtained usmg the relation h(y1 ,y2 ,sl , ) = h(y{v, M+
hGEN,sY |y1 ,Y) NY; (d) is obtained using chain rule for mutual
information and (e) is obtained using the fact that removing
conditioning cannot decrease the entropy and conditioning
cannot increase the entropy.
Using (62) and (63), (64) becomes

NI2R; + Ry] < H(WY) + HY) +h(y))
+h(yY, yY 8, 3) — @)
—h(@') — h(z) + Né”,

or
1
R < max 5[2CG+051og(1+SNR+INR

0=lpl<1
+2pVSNRINR) + 0.5 log det (Z5) |
(65)

In the above equation, p, det(-) and Xy are as defined in
the statement of the theorem. The second term in (65) is
obtained using the fact that, under a given power constraint, the
differential entropy is maximized by the Gaussian distribution.
Hence, the following holds:

h(y1) < 0.5log (27re (1 + SNR + INR + 2p+/SNR INR)) :
(66)

where SNR and INR are as defined in the statement of the
theorem. The last term in (65) is obtained as follows.

h(y1, y2151,52) < 0.5logdet (271'62545) R 67)

where g5 y.5 2§ £ E[}_’}_’T] Tys £

A
E[ys"], 5 £ ES'], § 2 [ »l', and § 2 [51 5217
The evaluation of these terms are given in the statement of
the theorem. This completes the proof.

Ty — Eygz L
E[ss
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D. Proof of Theorem 7
Using Fano’s inequality, the rate of user 1 is upper
bounded as
NR;
<I(Wi:y}) + Nen,

Q 1wy xY) + New,

= I(Wy: x}) + I(Wi; y) 1x§) + New,

= I(Wi:x)) + h(s' Y X)) — h(s'Y %Y, W) + New,
where s/llv 2 pgx 42V,

= 1(Wi;x§) + I(Wi: 87 Ix)) + New,

@ I(Wl;xév,s/llv) + New,

(¢ N N
< I(Wiss'y) — I(Wisy)) + 1(Wis x)Is'7) + Ney,

)
< I(les/iv,yév)—I(W1;y§V)+1(W1;XQVIS’1N)+Ne§V,

= I(Wi; ST Iyd) + LW xY 1Y) + Ney,

(e) N N
< T(Wi s} IyY) + T(Wiix) L vih, va)ls')) + Ne,

N N
= I(Wi; ') y)) + T(Wy; vis, vaiIs'y)
+1(Wy; Xévls’jlv, V{Vz, Vévl) + Ney,
N N N
< T(Wi s IyY) + Ho, v IS ) + a8, vib, vB)

NN N N /
_h(X2 |s] ’V12,V21’W1)+N6N’

o) N N
< R YY) = R 1YY, Wi) + Hv, vH) 4 Nely,

or R; < Onllalx | [ZCG 4+ 0.51og ZS/‘yz] ,
<lpl=

(68)
where (a) is due to the genie providing xév to receiver 1;
(b) is obtained using chain rule for mutual information;
(c) is obtained using secrecy constraint at receiver 2; (d) is
due to the genie providing yév as side information to
receiver 1, where xév is eliminated, (e) is obtained using
the relation I(Wq; xév, vf’z, Vévlls/llv = I(Wy; x§V|s’11V) +
I (Wy; v{vz, Vévl |s’ Ilv, Xév ) and (f) is obtained using the relation
in (3) and the fact that removing conditioning does not
decrease the entropy. The last inequality is obtained using
the fact that, under a given power constraint, the differential
entropy is maximized by the Gaussian distribution. The term
2y, is evaluated as follows.

2 _
gy, = Els'11— Els{y2]*E[y3]™"

SNR + SNR?(1 — p?)
— 14+ . (69)
1 + SNR + INR + 2p+/SNR INR

This completes the proof.
The following lemma is useful in bounding the mutual
information in the proof of Theorem 9.

E. A Useful Lemma

Lemma 1:

TGy, x0 y9 XD, w)) < N [1(Xp1, Xa2; yalXp2, w2) + €3],
(70)

where €3 is small for sufficiently large N.
Proof: The proof is provided in [29]. ]
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F. Proof of Theorem 9

The proof involves analyzing the error probability at the
encoder and decoder along with equivocation computation.
One of the novelties in obtaining the achievable scheme lies
in the choice of the cooperative private auxiliary codewords
u;, and up so that the codeword carrying the cooperative
private part of the message (wcp;) is canceled out at the unin-
tended receiver. This simultaneously eliminates interference
and ensures secrecy of the cooperate private message. For
ensuring secrecy of the non-cooperative private message, it is
required to show that the weak secrecy constraint is satisfied
at the receiver j, i.e., H(Wpilyj.v) > N[Rpi — &]. In the
equivocation computation, the main novelty lies in choosing
the value of the rate sacrificed in confusing the unintended
receiver (R;i) and rate of the dummy message (Ry;) so that
the weak secrecy constraint is satisfied. The error probability
analysis of the achievable schemes is relatively straightfor-
ward. Hence, these details are omitted and can be found
in [29].

Choice of u; and uy: The cooperative private auxiliary
codewords u; (i = 1, 2), are chosen such that the interference
caused by the codeword u; at receiver i (i # j) is nulled
out. This not only eliminates the interference caused by
the cooperative private part, but also ensures secrecy of the
cooperative private message. Choose u; and uy to be
jointly Gaussian, and such that

Xep»

Xep = W1l + w205,

u; = [hg helvj,wiz, and Wy = [he hgloy waz,  (71)
where by & (g —hd o 2
[—he  hy4] and wj; and wj; are independent
Gaussian  distributed with  variance ‘7121 and 0221,
respectively. Recall that w;; (i = 1,2) is the codeword

representing the cooperative private message wep; Of
transmitter i. The choice of 0122 and azzz is discussed in the
proof of Corollary 2 (Appendix G).

Remark: For the extension to the asymmetric setting, the
choice of the auxiliary codewords for the cooperative private
message needs to be modified as follows:

u; = [ hi2legwiz = (hiiho — hizha)wi,
and

w = [ho1 hoolos,wo; = (hitho — hioha)wa,,  (72)

where v, £ [hn  —hall, vy, £ [“hi2  hul’, wi;
and wj, are independent Gaussian distributed with variance
alzz and azzz, respectively. The rest of the proof follows along
similar lines as explained below.

1) Equivocation Computation: The equivocation at the
receiver 2 is bounded as follows.

HWilyY) = H(Wp1, Wepilyd),
= HWuly)) + HWepilyy, Wpr).  (73)

First, consider the term H (chllyév , Wp1). The output at the
receiver 2 is

Y2 = ua + haxa2 + hexpr + 22. (74)
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As u; and up are chosen to be independent of each other, i.e.,
I(u;;wz) = 0, and wep is chosen independent of w,;, the
following holds:

H(chllygv, Wp1) = H(chl)- (75)
Hence, it is only required to show that
HWpily)) = N[Rp1 — &]. (76)

The term H (Wp1|y ) can be bounded as follows:

H(Wpllyz)
> H(WpllyQ’,xgz,uév, W),

L H Wy, yY 150wl W) —

NN N "
p2’ H(y2 prz’ u2 s Wdz)a

©HW,,yY, pl’Xd2|Xp2’u§V’ Wi
_H(Xpl’xd2|y2 Y oud XD, Wt W,
—H(Y%ng’ uy, Wan),
= H (%1, X0 %0, W)
+HWp1,y5 XD, x5, wy x5, W)
—H(Xf)’p Xplyd', x gz’ Wp1, W)
_H(yév|xp2’u2 Wa),
> H(x))) + H&ELIWh) + H(yy X)), x0h, uy, x0h, Wis)
—H (y3 X}, us ) — H (x}1, )b |y3 s wd, X3, Wy, W),
D H &)+ H O + H Y xY, xl, u)', x0)
_H(Y§V|Xg2» UQV)—H(XI’X» szvz|yg’ “év’ ng’ W1, WL/i/Z)’
=N [Rpl + R;l + R;z] — I(Xgl, Xi,vzg yév|uév, ng)
Wpi, Wp,),

where (a) and (b) are obtained using the relations in
(78) and (79), respectively; and (c) is obtained using the fact
that W/, — (xgl, x, xgz, u)) — yl’ forms a Markov chain.
This can be shown with the help of a functional dependency
graph [36].

xd2|x

N N (N N _N
_H(Xp1,Xd2|Y2 > Uy 5 Xy, 77)

HWp1, Y2 IXpZ’ “éva Wi2)
= H(y3 Xy, u)', Wip) + H(Wpilyy , X, w3, Win),
(78)
H(Wp1,¥5 . X1, Xt X0, wy, Wi
=HWp1, yélegz, uév, W),
+ H(xgl, xévzlyév, ng» uév, Wpi, Wh). (79)

Using Lemma 1 in Appendix E, it can be shown that

I(Xplaxd27 YQ |u2 s pz) =< Nl(xpl,de y2luz, po) + Né€'.
(80)

Thus the remaining key step in showing that the condition
in (76) is satisfied is to bound the last term in (77). To bound
this term, consider the joint decoding of W’ 1 and W), at
receiver 2 assuming that a genie has given Wpl and W7,
as side information to receiver 2. For a given Wy1 = wp
and Wy, = w),, assume that w;l and w/, are sent by

transmitters 1 and 2, respectively and receiver 2 knows the
sequence y = y& and u) = u}’. For a given W1 = w,
and W[/l’2 = wdz, receiver 2 declares that j and [ was sent
if (Xpl(wpl,]) Xdz(l W), ¥ MY is jointly typical and such
(j, 1) exists and is unique. Otherwise, an error is declared.
Now, define the following event

El = {0 wpr, 1), X300 05, Y1) €T Py vt}
1Y)
where TN (Px, 1 X52Y2|UsX ,)  denotes, for given typical

sequences u; and Xpp, the set of jointly typical sequences
¥1,Xp1, and u; with respect to PX,,|Xd2Y2\U2X,,z~ Without loss

of generality, assume that xgl (wp1,1) and xﬁ,vz(l, wgz). were
sent. Then, by the union of events bound, the following is

obtained:
1¢ 1
P (Eu U Uj#l,l#lEjl) ;
P(Ellz) + 2NR;,| 2—N[1(xp1;y2|Xdz,u2,Xp2)—3€]
+2NR;22—
+ 2N(R/p1+Rt/12) 2= N[ (xpr1.xaziy2luz,xpo)—3€]

N
Pel_

IA

N[1I(xa2:y21xp1,u2,xp2)—3€]

(82)
Hence, the probability of error Pel}' is arbitrarily small for

large N, provided the following conditions are satisfied:

Rio] =< 1(xp13 y2lxa2, uz, xp2);
RZiz S I(Xdzs y2|xp1, u2,xp2),
R, + Ry < I(xp1,xa2; y2luz, xp2). (83)

When the conditions in (83) are satisfied and for sufficiently
large N, using Fano’s inequality,

1
N N |\ N N N _ "o N
NH(Xpl’XzﬂIyl Uy, X, Wpt = wp1, Wyp = wy)

1 -
<+ PN 1og2MEntRal) < 5, (84)

Using the above, the last term in (77) is bounded as follows:

Wpi, W) = D P(wp1, w)p)
“’pbw:;z

N N N N N /" "
XH (X1, XY 5 0y, X0, Wyt = wp1, Wy = wyp),

N N | N . N N
H(pr Xd2|Y2 > Uy 5 X0,

< Néy. (85)
Using (80) and (85), (77) becomes
H(Wpily7)
>N [Rpl + R,1 + Ry — 1(xp1, Xa2; y2lua, xp2) — 61] ,
(86)
where ¢ = € + J;. By choosing R;l + R, =

I(xp1, Xq2; y2|uz, xp2) — €11, (86) becomes

H(Wpllyév) >N [Rpl - es] , where ¢, = €1 +€11. (87)

Hence, by choosing R;l = I(xp1; y2lxp2, u2) — €}, and
Ry = I(xa2; y2|xp1, Xp2, u2) — €/}, secrecy is ensured for the
non-cooperative private message of transmitter 1, and also, the
achievability condition in (83) is satisfied.

For receiver 1, also, it is only required to show that the

non-cooperative private message of transmitter 2 remains
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secure. To bound the equivocation at receiver 1, consider the
following:

H(WpalyY) = HWpalyY, xNul, Wiy, (88)

Then, by following similar steps as used in case of receiver 2,
it can be shown that the choice of R;z =1 (xp2; y1lxp1, u1) —
€, and R}, = I(xt?g; y1|.xp1,xp2,u1) — €, ensures secrecy
of the non-cooperative private message of transmitter 2. This
completes the proof.

G. Proof of Corollary 2

In the first and second time slots, transmitters 1 and 2 send
the following encoded messages:

x1(1) = %, [11(1) + xp1 (1),
X

and x2(1) = x.,[21(1) + xp2(1) + xa2(1),
x1(2) = X, [11(2) + xp1(2) + xa1(2),

and x2(2) = X,,[21(2) + x2(2),

where X, is as defined in (71) and Xep [£]1(j) corresponds to the
i element of the vector at the j™ time slot. In the following,
the achievable secrecy rate and power allocation for different
messages are discussed in the case of the first time slot. Hence,
for simplicity, the time index is omitted. The mutual informa-

tion terms given in Theorem 9 are evaluated as follows. From

(89)

/ / h‘z Ppl
Theorem 9, R, and R, are set as 0.51og (1 + 1+h,21Pd2) and
2
0.51og(1 + li;lf’é 2), respectively. The first equation in (32)
becomes ‘

2 2

o+ h5P

% d ”; — R, (90)
1+thd2+thp2

The second equation in (32) becomes

R < 0.510g(l +

hg,Ppl
Ry <05logf 1+ 3 3
1 +hZPa + hzPp2

2
g,

in {Cg, 0.51 1 u —R ;.

+mm[ ¢ Og( * 1+h3Pd2+h3Pp2)] Pl

(C2Y)

The achievable rate for user 2 becomes
2 2
-+ h5 P
)R, (92)
L+ hyPax + hiPpi

Ry, <0.5 log(l +

h%P
Ry <05log| 1+ 3 a”r2
1+ h;Pa2 +thp1

2
+min{Cg,05l0g( 1+ —
L+ h3Pay + h2 Py,

R, (93)
The encoded message at transmitters 1 and 2 are

x1 = hqwi; — heway + xp1, and

X2 = hqwy; — hewiz + xp2 + x42. 94)

To simplify the power allocation, the variance of w1, and w»,

are chosen to be the same, i.e, 0122 = 0222 = azz. In order to
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satisfy the power constraint at the transmitters, the following
conditions need to be satisfied:

(h% + h2)o? + Pp1 < Py and (h3 + h2)o2 4+ Ppo+Pin < Pa,
95)

where P, = fiP(i =1,2),0 < f; <1 and P is the maximum
power available at either transmitter. The power for the non-
cooperative private message, cooperative private message and
dummy message are chosen as follows:

) 01 Py 0>
. = —27,})1)1 =——P,
01 + 62 hy + h? 0\ + 0>
m / n2 /
P, = P, Pp= P’, and
b n+n n+n2

P = (P, — (W3 +heHT. (96)

where (6;, ;) € [0, 1]. The parameters ¢; and #; act as power
splitting parameters for transmitters 1 and 2, respectively. The
parameter f; acts as a power control parameter. Hence, 6;,
n; and B; are chosen such that the rates in (90)-(93) are
maximized, and the minimum of (90) and (91) gives the
achievable secrecy rate for transmitter 1 i.e., Rj(1); and the
minimum of (92) and (93) give the achievable secrecy rate for
the transmitter 2 i.e., R3(1). This completes the proof.

H. Proof of Theorem 10

In contrast to the achievable scheme for the weak/moderate
interference regime, the dummy message sent by one of the
users i is required to be decodable at the receiver j (j # i).
Intuitively, since the cross links are stronger than the direct
links, stochastic encoding alone is not sufficient to ensure
secrecy of the non-cooperative private message. Hence, the
dummy message sent by transmitter i acts as a self-jamming
signal, preventing receiver i from decoding the message from
the other transmitter j 7% i. At the same time, ensuring that the
dummy message is decodable at receiver j enables receiver j
to cancel the interference caused by the dummy message,
allowing it to decode its own message. Thus, although the
cross-links are strong, receiver i is unable to decode the
message from transmitter j because of the jamming signal;
and this helps user j achieve a better rate. In the next time
slot, user i can achieve a better rate by exchanging the
roles of users i and j. The proof involves analyzing the
error probability at the encoder and the decoder along with
equivocation computation. The conditions for the encoding
error to go to zero and the choice of u; and uy remain the
same as in the proof of Theorem 9, and the probability of
decoding error can also be analyzed in a similar manner as
performed for the weak and moderate interference regime in
Appendix F. The details of the probability of error analysis
can be found in [29].

1) Equivocation Computation: The equivocation at
receiver 2 is bounded as follows. As the non-intended
cooperative private message is canceled completely at
receiver 2, it suffices to show the following, as mentioned in
Appendix F1.

H(Wpily)) = N[Rp1 — &]. 97)
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Consider the following:
H(Wp1ly)
= HWpilyy, u)),
= H(Wp1,y5 [u)) — H(yy ),
QB Wyt yY < xNud) — HE L x Wi, vY ud)
—H(yy u}),
= H(xgl, xé,vzluév) + H(Wp1, yév|xgl, xé,vz, uév)
—H(y} u)) — Hx), x5 Wp1,y5 , u)),
> H(x)), x)hlu)) + H(yy [x), x)y, uy) — H(y |u))
_H(Xgp szv2|Wp1» Yév’ “év)’
=Rp1 + R;l + R — I(Xgl, xé,vz; yY [ul)
—H&Y, x5 Wy, y9 ,ud), (98)
where (a) is obtained using the relation:
HWp1, vy, xb xhlu)) = HWpi, y) 10)) + H&), x|
Wpl,yév , uQ’ ). The second term in (98) is upper bounded as
follows:
I (xf;’1 ,
The above bound can be obtained by using similar steps as
used in the proof of Lemma 1 in Appendix E.
To bound the last term in (98), consider the joint decoding
of Wz/ﬂ and W2, assuming that receiver 2 is given W

X2 YY)y < NI (xp1, xa0; yolua) + Ne'. (99)

and uév as side information. By following similar steps as

in Appendix F1, it is possible to show that the probability of

error is arbitrarily small for large N, provided the following
conditions are satisfied:

R/Pl I(Xpl; y2|xd2> u2)»

Rax < I(xa2; y2lxp1, u2),

R, + Raz < I(xp1,Xxa2; y2|u2).

IA

IA

(100)

When the conditions in (100) are satisfied and for suffi-
ciently large N, the following bound is obtained using Fano’s
inequality:
H&NL, X Wp1 = wpr, y1,u)) < Né. (101)
Finally, the last term in (98) is bounded as follows:
H(Xgla XCIjVZIWpl ) YQIa uév)

= Z P(wpl)H(Xgla X(Ijvzlwpl = wpl» Y{Va ué\’)’

wp1
< No». (102)
Using (99) and (102), (98) becomes
H(Wpily))
>N [Rpl + R,1 + Raz — 1 (xp1, xa2; y2lu2) — (92 + 6/)],
(103)
By choosing R;l = I(xp1:y2luz) — €, and Rpp =

I (xa2; y21xp1, u2) — €, secrecy of the non-cooperative private

part is ensured. Thus,
H(WpilyY) = N [Rp1 — e2]. (104)

This completes the proof.
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