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Secure Processing of Distributed Data

Three classes of problems are studied:

1. Secure Function Computation with Trusted Parties
2. Communication Requirements for Secret Key Generation

3. Querying Eavesdropper



Secure Processing of Distributed Data

Three classes of problems are studied:

1. Secure Function Computation with Trusted Parties
2. Communication Requirements for Secret Key Generation

3. Querying Eavesdropper

Our Approach

> |dentify the underlying common randomness

» Decompose common randomness into independent components



1. Basic Concepts

2. Secure Computation

3. Minimal Communication for Optimum Rate Secret Keys
4. Querying Common Randomness

5. Principles of Secrecy Generation



Basic Concepts

Multiterminal Source Model
Interactive Communication Protocol
Common Randomness

Secret Key



Multiterminal Source Model

Assumption on the data

» X' = (X, Xin)
- Data observed at time instance t: Xy = (X1, e, Xont)
- Probability distribution of X1, ..., X,, is known.

» Observations are i.i.d. across time:

- X1, ooy Xpn are iiind. rvs.

» Observations are finite-valued.



Interactive Communication Protocol

COMMUNICATION NETWORK

Assumptions on the protocol
» Each terminal has access to all the communication.
» Multiple rounds of interactive communication are allowed.

» Communication from terminal 1: Fy; = fi; (X7)
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Interactive Communication Protocol

COMMUNICATION NETWORK

Assumptions on the protocol
» Each terminal has access to all the communication.
» Multiple rounds of interactive communication are allowed.

» 7 rounds of interactive communication: F = F4,....F,,



COMMUNICATION NETWORK

Definition. L is an e-common randomness for A from F if

P(L=L(X"F),ic A)>1—¢

Ahlswede-Csiszar '93 and '98. 7



COMMUNICATION NETWORK

Definition. An rv K € K is an e-secret key for A from F if
1. Recoverability: K is an e-CR for A from F
2. Security: K is concealed from an observer of F

Maurer '93  Ahlswede-Csiszar '93  Csiszar-Narayan '04. 8



COMMUNICATION NETWORK

Definition. An rv K € K is an e-secret key for A from F if
1. Recoverability: K is an e-CR for A from F
2. Security: K is concealed from an observer of F
Pgr =~ Ux X Pg

Maurer '93  Ahlswede-Csiszar '93  Csiszar-Narayan '04. 8



Notions of Security

» Kullback-Leibler Divergence

Sm(K, F) = D(PKFHUIC X PF)
=log|K|-H(K)+I(KAF)=0

» Variational Distance
Svar(K7 F) = ||PKF — UiC X PF||1 ~0

» Weak .
Sweak;(K7 F) = — Sm(K, F) ~0
n



Notions of Security

» Kullback-Leibler Divergence

Sm(K, F) = D(PKFHUIC X PF)
—log|K| — H(K) + I(K AF) ~ 0

» Variational Distance
Svar(K7 F) = ||PKF — UiC X PF||1 ~0

» Weak .
Sweak(K7 F) = — Sm(K, F) ~0
n

2 Spar (K, F)? < 5in (K, F) < 590, (K, F) log o

Sva'r(KyF)



Secret Key Capacity

Definition. An rv K € K is an e-secret key for A from F if
1. Recoverability: K is an e-CR for A from F

2. Security: s(K,F) — 0asn — oo

10



Secret Key Capacity

Definition. An rv K € K is an e-secret key for A from F if
1. Recoverability: K is an e-CR for A from F

2. Security: s(K,F) — 0asn — oo

Rate of K = Xlog|K|
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Secret Key Capacity

Definition. An rv K € K is an e-secret key for A from F if
1. Recoverability: K is an e-CR for A from F

2. Security: s(K,F) — 0asn — oo

Rate of K = Xlog|K|
» ¢-SK capacity C'(€) = supremum over the rates of e-SKs
» SK capacity C'= inf C(e)

0<e<1

10



Secret Key Capacity

Theorem (Csiszar-Narayan '04)

The SK capacity is given by
C=H(Xum)— Reo,

where

RCO = min f: Ri,

=1

such that ", p R; > H (Xp | Xpge), forall A¢ B C M.

11
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Secret Key Capacity

Rco = min. rate of “communication for omniscience" for A

Theorem (Csiszar-Narayan '04)

The SK capacity is given by
C=H(Xum)— Reo,

where .
RCO = mlnz Ri,
i=1
such that ", p R; > H (Xp | Xpge), forall A¢ B C M.
(Maurer '93, Ahlswede-Csiszar '93)
For m = 2: C=1(X1NXs)
11






Computing Functions of Distributed Data

COMMUNICATION NETWORK

Function computed at terminal i: g;(z1, ..., )

- Denote the random value of g;(x1, ..., z,,) by G;

13



Computing Functions of Distributed Data

COMMUNICATION NETWORK

Function computed at terminal i: g;(z1, ..., )

- Denote the random value of g;(x1, ..., z,,) by G;
P (G? = @E”)(Xi”,F), forall1 <4< m) >1—c¢

13



Secure Function Computation

COMMUNICATION NETWORK

9 92 9m

Value of private function gy must not be revealed
Definition. Functions gq, g1, ..., g, are securely computable if
1. Recoverability: P <G§1 = éﬁ“) (XM F), i€ ./\/l) —1
2. Security: I(Gy ANF) — 0
14



Secure Function Computation

When are functions go, g1, ..., g, securely computable?

COMMUNICATION NETWORK

9 92 9m

Value of private function gy must not be revealed
Definition. Functions gq, g1, ..., g, are securely computable if
1. Recoverability: P <G? = ng) (XM F), i€ ./\/l) —1
2. Security: I(Gy ANF) — 0
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Secure Function Computation

When is a function g securely computable?

COMMUNICATION NETWORK

Value of Private function go = ¢
Definition. Function g is securely computable if
1. Recoverability: P <G” = G"(XIF), i € ./\/l) — 1
2. Security: I(G" ANF) =0
15



A Necessary Condition

If ¢ is securely computable, then it constitutes an SK for M.

Therefore,
rate of G < SK Capacity,

H(G) < C.

16



When is g securely computable?

Theorem
If g is securely computable, then H(G) < C.

Conversely, g is securely computable if H(G) < C.

For a securely computable function g:

» Omniscience can be obtained using F 1. G™.

» Noninteractive communication suffices.
» Randomization is not needed.

17



Example: Secure Computation using Secret Keys

Xy

By

By

H(K)=1 /|
Secret Key K

9(X1,Xs) =B1® By

X
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Xy

B,

By

By

H(K)=1 /|
Secret Key K

9(X1,Xs) =B1® By

X
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Example: Secure Computation using Secret Keys

B,
X1 Bl K K BQ XQ

K ® B ® B
H(K)=1
Secret Key K

9(X1,Xs) =B1® By

18



Example: Secure Computation using Secret Keys

Do fewer than n bits suffice?

Byl | B K| | K, K| | K,|Ba| - |Ba)

Secret Key K

g(X7, X3) = B11 @ By, ..., B1,, @ By,

18



Example: Secure Computation using Secret Keys

Do fewer than n bits suffice?

By | By,

Ky

K

K,

L

Secret Key K

j

g(X7, X3) = B11 @ By, ..., B1,, @ By,

» If parity is securely computable:

1= H(G) < C = H(K)

18



Characterization of Secure Computability

Theorem

The functions gg, 1, ..., gm are secure computable if (>) and

only if (=)

R*:
F

Xn

(3

F

H (X | Go) > R

minimum rate of F such that

n
Gi

Xn

K3

n
— Gy

Xty = Omniscience

A data compression problem with no secrecy

19



Example: Functions of Binary Sources

Functions are securely computable iff(!) h(d) < 7

9o g1 g2 T
X1 @ Xy X1 DXy % 1
X1 6 Xy X1 6 Xo X1.Xo 2/3
X, @ X, X, e X, X1® X5 | 1/2
X1 Xo, XX | X1 Xy, X1.X | X1.Xo 20/3

20



Example: Functions of Binary Sources

PN

1 1
Functions are securely computable iff(!) h(d) <7
90 g1 92 T
X168 Xo X6 X, [0) 1
X1 @ Xo X7 @ Xs X1.X, 2/3
X1 DXy X1 DXy X1® X,y | 1/2
X, 6 Xo, X1.Xs | X1 @ Xo, X1.Xs | X1. X2 | 20/3

20



Example: Functions of Binary Sources

Functions are securely computable iff(!) h(d) < 7

Jo 9 g2 T

X0 X, XD X, 1) 1

X0 X, XD X, X.1.X, 2/3
X, @ X, X, @ X, X1®Xs|1/2
Xi0X, X0 X | Xi0X,, X0 X0 | X01.X, 26/3

20



Computing the Private Function

H(Xnpm | Go) > R

> Suppose g; = go

R*: minimum rate of F such that

F F F
n n n — n
G§ X Omniscience

21



Computing the Private Function

H(Xnpm | Go) > R

> Suppose g; = go

If go is securely computable at a terminal then

the entire data can be recovered securely at that terminal

T 1 T

G§ X Omniscience

21



Minimal Communication for an




Secret Key Generation for Two Terminals

COMMUNICATION NETWORK

Weak secrecy criterion: *s;,(K,F) — 0.

Secret key capacity C' = I(X; A X5)

Maurer '93  Ahlswede-Csiszar '93

23



Common Randomness for SK Capacity

What is the form of CR that yields an optimum rate SK?

» Maurer-Ahlswede-Csiszar
Common randomness generated
X{ or X3
Rate of communication required
min{ H(X1|X3), H(X2|X1)}
Decomposition

H(Xl) = H(X1|X2) + I(Xl VAN XQ)
H(Xg) = H(X2|X1) + I(Xl AN XQ)
24



Digression: Secret Keys and Biometric Security

Secure Server
K ( }\71 )

Public Server
F(X,)

25



Digression: Secret Keys and Biometric Security

Xy

Secure Server
K ( }\71 )

Public Server

F(X,)

)

==

25



Digression: Secret Keys and Biometric Security

Secure Server

XD
Public Server )

yas

25



Digression: Secret Keys and Biometric Security

Secure Server

A\\\REGA\\ o
XD
Public Server )

Similar approach can be applied for physically uncloneable functions

25



Common Randomness for SK Capacity

What is the form of CR that yields an optimum rate SK?

» Maurer-Ahlswede-Csiszar

Common randomness generated
n n
X7 or X

Rate of communication required
mln{H(X1 |X2), H(X2|X1)}

(Xl A Xg)

Decomposition
(Xl A Xg)

H(X1]X2) +

H(Xy) =
= H(X2|X1) +

(X2)

=

26



Common Randomness for SK Capacity

What is the form of CR that yields an optimum rate SK?

» Maurer-Ahlswede-Csiszar ~ Csiszar-Narayan

Common randomness generated
Xpor X§ (X[, X3)

Rate of communication required
mln{H(X1|X2),H(X2|X1)} H(X1|X2) +H(X2|X1)

H(Xl) = H(X1|X2) + I(Xl A Xg)
H(X2) = H(X2|X1) + I(X1 N X9)
H(Xl,XQ) = H(X1|X2) 4 H(X2|X1) —I—I(Xl VAN XQ)

Decomposition

26



Characterization of CR for Optimum Rate SK
(Theorem

Theorem
A CR J recoverable from F yields an optimum rate SK iff

1
—I(X7TAXPIJ,F) = 0.
n

Examples: X' or X» or (X7, X}

27



Interactive Common Information

» Interactive Common Information

Let J be a CR from communication F.

CI](X1; X2) = min. rate of L = (J,F) such that

1
I(X} AXZIL) 0 (+)

CIz(Xl /\XQ) = lgn CI,Z"(XLXQ)

28



Interactive Common Information

» Interactive Common Information

Let J be a CR from communication F.

CI](X1; X2) = min. rate of L = (J,F) such that

1
EI(X? ANXYIL) =0 (%)
CIZ(Xl /\XQ) = lgn CI,Z"(XLXQ)

» Wyner's Common Information

CI(X1 A X2) = min. rate of L (X7, X7) s.t. () holds

28



Minimum Communication for Optimum Rate SK

Ry min. rate of an r-round communication F
needed to generate an optimum rate SK

Theorem
The minimum rate R% is given by

It follows upon taking the limit r — oo that

RSK = CI,L(Xl VAN XQ) - I(Xl VAN XQ)

A single letter characterization of CI] is available.

29



Minimum Communication for Optimum Rate SK

Ry min. rate of an r-round communication F
needed to generate an optimum rate SK

Theorem
The minimum rate R% is given by

It follows upon taking the limit r — oo that
RSK = CI,L(Xl VAN XQ) - I(Xl VAN XQ)

Binary symmetric rvs: CI} = ... = CI7 = min{H(X;), H(X>)}

29



Minimum Communication for Optimum Rate SK

Ry min. rate of an r-round communication F
needed to generate an optimum rate SK

Theorem
The minimum rate R% is given by

It follows upon taking the limit r — oo that

RSK = CI,L(Xl VAN XQ) - I(Xl VAN XQ)

There is an example with CI} > CI? = Interaction does help!

29



Common Information Quantities

Clge < I(Xl/\Xg) < CI < CI; §m1n{H(X1),H(X2)}
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Common Information Quantities

CIGC < IXl/\XQ < CI < C1; <m1n{H(X1) H(XQ)}

gt
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Common Information Quantities

CIGC < IXl/\XQ < CI < C1; <m1n{H(X1) H(XQ)}

2 /@tlve Common Information
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Common Information Quantities

CIGC < IXl/\XQ < CI < C1; <m1n{H(X1) H(XQ)}

2 /@tlve Common Information

» C1I; is indeed a new quantity
Binary symmetric rvs: C'I < min{H (X1), H(X32)} = CIL.

30






COMMUNICATION NETWORK

Definition. L is an e-common randomness for A from F if

P(L=L(X"F),ic A)>1—¢

Ahlswede-Csiszar '93 and '98. 32



Query Strategy

qlug | v) =1 qug | v) =t
S iy
yes yes
Uy Uy

Query strategy for U given V

Massey '94, Arikan '96, Arikan-Merhav '99, Hanawal-Sundaresan '11

33



Query Strategy

Given rvs U,V with values in the sets U, V.

Definition. A query strategy q for U given V = v is a bijection
q(|v) U = A1, .., [Ul},
where the querier, upon observing V' = v, asks the question
“IsU = u?"
in the g(ulv)™ query.

q(U|V'): random query number for U upon observing V/

34



Query Strategy

Given rvs U,V with values in the sets U, V.
Definition. A query strategy q for U given V = v is a bijection
q(-Jv) U = {1, ... [},
where the querier, upon observing V' = v, asks the question
“IsU = u?"
in the g(ulv)™ query.
q(U|V'): random query number for U upon observing V/

[{u:q(u|v) <~ <~
34



Optimum Query Exponent

Definition. &> 0 is an e-achievable query exponent if

there exists e-CR L,, for A from F,, such that

sup P (¢(L, | F,) <2"%) -0 as n— oo,
q

where the sup is over every query strategy for L,, given F,,.
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Optimum Query Exponent

Definition. &> 0 is an e-achievable query exponent if

there exists e-CR L,, for A from F,, such that

sup P (¢(L, | F,) <2"%) -0 as n— oo,
q
where the sup is over every query strategy for L,, given F,,.
E*(e) 2 sup{E : E is an e-achievable query exponent}
E* & 01<161£1E*(<—:) : optimum query exponent

35



Characterization of Optimum Query Exponent
(Theorem

Theorem
For 0 < e < 1, the optimum query exponent E* equals

E*=FE*(e) =C.

36



Characterization of Optimum Query Exponent

Theorem
For 0 < e < 1, the optimum query exponent E* equals

E*=FE*(e) =C.
Proof.
Achievability: E*(e¢) > C(e) - Easy
Converse: E*(e) < C' - Main contribution
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Characterization of Optimum Query Exponent

Theorem
For 0 < e < 1, the optimum query exponent E* equals

E*=FE*(e) =C.
Proof.
Achievability: E*(e¢) > C(e) - Easy
Converse: E*(e) < C' - Main contribution

Theorem (Strong converse for SK capacity)
For 0 < € < 1, the e-SK capacity is given by

C(e) = E*=C.

36



A Single-Shot Converse

For rvs Y1, ..., Yy, let L be an e-CR for {1, ..., k} from F.

Theorem
Let O be such that

Pyl LY (yh---ayk)
P (yb 7y/€) : —— < 7 ~ 1.
({ Hf:l Py, (i)

Then, there exists a query strategy qo for L given F such that

1

P (w(L|F) S 077) > (1- Vo2 >0,

37



Small Cardinality Sets with Large Probabilities

Rényi entropy of order « of a probability measure 1, on U:

1 «
Ha(p) £ T——log Y pu(u)*, 0<a#1
uel

Lemma. There exists a set Us C U with p(Us) > 1 — 6 s.t.
Us| < exp(Ha(p), O0<a<l.

38
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Rényi entropy of order « of a probability measure 1, on U:

1 (e}
Ha(p) £ T——log Y pu(u)*, 0<a#1
ueU

Lemma. There exists a set Us C U with p(Us) > 1 — 6 s.t.
Us| < exp(Ha(p), O0<a<l.

Conversely, for any set Us C U with p (Us) > 1 -6,
Us| Z exp (Ha(p)), — a>1
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Us| < exp(Ha(p), O0<a<l.

Conversely, for any set Us C U with p (Us) > 1 -6,
Us| Z exp (Ha(p)), — a>1

38






> l|dentify the underlying common randomness

» Decompose common randomness into independent components
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Our Approach

» Identify the underlying common randomness

» Decompose common randomness into independent components

Secure Computing

Common Randomness

Omniscience with side information gq for decoding

Decomposition

The private function, the communication and the residual randomness

40



Our Approach

» Identify the underlying common randomness

» Decompose common randomness into independent components

Two Terminal Secret Key Generation

Common Randomness
Renders the observations conditionally independent
Decomposition

The secret key and the communication

40



» Identify the underlying common randomness

» Decompose common randomness into independent components

Querying Eavesdropper

Requiring the number of queries to be as large as possible
— is tantamount to decomposition into independent parts

40



Principles of Secrecp Generation

Computing the private function gy at a terminal is as difficult
as securely recovering the entire data at that terminal.

A CR yields an optimum rate SK iff it renders the observations
of the two terminals (almost) conditionally independent.

Almost independence secrecy criterion is equivalent to imposing
a lower bound on the complexity of a querier of the secret.

41






» Share all data to compute g: Omniscience = X7},

» Can we attain omniscience using F 1. G™7?

> Entropy of G
Total randomness: H (X ()
Communication required to share
the randomness: Roo

Claim: Omniscience can be attained using F 1L G" if:

H(G) <H(X/\4)—RCO

43



Random Mappings For Omniscience

COMMUNICATION NETWORK

-(n) o (n - (n
Xy X X5

» F, = F;(X["): random mapping of rate R;.
» With large probability, F1, ..., F}, result in omniscience if:

> R; > H(Xp|Xp), BSCM.

1€B

> RCO = min Zie/\/l Rz

Csiszar-Korner '80 Han-Kobayashi '80  Csiszar-Narayan '04 44



Independence Properties of Random Mappings

» P be a family of N pmfs on X s.t.

P({xeX:P(x)>%})§e, VPeP.

Balanced Coloring Lemma: Probability that a random
mapping F : X — {1,...,2"} fails to satisfy for some P € P

or

2

i=1

is less than exp {r + log(2N) — (€2/3) 2(d—r)}_

P(F(X) = i) — %’ < 3c.

Ahlswede-Csiszar '93 and '98
45



Independence Properties of Random Mappings

» P be a family of N pmfs on X s.t.

P({xeX:P(x)>%})§e, VPeP.

Balanced Coloring Lemma: Probability that a random
mapping F : X — {1,...,2"} fails to satisfy for some P € P

or

2

i=1

is less than exp {r + log(2N) — (€2/3) 2(d—r)}_

P(F(X)=1i) — %’ < 3e.

Generalized Privacy Amplification

Ahlswede-Csiszar '93 and '98 Bennett-Brassard-Crépeau-Maurer '95 45



Sufficiency of H(G) < H (X ) — Reo

Consider random mappings F; = F; (X") of rates R; such that

> Ri>H(Xp|Xp), BGCM.
icB
» F results in omniscience at all the terminals.

» F is approximately independent of G™.
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Sufficiency of H(G) < H (X ) — Reo

Consider random mappings F; = F; (X") of rates R; such that
> Ri>H(Xp|Xp), BGCM.
i€B
» F results in omniscience at all the terminals.

» F is approximately independent of G™.

Note: I(F1, ..., Fp ANG™) <300 T(F; ANG™, Fagg)
Show I(F; A G", Fq\;) = 0 with probability close to 1

- using an extension of the BC Lemma [Lemma 2.7]

46
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