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Abstract—We study the problem of secure bidirec-
tional relaying in the presence of an “honest but
curious” relay. We consider the setting where all
links between nodes are additive white Gaussian noise
(AWGN) channels, and show that using nested lattice
codes, it is possible to obtain strong secrecy. A ran-
domized encoder based on probability mass functions
obtained by sampling the Gaussian function is used,
and we show that the mutual information between
the secret messages and the vector received by the
relay is arbitrarily small for large block lengths. We
determine sufficient conditions for secure and reliable
communication, and find achievable rates. We then
extend the results to the case of secure relaying in a
multi-hop network with K + 1 hops.

I. INTRODUCTION

Consider the bidirectional relay problem, where two
nodes, A and B (called the user nodes) wish to exchange
messages via an intermediate relay node, R. All nodes op-
erate in the half-duplex mode, and all links between nodes
are additive white Gaussian noise (AWGN) channels.

We will use the compute-and-forward protocol [13], [14]
for this problem. In this protocol, communication takes
place in two phases: the multiple-access phase and the
broadcast phase. In the multiple-access phase, both user
nodes encode their messages and simultaneously transmit
to the relay. Let X (resp. Y) be the message possessed
by user A (resp. B). The messages are independent, and
uniformly distributed over the set of all messages, say X.
The encoder at node A (resp. B) stochastically maps the
message X (resp. Y) into a d-dimensional real vector u
(resp. v), which is sent to the relay. The relay receives

wW=u+vVv+az, (1)

where z denotes independent zero-mean AWGN with vari-
ance o2. We assume that the channel gains from the user
nodes to the relay are equal to 1, and the general case is
left as future work. An average transmit power constraint
of P is imposed on the user nodes, i.e.,

1 1
SEul? <P, and ZE|v? < P, 2

the expectations being taken over u and v, respectively.
From w, the relay R is required to compute X @Y, for an
appropriately chosen binary operator ¢ on X which makes
X a finite Abelian group. In the broadcast phase, R encodes

X @Y into a d-dimensional real vector, and broadcasts it
to the user nodes. Our focus for the rest of this paper lies
exclusively on the multiple-access phase, and we will not
consider the broadcast phase hereafter.

Our measure of secrecy at the relay is the mutual infor-
mation between X (resp. Y) and u+ v, ie.,, Z(X;u+v)
(resp. Z(Y;u+ v)), and we want to make this arbitrarily
small as the number of channel uses increases. Note that
since the noise z is independent of everything else, this also
means that Z(X; w) and Z(Y'; w) become arbitrarily small.
This is referred to as strong secrecy in the literature [12].

The problem of secure bidirectional relaying was earlier
studied in [7] under a weak secrecy constraint, where only
the mutual information rate, 2Z(X;w), goes to zero. The
results were extended to strong secrecy in [8], where it
was shown that a rate of %log2 (%+%) — 1 can be
obtained with strong secrecy using nested lattice codes
and universal hash functions.

We here propose a scheme that uses nested lattice codes
and randomized encoding to achieve strong secrecy. For a
given message, the user node transmits a lattice point at
random, according to a probability mass function which
is obtained by sampling agld appropriately normalizing
a Gaussian function, e~ 57 . We will prove that such a
scheme guarantees strong secrecy, and we will then study
achievable rates. The novelty of our scheme is that given a
pair of nested lattices, we specify exactly what probability
mass function (pmf) is used to randomize at the encoder
to achieve secure communication. We also show that the
rate of convergence to zero of Z(X;u+v) and Z(Y;u+v)
is exponential in d. A similar scheme was studied earlier
in [9], [10], wherein a pmf obtained by sampling a den-
sity function having a compactly supported characteristic
function was used. It was shown there that perfect secrecy,
ie, Z(X;u+v) = Z(Y;u+ v) = 0, could be obtained.
However, in that case, we were only able to achieve a
transmission rate of %logQ (%) — log,y(2¢). Employing a
signalling scheme that uses sampled Gaussians allows us to
improve the achievable rate to 3 log, (3 + %) — 1 log,(2e).
Sampled Gaussian functions have been previously used in
the context of the wiretap channel [11], and we will make
good use of the techniques developed there.

We also extend these results to the problem of relaying



messages in a multi-hop line network with K + 1 hops,
where the relays are independent, passive eavesdroppers.
This problem was studied in [7], and achievable rates
were found under a weak secrecy constraint. We use the
same protocol as in [7], and show that strong secrecy can
be achieved using our scheme. In comparison to [7], the
transmission rates obtained using our scheme is lower by
around 0.11 bits, but we obtain strong secrecy.

The paper is organized as follows. In Section II, we
describe our coding scheme, and state the main result
(Theorem 1) for the bidirectional relay. The theorem is
proved in Section III, with some of the details given in an
appendix. Finally, in Section IV, we extend the results to
the multi-hop scenario.

II. CODING SCHEME
We first establish some notation. The set of real
numbers and the set of integers are denoted by R and
7, respectively. For a d-dimensional real vector x, the ¢2
norm of x is denoted by [|x||. If X is a random variable,
then E[X] denotes the expected value of X.

Let {v1,va,..., vk} be a set of k linearly independent
vectors in R, The set of all integer-linear combinations of
the v;’s is called a lattice in R? [2], and k is called the rank
of the lattice. In this work, we will consider only full-rank
lattices, i.e., k = d. For any x,z € R?, and real x > 0, we

fi
define 1 _llz—x)?

frox(z) = W@ T2 (3)

and for any lattice A in R,

frx(A) == Z frx(A). (4)
AEA
For ease of notation, f.(z) will mean fy o(z), and f.(A)
will mean fy; o(A).

The coding scheme used in the sequel is described below:

Code: We use a (A4, A((Jd)) nested lattice code. It
consists of a pair of full-rank nested lattices, A(® and Aéd),
with Aéd) C A@ C RY. The lattice A(()d) is called the coarse
lattice, and A(? is called the fine lattice. The messages are
chosen from the quotient group, G(9) := A(4)/ A(()d), and @
will be the addition operation on G,

Encoding: Let V(Aod)) denote the fundamental Voronoi
region® of Agd). For any coset A; in A(d)/Aéd), we can
choose a unique representative lattice point for A; from
A(d)ﬂV(A(()d)). Call this A;. Observe that A; = Aéd) +j =
A+ X e Aéd)}. Fix a k > 0. If node A possesses
message (coset) Aj, then it transmits a random lattice
point, u, chosen from the coset A; according to the pmf

fr (1) : (d) A
) = | gy TREATEN
0, otherwise.

lFor a lattice A in R? and any x € R%, let Qa(x) =
arg minycp|lx — Al be the map that sends x to the closest lat-
tice point. Then, the fundamental Voronoi region of A is the set
{x € R?: Qu(x) = 0}.

Similarly, if node B possesses message Ay, then it transmits
a random lattice point according to pg(v).

Decoding: The relay uses a lattice decoder. Let w,
given by (1), be the vector received by R. Then, the relay
estimates A; @ Ay to be coset represented by the closest
point in A@ to w.

Achievable power-rate pair: We say that a power-rate
pair (P,R) is achievable with strong secrecy if for every
§ > 0, there exists a sequence of (A(®, A(()d)) nested lattice
codes such that for all sufficiently large d,

o The average transmit power, defined to be 1E||ul|? =

1E||v|]?, is less than P + §;

e The transmission rate, which is

Llog, |G, is greater than R — §;

o The average probability of decoding X @Y incorrectly

from u + v + z is less than d; and

e The mutual information, Z(X;u+v) = Z(Y;u+v)

is less than 4.

defined as

The main result of this paper can be stated as follows:

Theorem 1. Over the bidirectional relay, for any P >
4ec?, a power-rate pair of

1 P 1
<’P7 3 log, <02> ~3 log, 2e>

is achievable with strong secrecy.

The achievable rate can be improved using random
dithering and MMSE equalization at the relay [5], [13].
An argument as in [13] yields that a power-rate pair of

1 1 P 1
(7), 5 10g2 (2 + 0_2) — 5 10g2 2€>

is achievable with strong secrecy.

III. PROOF OF THEOREM 1

Consider the coding scheme described in Section II,
taking the parameter x in (5) to be equal to v/P. To prove
strong secrecy, we use a technique from [11]. Let py v (+)
denote the pmf of u+ v. For any coset A; of A(()d) in A(@,
having ); as its coset representative in A(¥ N V(A(()d)), let
pu+vix(-|A;) denote the pmf of u 4 v conditioned on the
event {X = A;}. We will first show that for every x in
AD A Y(AD)] the variational distance,

V(po v, pusvix (%) == D [pryv(wW)—puivix (w]x)|
weA(D)

goes to zero exponentially (in d) as d goes to infinity. We

will then use the following basic result, which bounds from

above the mutual information Z(X;u+ v) in terms of the

average variational distance

dv ==Y V(pusv,puvix (-x)px ()
X
between the distributions py,v and py v x-

Lemma 1 ([4], Lemma 1). For |G| > 4, we have
I(X;u+v) <dy (logy |G| —log, dv).



Given a lattice A in R?, we define vol(A) to be the
volume of V(A). For any x > 0, the flatness factor, e (k),
is defined [1], [11] as

maxyep(a) | (Maen fra(X)) — 1/vol(A)] (©)
1/vol(A) '

The following theorem gives a bound on the variational
distance in terms of the flatness factor. A proof is sketched
in the appendix.

en(r) =

Theorem 2. If the sequence of nested lattice pairs,
(A(d),Aéd)) is such that the flatness factor, € .=

RO P/2)

tance is bounded from above as

is less than 1/2, then the variational dis-

(7)

V(pusv,pusvix (%)) < 216D

Therefore, if the hypothesis of the above theorem holds,
then by Lemma 1, we have

Z(X;u+v) < 21669 (log, |GD| — log, 216¢D).

As we will see below in Section III-B, we can choose nested
lattices (A(d),Aéd)) such that |G(?| grows exponentially
in d, while €(4) goes to zero exponentially in d. Thus, the
mutual information Z(X; u+v) (and similarly Z(Y; u+v))
goes to zero exponentially as d goes to infinity, thereby
guaranteeing strong secrecy.

A. Awverage transmit power

The average transmit power is given by JE|ul? =
LE|v[]? = 13 caw [[IAPpu(A). Using inequalities (16)
and (17) from the appendix, we can bound the average
transmit power on either side as follows:

1— e<d>) 1 fyp(N) 1
VL s -2 L <
(l-i-e(d) dAeZA;d) (@) = d
1+€e®Y\ 1 N0
(55%) 1 & W25 ©
AEA(D) VP

Now, Lemma 6 from [11] shows that as d — oo, the

term 13\ ) ||/\||2ffrf%/§ﬁj)) converges to P, provided
P

en@ (VP/2) = 0. We thus have the following lemma.

Lemma 2. Asd — oo, if the flatness factors €, @ (/P /2),
0

and €y (VP /2) both converge to zero, then the average

transmit power, SE|ul|? = JE|v|]?, converges to P.

B. Achievable rate

We choose our sequence of nested lattices, (A(d),A(()d))

so as to satisfy the following properties:
(L1) The sequence of coarse lattices, Agd), is good for cover-
ing, MSE quantization, and AWGN channel coding?.

2For the definitions of lattices good for covering, MSE quantiza-
tion, and AWGN channel coding, and discussions involving these, see
e.g. [6].

(L2) The sequence of fine lattices, A(? | is good for AWGN
channel coding.

(L3) The flatness factor €, (1/P/2) goes to zero expo-
nentially as d goes to ionﬁnity.

(L4) The flatness factor €, (vP/2) goes to zero exponen-
tially as d goes to infinity.

From [13], we know that for any R > 0, a sequence of
nested lattices (A(d),A(()d)) can be chosendto satisfy (L1)
and (L2), with % log, |G@)| = Llog, :Z}Eﬁ‘%dzg —Rasd—

0o. Theorem 3 and Proposition 4 of [11] show that such
a sequence of nested lattices can also be made to satisfy

(L3) if »
(vol(Ag"”)) !
(P2 b ©)
and (L4) if P
vol(A@))”
(21;/(\73/?) <1 (10)

2/d

In order to satisty (9), let us choose (VOI(A(()d))
7P — & for some arbitrary & > 0. Using vol(A)) =
vol(A(()d))/|G(d)|, we see that for (10) to hold, the trans-
mission rate has to satisfy

1
: (11)

Thus, if the above holds, then we can have properties (L3)
and (L4), and hence, by Lemma 2, we can have the average
transmit power converging to P.

Since the sequence of fine lattices is good for AWGN
channel coding, the probability of error in decoding X @Y
from u+ v + z can be made to decay to zero as d — oo if

(vol(A(®))*/1
2mec?
We have vol(A@) = vol(A{?) /|G|, and we have chosen
(Vol(A(()d)))Q/d = 7P — §. Putting these into (12), and
observing that J is arbitrary, we see that if

1 o 1 P\ 1
glog2 G| < 510g2 <g2) - §log2 2e, (13)

1 )
(d) - _ 2
log, |G |>1/2+210g2 <1 7T7D>'

> 1. (12)

then the probability of error can be made to go down to
zero as d goes to infinity.

If P > 4ec?, then the right-hand side of (13) ex-
ceeds that of (11). Hence, we can find a sequence of
nested lattice codes that achieves a power-rate pair of
(777 % log, (%) — % log, 26) with strong secrecy, thus prov-
ing Theorem 1.

Remark. The strongly secure scheme proposed by He
and Yener in [8] also used nested lattice codes as we
have done here. They obtain strong secrecy using universal
hash functions, and show the existence of a suitable linear
hash function that ensures that the mutual information
decays exponentially in d. On the other hand, we have



used a sampled Gaussian pmf for randomization at the
encoder, and hence, for a given pair of nested lattices, we
explicitly specify the distribution used for randomization.
Even using our scheme, the mutual information goes down
to zero exponentially in d. But unlike [8], which was valid
under a maximum power constraint at each node, the
codebook we use is unbounded, so our scheme can only
satisfy an average power constraint. Also, the achievable
rate in the scheme of He and Yener is slightly higher (by
%log2 § bits per channel use). Our scheme has these two
drawbacks but is still attractive because unlike [8], which is
only an existence result, we give an explicit randomization
technique for security. The scheme in [8] was coupled with
an Algebraic Manipulation Detection (AMD) code [3] for
Byzantine detection, and it was shown that the probability
of a Byzantine attack being undetected could be made
to decay to zero exponentially in d. We remark that our
coding scheme can also be extended to this scenario, and
be used as a replacement for the nested lattice code in [8].

IV. MULTI-HOP RELAYING

In this section, we apply our coding scheme to the
scenario of multi-hop relaying. A multi-hop line network
with K + 1 hops consists of K + 2 nodes: a source
(node 0), a destination (node K + 1), and K relay nodes,
labelled by 1,2, ..., K. The nodes are laid out in a straight
line, in increasing order of their labels. All nodes are
half-duplex. Each node can communicate only with its
immediate neighbours, and communication is by broad-
cast of messages to the neighbours. All links between
nodes are identical, zero mean, variance 02 AWGN chan-
nels. The source has to send M independent messages,
X1,Xo,..., X, to the destination across the network.
The relays act as passive eavesdroppers, but do not co-
operate with each other, i.e., the information available at
a relay is not shared with the other relays. We use the
scheme proposed by He and Yener [7] for relaying, except
that each node in the network employs the coding scheme
described in Section II. The communication takes place in
2M + K + 1 phases. Each phase requires d channel uses.
An average power constraint is imposed at the nodes?. If
v;[t] denotes the vector transmitted by the ith node in
phase ¢, then 1E|v;[t]| < P, for 0 <i < K +1 and
1 <i< K+ 2M + 1. The rate of the scheme, R(d)
the number of bits of information transmitted per channel
use by the source in order to send M messages to the
destination, i.e., Rgf? = mbgz |G()].

We say that a power-rate pair of (P, R) is achievable
for M-message transmission with strong secrecy in a
multi-hop line network with K + 1 hOF if for every
d > 0, there exists a sequence of ( d A(d) nested
lattice codes such that for all suﬂ"lmently large d, we

3He and Yener [7] use a slightly different power constraint than
the one defined here, and hence their expression for achievable rate
is different.

have P4 < P 4 6, RE\C/? > R — §, the probability
of the destination decoding X, Xs,..., X incorrectly,
n® < §, and the mutual information between the mes-
sages and all variables available at the kth relay is at
most § for each k. It can be shown that a power-rate
pair of (77, m [1og2 (%)
for M-message transmission with strong secrecy using this
scheme. We omit the details due to lack of space. Letting
the number of messages, M, go to infinity, we have

— log, 26] is achievable

Theorem 3. For P > 4ec?, a power-rate pair of

1 P 1
<P7 1 10g2 (0_2> — Z IOgQ 26)

is achievable with strong secrecy in a multi-hop network.

APPENDIX: PROOF OF THEOREM 2

The following lemma from [11] will be used in the proof.

Lemma 3 ([11], Lemma 4). Let A be a lattice in R®. Then,

for allz € R?, and k > 0,
1-— EA(H) <
1+ea(r) —

frz(A)
fr(A)

<1

For ease of notation, we will suppress the index d in (4,
A(()d) and A(D. For a message X chosen at node A, let x
be the coset representative of X from A NV(Ag). For any
subset S C R?, let 15(-) denote the indicator function of
S, ie., 1g(u) is 1 if u € S, and 0 otherwise. From (5),
with kK = \/73, we have

fyp(u)
Fopxh0)
Let Gy := ANV(Ag), and N := |G?| = |Gx|. Since

the messages are uniformly distributed,

11 1(A0+X)(u)
D i

x€Gx

pU|X(u|X) = 1a,+x(). (14)

(15)

Now, we can bound py in terms of ej,(k) as follows.
Since the flatness factor, €j,(k), is a decreasing function

of k [11], we have ex,(VP) < en,(\/P/2) = e. Hence,
fyp(u)  fp(Ao)

writing %’El&\)o) in (15) as T (ho) e (Ag)» We get via
Lemma 3, '
S < < PEEL (1)
N f5(Ao) Nfp(Ao) \1—¢

Re-arranging, we obtain

(1 J_r E) pu(WN £ 5(ho) < fup(a) < pu(W)Nf /5 (Ao)-

Since ), o pr(u) = 1, we see that

(155) Mrvmlo) < 1um(d) < NE (A0 (7



It can similarly be verified that for any a € R™,

1—e¢
N Ag) < <N Ap).
<1+6> f\/*a( 0) < fyZa (A) < f\/ga( 0)
(18)
We establish some more notation for convenience. Let

fygp(w) [z (Do)

a(w) == N/ o (Bo) Fyp(ho)’ (19)
(T BN (fp B0\
Blx,w) = f\/?(/\o) f\/ﬁ(AO) (20)

We can bound py 1y x and py4v as follows.

Lemma 4. For any lattice point w € A, and any x € Gx,
we have

1_E a(w) < pyyv(w) < 1ti 2a(w) (21)
T

) Bk wa(w).

(22)

B(x, wa(w) < pursvix (Wlx) < (

Proof: Let x be any fine lattice point from G x. Then,

> pux(tx)py(w —t)

teAo+x

pU+V\X(W\X

Using (14) and (16) in the above equation, we obtain

>

teAo+x

vpt) fp(w—t)
T o i) S osvin(oi) <

fﬁ() f\/T)(W—t) 1ie
X T Nt (1)

Expanding f, 5(t)f (W — t) in terms of exponentials,
and some algebraic manipulation reveals that

Z 73 t f\/*(W—t) _
e A f\F (Ao) Nf5(Ao)

Fuasw) fy/z e x(Bo)
Nfp(ho) fup_x(Bo)

Substituting this in (23), and writing this in terms of
a and 8, we obtain (22). Similarly, bounding py and py
from above and below using (16), proceeding as above, and
finally using (18) to bound f\/f,ﬂ([\), we get (21). ]

Observe that (20) is a ratio of two terms, both of which
can be bounded using Lemma 3 to get

(1) mmm= (1)

Let P4y and Py respectively denote the upper and
lower bounds for pyiv in (21), and let Py v x and
respectively denote the upper and lower bounds

(24)

(25)

Pyyvix
for pyyvx in (22). Then, we can say that |py v x (W|x)—

pu+v(w)| is less than or equal to the maximum of

|ﬁU+V\X(W|X) _BU—i;V (W)| and ‘BU+V|X (W|X) _pU+V(“.7)|'
Substituting for [y v x (W[x) — QU+V(W)|, and noting

that ((1+€)/(1 —€))® <1+ 64e for € < 1/2, we obtain

1—c¢
6de. (26
o Jote (20

Py (956) — 1y ()] < )

Similarly, expressing |]3U+V‘X (W|x) =Py, v (W) in terms of

a and 3, and using the fact that ((1 —€)/(1 4 ¢€))® > 1—8¢
for e < 1/2, we get

Py 980) ~ ()] < o) (15 ) s (21

Using (21) and the fact that » 5, pu4v(w) = 1, we have

1-¢\? 14e
< < .
(He) <2 aw < (1—6)
weA
The inequality (7) can now be obtained by combining

(26) and (27), summing over w, and using (28) to bound
> wea @(w) from above. Theorem 2 is thus proved.

(28)
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