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Abstract—In this paper, we study the secrecy problem for
a relay-based vehicular network. We assume that the legit-
imate transmitter, legitimate receiver, and eavesdropper are
equipped with a single antenna. By considering various initial
positions of the relay, we obtain the statistical knowledge of
the received signal-to-noise ratio over a-n-k-u fading channel
under vehicle mobility. Further, we derive an exact closed
form expression for outage probability and secrecy outage
probability utilizing the amplify-and-forward relay protocol
for a two-lane high way scenario. Monte-Carlo simulations are
performed to validate the accuracy of the derived analytical
expressions.

Index Terms—Physical layer security, a-n-k-p fading, se-
crecy outage probability, eavesdropping, outage probability.

I. INTRODUCTION

Due to the broadcast nature of wireless channels, the
confidentiality of the messages is compromised throughout
the transmission so that the security and privacy of the
messages are vital challenges to handle [1]. The idea of
the physical layer security (PLS) is to exploit the physical
layer’s characteristics to transmit messages in a secure
manner [2]. Due to the mobility of the users, the wireless
link can be more vulnerable to security threats such as
eavesdropping so that it is challenging to provide PLS in
vehicular communications [2].

Extensive work has been carried out in open literature,
which focuses on the secrecy performance of static users.
Shannon has proposed the communication theory for the
secrecy system in [3], and the theoretical approach has
been covered for the secrecy systems. As the work is
limited to the noiseless channels, the secrecy performance
of the Gaussian wiretap channel has been carried out in
[4]. The detailed analysis for the secrecy capacity and
secrecy outage probability (SOP) was carried out over a
Rayleigh fading channel in [5]. Furthermore, for the static
users, the secrecy performance was also analyzed over the
various fading models such as Nakagami-q, k- u, and a-
W in [6]-[9]. Securing communication over cognitive radio
enabled wireless networks over Nakagami-m channels was
analyzed in [10], and the extensive analysis of secrecy
outage probability was proposed.

Apart from these works, to improve the security in
wireless networks, various relay-based schemes for underlay
cognitive radio systems were covered in [11], [12] and
authors have shown the usage of cooperative relaying by
utilizing the amplify-and-forward, decode-and-forward, and,
cooperative jamming. It has been found that emerging
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communication scenarios (e.g., mobile-to-mobile communi-
cation in 5G networks) need to adopt the versatile channel
model so that PLS over a-n-k-u for the static users was
analyzed in [13]. To be more realistic, the secrecy problem
for vehicular communication without consideration of the
relay-based network was handled in [14], and the impact
of mobility on PLS is studied in [15]. In practice, infotain-
ment applications in emergency vehicle services need extra
security during transmission because it carries sensitive
information. Moreover, the broadcasting of essential safety
messages can be performed over a secure communication
link for that the modeling of the fading channel has to
be accurate. Therefore, we carried out this research over
recently proposed dynamic fading a-n-~<-p fading channel,
which is suitable and accurate for a vehicular environment.
The fading model encounters the amplitude and phase
envelope in its probability distribution function (PDF) [16].
To the best of the authors’ knowledge, no work is carried
out in the previous literature, which considers the impact
of mobility on PLS over a-n-x-p fading channel with a
relay-based highway scenario. The main contributions of
our work are as follows:

1) We first obtain the statistical knowledge of received
signal-to-noise ratio (SNR) by considering initial po-
sitions of the relay under the impact of mobility.
Furthermore, we derive an exact closed-form ex-
pression of outage probability over a-n-k-u fading
channel with the amplify-and-forward relay protocol.
Moreover, when we assume the velocity as zero with
no relay, the derived expressions are reduced as given
in [13].

2) To maintain the perfect secrecy in the presence of
passive and mobile eavesdropper located in the net-
work, we provide SOP analysis over a-n-x-u fading
channel. We conclude with the asymptotic analysis
of the secrecy outage probability to provide more
insights on secrecy performance.

The upcoming sections of the paper are as follows: Sec-
tion II describes the system model. In Section III, derivation
of the received SNR over the various initial position of the
legitimate receiver is carried out. In Section IV, secrecy per-
formance over a-n-x-p fading channel is evaluated. Section
V describes the numerical results followed by conclusion.

II. SYSTEM MODEL

In this section, we consider a cognitive radio network
consisting of one legitimate transmitter and one legitimate
receiver in the presence of one eavesdropper. Each user
contains the single antenna [11].
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Figure 1: Highway vehicular network model

A. Network Model

The road traffic scenario with dense traffic on a two-lane
highway as a cognitive vehicular model is shown in Fig.
(1). S denotes the legitimate static transmitter. The road
length is 2¢ and width is b. The network model illustrates the
location of the relay under two cases. The distance between
the nearer edge of the road and legitimate transmitter is d”,
and the road width is considered as b.

B. Channel Model

Consider the highway vehicular scenario suggested in
Fig. (1). The relay vehicle (R”) equipped with a single
antenna, based on its initial positions from the legitimate
transmitter is shown. The relay vehicle is allowed to receive
information after the resource allocation has been provided
in a cognitive radio-based network. Here, vehicle (E) per-
forms the role of a passive eavesdropper, which is a part of
a network. The channel state information is considered to
be perfect. The channel model of a-n-x-p is considered as
follows [16]:
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where R denotes envelope, « indicates non-linearity pa-
rameter of the medium, k is the ratio of total power of
dominant components to the scattered total power. Moreover
['(-) is the Gamma function [17, Eq. (8.310.1)]. () is
the Pochhammer symbol [17, Eq.(6.1.22)], L(-)f:_l is the
Lagrangian polynomial [17, Eq. (8.970.1)]. Furthermore, cj,
is computed with the recursive equation defined in [16, Eq.

15)].

fr(r) =

C. Signal Model

In this section, we define the signal model received
at relay nodes and legitimate receiver in the presence of
a mobile eavesdropper. The signal is transmitted through
the legitimate transmitter (S) to a legitimate receiver (R)
through the relay nodes (R”). At the first instant, the signal
received by node (R”) is

y(t) = hsre (t)z(t) + npge(t), 2)

where hgpr+ is a channel coefficient vector under the
effect of mobility between the relay node and legitimate
transmitter, x is the transmitted symbol, n is the complex
hardware additive white Gaussian noise. At the same time,
t denotes the time constraint, which implies the channel is

time-varying or the received signal varies concerning the
mobility of the vehicle. The channel gain h is given as:

hsp () = ——2 ©)
1+ d5(t)

where g, represents the channel gain following the a-n-x-
1 fading, ¢ denotes the path loss component given in [18].
Since the vehicles are moving, d, represents the distribution
of the distance d given in [19]. Further, the received signal
after amplifying and forwarding at the legitimate transmitter
is given as:

y'(t) = hrr(t)y(t) + nr(t)
= hR//R(t)(hSRN (t).’b(t) + ngr (t)) + TLR(t) (4)

where hr/ g is channel coefficient vector under the effect
of mobility between relay node and legitimate receiver.

III. STATISTICAL KNOWLEDGE OF RECEIVED SIGNAL
TO NOISE RATIO UNDER MOBILITY

In order to evaluate the secrecy performance, the received
SNR under the vehicle mobility can be derived for a-n-x-
w fading by calculating the CDFs, for which, the general
formula is given as:

oo pyz
Fa(z) = /O [ Fxy (@, y)dedy ®)

where, for each case, fx(z) and fy(y) is replaced by
the independent distribution of fading channel and distance
respectively.

1) Case 1: Relay is nearer to legitimate transmitter
(Position 1) : The PDF of distance between SU and PU
is defined as [19, Eq. (11.1)]. By substituting ( [19, Eq.
(11.1)]) and (1) in the (5), the CDF is obtained for the
casel, which is further differentiated to obtain the PDF as
(8).
2) Case 2: Relay is at far distance from legitimate
transmitter (Position 2) : The PDF of distance for this
case d is given as [19, Eq. 11.2]. By substituting ( [19,
Eq. 11.2]) and (1) in the (5), the CDF is obtained for
the case2, which is further differentiated to obtain the
PDF as (9). To solve the initial integrals we first convert
it into a hyperbolic function to discover the appropriate
identity in the second integral term which is defined as [17,
Eq. (2.741.1)]. The obtained solutions are the CDF of the
received SNR under the impact of mobility which further
differentiated to calculate the PDFs. Furthermore, as the
integral does not converge without a conditions, we opt the
conditional expression by considering the z < 1. The CDFs
are obtained from this methods are consisting of the impact
of mobility with the fading conditions.

For proof, refer Appendix A H

IV. SECRECY PERFORMANCE OVER «-7)-k-p FADING
CHANNELS

A. Analysis of the Outage Probability

Outage is stated as the probability that the received
instantaneous SNR ~ falls below a threshold 7. In this
section, we derive the outage probability with respect to the
various initial positions of relay node. The general formula
to derive an outage probability is given as:

Pout - P?“(O S Y S ’yth)a (6)

Vth
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where f. () is a respective PDF of the received SNR for
case 1 and case 2 . Therefore, by substituting (8) and (9)
in 7, we can obtain the outage probability for case 1 and
case 2 respectively as:

Yth
ng;el - / pv(’y)caseld'y (12)
0
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pase? _ / Do (1) easeady (13)

0

The above integrals are solved with the aid of identities
given in [17, Eq. (6.711.1)]. The outage probabilities for

case 1 and case 2 is given as (11). where, Ay = ( =%

T(w) )’
B, = (“d)) Ch = g, Dy = 00y = 20
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B. Analysis of the Secrecy Outage Probability

In this section, we analyze the secrecy outage probability
at the passive eavesdropper side because the aim is to
observe the capability of eavesdropper to intrude. However,
the legitimate transmitter does not have the CSI information
of eavesdropper’s channel and hence it has no choice to
encode data under a constant code rate R;.

The instantaneous secrecy capacity is given by [10]

Cs(ve,VR) —In(1+~g),0} (14)

where v and yg are the received SNR at eavesdropper
and legitimate receiver respectively.

Pr {CG(VR57E) < Rs} (15)

For the cognitive network the transmitter power at S can

be expressed as
1
Ps = ] Pmaxa 2 ’
min < X)

where X is a channel gain between primary transmitter
and legitimate transmitter, /p is the interference power,
P a2 1s the maximum transmitted power. Here, this channel
is considered as perfect hence to obtain the average outage.
Using (16) the SOP of can be expressed as :

PSOP =Pr {CS(’YRa’YE) < RsaPs = Pmaz}

= maz {In(1+vg)

(16)
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The above formula is used to derive the SOP for both the
cases, the integral is divided into several sub-integral under

Phaz, the term I is

Ip
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certain equality such as when P =
given by

L =Pr {Cs(’YRy’YE) < R, Ps = Pmaz}

—Pr{ZR<€)ZE+0}Pr{

where Fz, and fz, are respective CDFs and PDFs for
, Pr {x < 5B
I'(m) as per [10]. The derivation of I 11 can be given as :

the desired cases, 0 = ef } is given as 1/

o 0 —
_[11 :/ FZR (92+ ) fZE( ) z (18)
0

By substituting (8) in (18), the general expression is ob-
tained as follows which further utilised to calculate I as:

o 0—1
Ill :/ F’YR (0’)/ + a) X pfy(’)’)caseld"y (19)
0

Further for the derivation of I», the general formula is given
as per [10]. When the Ps = IYP, by using (15), we can

obtain
oo
I = /
Ip/PIWQ:L'

where, H () is the PDF of fading channel as per (1) and
fx(x) can be replaced as PDF of received SNR for case
1 and case 2. Hence the final expression of the SOP is the
summation of the derivation /1 and I as per (17) which is
provided as PS4t and PS5 in Appendix section.

H(x)fx (x)dz (20)

C. Asymptotic Analysis of Secrecy Outage Probability

In this section, we obtain the asymptotic analysis to
gain more insight on secrecy performance. The SNR at the
eavesdropper side can affect the complete secrecy perfor-
mance hence, from (18) and (20) by considering the SNR
YE =7 — 00, we have :

—_— aApQR > k!Ck,R” > “Cl,R
E T07
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where, T} is (J;—J2). Provided that the P,,,, is constant
at 1W throughout the transmission, the variation in the I,
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affects the SOP which can be defined as the intermediate
term J; for the case 1 is given as:

ap
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The intermediate term .J5 for the case 1 is given as:
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Since both J; and Jy consist of infinite integral terms,
it is replaced by the appropriate identities provided in [17,
Eq. (6.711.1),(6.711.2)]. Similarly, for the case 2, the term
J1 and J can be evaluated. Note that, to evaluate the
asymptotic performance of the secrecy outage probability
under both the cases, the consideration of the SNR values
at the eavesdropper side should be very high. Since the
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analysis is carried out for the eavesdropper side we focus
on the velocity of the eavesdropper rather than the legitimate
receiver because the aim is to get over the capability of the
eavesdropping.

V. NUMERICAL RESULTS

This section presents the simulation results carried out
to validate the accuracy of derived analytical expressions
of outage probability and secrecy outage probability. We
generate the samples of a-n-x-u fading channel as per [20].
For simulations R, = 0.1 bits/s/Hz and P,,,, = 1W are
considered. By considering the highway scenario of two
lane, the analytical expression derived in Section III for
outage probability states that the conditions for outage is
depends on the vehicle velocity as well as the SNR at
the relay node. Furthermore, we consider the fixed velocity
in order to obtain the behavior of the outage probability
under all cases. By looking on the behavior the secrecy
outage probability for all cases, it can be seen that for
certain fix interference power in cognitive radio systems and
fix velocity the secrecy outage is depended on the fading
parameter between the relay node and legitimate receiver.
The results are obtained for best possible values of «, x
and p.

Fig. (2) shows the OP performance when the relay node
is nearer to the legitimate transmitter. As we can observe,
under the specific fading parameter and fix velocity of
55, 65 and 75 km/h respectively, the OP performance is



degraded with the increased velocity but the variation in
the degradation is low which implies that if the relay node
is near to the legitimate transmitter, to procure the secure
transmission at higher velocities, the SNR requirement is
low. Fig. (3) shows the OP performance when the relay
node is at far distance the legitimate transmitter. As we can
observe, under the specific fading parameter and fix velocity
of 55, 65 and 75 km/h respectively, the OP performance is
degraded with the increased velocity but the variation in the
degradation is high which implies that if the relay node is at
far distance the legitimate transmitter, to procure the secure
transmission at higher velocities, the SNR requirement is
high. Fig. (4) shows the SOP performance when the relay
node is nearer to the legitimate transmitter. As we can
observe, under the specific fading parameter and fix velocity
of 55, 65 and 75 km/h respectively, the SOP performance
is degraded with the increased velocity which implies that,
to procure the secure transmission at higher velocities the
SNR or secrecy rate should be higher. However, the secrecy
performance is depended on the chosen fading parameters.
In this case we have obtained the results for best possible
fading parameters. Fig. (5) shows the SOP performance
when the relay node is at far distance to the legitimate
transmitter. As we can observe, under the specific fading
parameter and fix velocity of 55, 65 and 75 km/h respec-
tively, the SOP performance is degraded with the increased
velocity but the variation in the degradation is high compare
to the case 1.
VI. CONCLUSIONS

In this paper, we have investigated the secrecy outage
probability and outage probability to secure communica-
tions over a-n-k-p for vehicular communications in which
various relay position such as near to the legitimate trans-
mitter and far from the transmitter are being considered.
We observe that under the impact of velocity, it is better to
have the relay at nearer to the legitimate transmitter under
the dynamic fading conditions. Performance is degraded
under the high velocities of the vehicle. The exact closed
form expressions for outage and secrecy outage have been
derived. We have also observed the joint impact of fading
parameters and relay positions on the outage and secrecy
outage probability. However, for the some values of low
fading parameter with the impact of high velocity, greater
than 0.6 can results in the worst performance. We also
observe the impact of mobility on outage with respect to
asymptotic conditions under the perfect channel estimation.

APPENDIX A
DERIVATION OF DISTRIBUTION OF RECEIVED SNR

Since both the distributions are independent from each
other and by substituting ( [19, Eq. (11.1)]) and (1) in (5)
we have,

1 o0 k!ckL‘;fl(Qro‘)
Zk: 0

yz qroHt— _ (
F Pasel / / — aﬂ)k
20T () exp (%)

i |:7T + 2arcsin (W) — 1} drdy (23)

4ab

At first integrating the inner integral with respect to dr and
from [17] the integral in (23) is further given by considering
the appropriate identities as:

o — h)? Klew LAt (2re
/ yAresin <2y2 — (b 2h) > x Tk kd (2r )dy
0 Y

(24)

Using [17], we first obtained CDF which is fur-
ther simplified in PDF given as (8). Similar pro-
cess is carried out to obtain the PDF for case 2

as (9). Where, 8 = Fy(,1/2ab; (255000, Fy =

[{0.5, ,}, {1.5,d} ,yz*]. Similarly substituting (1) and
(6)in (25), PDF for case 2 can be expressed as (20).

. _ 1—det(a) _ 2z _ 1- det(a)
Where, i = 2abn J=—ag k=g L=

and ((i,7,k,1) is the polynom1al function given in [17]
Furthermore, the SOP expression from the integral for case
1 is provided as:
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