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DFRC Technologies

e Radar-centric design Radar WF w  Radar-Centric
— Pulse Interval Modulation (PIM) L) , DFRC
_ _ _ modulation
— Radar beampattern sidelobe signalling
— Index Modulation (IM) using radar waveforms

e Commes-centric design Comms WF 5  Comms-
— OFDM based DFRC 2 Centric DFRC
— |IEEE 802.11ad based DFRC Radar detection
- Joint DFRC

e Jointly optimized design Radar Comms
— Radar-centric joint design
— Weighted Comms-Radar optimization Trade-off
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DFRC- Joint Waveform Optimization

Weighted optimization
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Joint DFRC — Over-the-air Proof of concept
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Bottom-line performance optimization

We can do better than Radar waveform approximation
N = 16 BS antennas
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Dual-functional Radar-Communication

Subject to Security threats?



Secure DFRC Transmission

Radar + Information: Subject to Security Threats
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« Secure Beamforming / Artificial Noise



Secure DFRC Transmission f

Unique Sensing Performance vs Security Trade-offs
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Secure DFRC Transmission — An Artificial Noise Design
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Secure DFRC Transmission — An Artificial Noise Design

Numerical Results
N = 18 antennas, K = 4 legitimate users, one target — LU SNR y;, = 10dB.
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Secure Dual-functional Radar-Communication

Exploiting Constructive / Destructive
Interference



o . ) Up to 10x Power Reduction
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Constructive Interference for M-PSK

Constructive Interference:
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Exploiting Interference for Secure DFRC
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N = 10 antennas, K = 5 legitimate users, one target.

Signal Constellations at users / target
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Radar-assisted Vehicular Network

Communication Served by Sensing



Radar-assisted Vehicular Network:

Comms served by Sensing: Radar tracking for Comms beam-steering

Comms-based Beam Training DFRC Beam Steering

Recelve array
——>»FEcho
-

DFRC RSU
Signal Transmit array

Data Block Data Block

Advantages of DFRC Signalling:

* No dedicated downlink pilots are needed; SFRC Block FRC Block DFRC Block
* No uplink feedback is needed; H

* No feedback overhead/errors
» No quantization errors
« The whole downlink frame can be used for
tracking — Significant matched-filtering gain




System Model - Signal Model #
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Numerical Results - DFRC vs Comms only
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« EKF-Commes-only: poor angle estimation at RSU crossing point — suffering data rate

» Auxiliary Beam Pair (ABP) tracking: at RSU crossing point the correct beam will unlikely fall into
angle search interval — beam goes beyond the search space and is not recovered

« EKF-DFRC: Minimal disruption in the rate
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Future outlook - Cellular as a Sensor

c.masouros@ucl.ac.uk

Hardware-Efficient DFRC Pervasive sensing through dense cellular infrastructure
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